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Abstract
Cloud computing is one of the important business models in the modern Information

Technology. It provides various services (hardware, software) to the users with minimal

interaction and low cost. Storage service is one of themost useful services in cloud computing,

which move data owners data from local computing system to the cloud. In this paradigm,

once the data moves from the local computing system to the cloud, the data owner lost

the physical control of the outsourced data on the cloud. So that, storage service creates

data security challenges. For space and computation benefits, cloud service provider can

remove the rarely accessed data from the cloud storage server. Therefore, the integrity of the

outsourced data has to be verified frequently using public or private verification method.

In this thesis, focus on two data security concern such as data confidentiality and remote

data integrity on cloud storage system. On one hand, we focus on data confidentiality for

cloud applications and services on an untrusted cloud server. For this purpose, we proposed

a lightweight block levels symmetric key data encryption and decryption algorithm with key

rotation technique. To protect unauthorized access to the data sharing an honest but curious

server and a malicious user adversary threats is considered in our proposed system.

On the other hand, we focus on the remote data integrity concern. In cloud storage,

the data owners can store their data, applications, and services on a remote server without

the burden of local infrastructure and maintenance. So that, data owners no longer physical

control of outsourced data. Therefore, the data protection at rest, in transit and process is a

challenging task in cloud storage system. For Secured cloud data audit, we have introduced

a Third Party Auditor(TPA), which reduces the burden of the data owner. Moreover, this

process of auditing will not bring any new security risk on data privacy. In order to ensure

the data integrity and reduce the data owners computational resources, in this work we

have proposed a remote data integrity auditing methods such as identity-based and linear

authentication protocols and Elliptical Curve Digital Signature(ECDS) methods.

In the identity and linear authentication method, which utilize the bilinear operation

and decisional Diffie-Hellman algorithm to verify the integrity of outsourced data without

retrieving the original file. Its concerns about the proof of data possession issue. We

have considered a security level, public verification and performance aspects for remote data

vi



verification without keeping the data locally. In this method, we introduce the block level data

verification using third-party auditor to fulfill the security requirement of the data owners.

To analyze the performance of the system, first, we define the single data owner on multiple

servers and then multiple data owners on a single server for public data verification.

In order to reduce the storage overhead and computation overheads with same security

level as RSA public cryptography, we propose a novel method of data verification technique

using elliptic curve digital signature method. Besides, these methods not only verify the

integrity of data, but also detect the invalid data block during the verification process.
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Chapter -1

INTRODUCTION

1.1 Introduction

Cloud computing is a new computing paradigm in Information Technology. The

cloud computing is defined by National Institute of Standards and Technology (NIST)

as enabling ubiquitous, convenient, on-demand network access to a shared pool of

configurable computing resources (e.g., networks, servers, storage, applications and

services) which can be rapidly provisioned and released with minimal management

effort or service provider interaction [1]. In this model, both hardware and software

resources are delivered over the internet with the interaction between users and cloud

service providers. There are three service models namely software as a service

(SaaS), platform as a service (PaaS), and infrastructure as a service (IaaS) which are

implemented over private, public, hybrid or community deployment model. Despite

several advantages, cloud computing has various issues and challenges, which need to

be solved. Data privacy and security is one of the significant research areas in cloud

computing.

Cloud computing is one of the on-demand high-quality service delivery models

with a lower cost. Amazon Web Service (AWS) is the most commonly used cloud

service provider. They provide various services such as; Amazon Elastic Compute

Cloud (EC2) an IaaS service, Amazon Elastic Beanstalk a PaaS service for hosting

applications, Amazon Elastic Block Storage (EBS) and Amazon Simple Storage Ser-

1



Chapter 1. INTRODUCTION

vice (S3) for storage, AWS Identity and Access Management (IAM) service for secure

control access to AWS.

1.2 Cloud System Architecture

The cloud data storage system model for secure data access sequences is explained in

Figure 1.1. The block diagram of cloud computing system architecture contains four

functional blocks for data storage such as a data owner, Cloud Service Provider (CSP),

authorized users, and Trusted Third Party [2]. They are used for accessing data from

data centers in public cloud servers.

The functions of these functional blocks are as follows;

Data owner:The data owner can be any organization for generating outsourcing

data to store in the data center of public cloudmodel for the external use on the demand

of the authorized users based on pay per usage.

Cloud Service Provider: Manage the cloud servers and data centers in the public

cloud and provide the storage infrastructure to the data owner for storage of outsourced

data in the data center on the payment based on the requested storage capacity. It

coordinates the trusted third party to verify the authorized users and to retrieve the

data from the cloud server to make them available for the authorized user on demand.

Depending on the type of cloud used, the cloud service providers responsibilities could

include providing infrastructure, physical security of the premises, operating system

and network security. Sharing of cloud resources such as providing infrastructure,

operating system, application and network security is controlled by the cloud service

provider depending on the cloud deployment model.

2



Chapter 1. INTRODUCTION

Figure 1.1: Cloud Data Storage System Model

On the other hand, the actively processing cloud data is controlled by cloud users

depending on the cloud service model used in their application. An organization

classifies the information according to the sensitivity to its loss or disclosure. The

level of information sensitivity classification is defined by the data owner based on the

security control. Storage as a service is provided by the cloud service provider such

as Google Drive, iCloud, Dropbox, etc., to data users with lower cost than traditional

storage service. The cloud service providers not only store the ownerâĂŹs data in

the cloud but also share it with authorized users. Once the data leaves the data owner

premises, there is no control of outsourced data to the data owner.

Users: the set of authorized users to access the remote data stored in cloud server

through trusted third party and cloud service provider. All the users are the clients of

the data owner.

Trusted Third Party: An entity which is trusted by all other entities of the system

such as CSP, data owner, and users. In many distributed computing systems the data

owners rely on TTP for performing his operation securely and efficiently. The function

3



Chapter 1. INTRODUCTION

of TTP is to send the audit challenge message to CSP and receives the corresponding

response message as a proof of data verification. The role of TTP is important in

the public data verification scheme for data security and privacy in the cloud storage

system. If the TTP acts dishonestly with other entities of the system, then there is no

data security guarantee for the cloud data storage system.

1.2.1 Research challenges

The cloud computing is one of the important research areas in the field of information

technology. Some of the research challenges in the field of cloud computing are listed

below. These research challenges mainly focus on cloud deployment and service

models.

• Service Level Agreement(SLA)

• Cloud Data Management

• Security and privacy

• Interoperability

• Energy Resource Management

• Multi-tenancy

• Reliability and Availability of service

• Data recovery and backup

• Server consolidation

4



Chapter 1. INTRODUCTION

Service Level Agreement(SLA): In cloud computing cloud resources are adminis-

tered by service level agreements. The cloud service providers SLAs evaluation is a

challenging task. The cloud service providers create SLAs for cloud users to access

various cloud resources. The SLAs are defined while considering various parameters

such as; data protection, price structure, outage, etc. Before signing a contract with

CSP for a specific service, cloud user must evaluate the various SLAs parameters.

The specification of SLAs will reflect the user needs.

Cloud Data Management:In the past few years the cloud data has grown at an

alarming pace. This data can be organized in several forms such as structured,

unstructured, semi-structured, static and dynamic data. Management of the data is

an important research area in cloud computing. The CSPs do not have any access to

the physical security of the data, but they are dependent on the infrastructure provider

for data security. The cloud infrastructure provider must provide the security for data

confidentiality and availability. The confidentiality of the data is achieved by using

cryptographic techniques, whereas the availability of the data is achieved by using

secured remote data auditing methods.

Security and privacy: The security and privacy is more important in the devel-

opment of cloud computing to protect the resources from the unauthorized users. In

cloud computing, data security and privacy becomes the important issue, because the

data is located at remote places across the globe.

Interoperability: An ability to work with multiple systems while exchanging in-

formation between the systems. In public cloud deployment model, many networks

are not designed to interact with each other. Due to lack of integrations, it is very

5



Chapter 1. INTRODUCTION

difficult to combine these networks in the cloud. To overcome this challenge a standard

inter-operable platforms and data portability must be developed, which helps CSPs.

Energy Resource Management: Energy saving in the data center has an important

economic incentive for data center operations and also a significant contribution to

the environment. In cloud data centers the cost of cooling and power requirement is

always higher than the operational expenditure. Designing an energy efficient data

center is one of the research areas in cloud computing.

Multi-tenancy: It is one of the important technologies in cloud computing to allow

one instance of the application to serve many customers by sharing resources over the

Internet. To access the shared resources such as servers, database, etc., is essential as

it affects the response time and the user performance. Proper security and isolation

of resources in multi-tenancy is a challenging task in cloud computing infrastructure

layer.

Reliability and Availability of service: Reliability is the ability of a hardware

or software resources to consistently perform according to its specifications. The

challenge of reliability comes in cloud computing when resources are delivered as

on-demand service. To deliver resources under any network conditions, reliability is

a challenging task in cloud computing.

Availability is the ratio of time a resource is functional to the total time required

to function. It can be expressed in terms of average or total uptime/downtime of a

resource (hardware/software) for a given period. In a traditional computing system,

the availability of these has been limited to users deployed and maintained, whereas in

the cloud these resources are shifted to data-center. It is very important for the cloud

6



Chapter 1. INTRODUCTION

service providers to offer the available resources to the users.

Data Recovery and Backup: Data security is significant in cloud computing as

the data resides at remote storage servers. The cyber-attacks are increasing on cloud

data so that the responsibility of decision-makers is important to strengthen its data

security and avoid these threats. The data backup and recovery solutions are important

in cloud computing. Designing a secure data recovery and backup approach by saving

crucial data is one of the research areas in cloud computing.

Server consolidation:: Server consolidation is a technique to maximize resource

utilization of computer server resources in order to reduce the capital expenditure and

minimize energy consumption in cloud computing. Server consolidating provides

plenty of benefits using server virtualization in cloud computing environment and

which is directly impacts the performance of the system.

1.3 Cloud Data Security Challenges

The benefits of cloud computing include managing and utilizing cloud services like

lower fixed costs, higher flexibility, automatic software updates, increased collabora-

tion, and the freedom to work from anywhere.

According to the Cloud Security Spotlight Report, more than 90 percent of or-

ganizations are concerned about public cloud security because the cloud has its data

security issues. The importance of the security in a cloud system is shown in Figure

1.2. Data security and privacy are one of the most important issues in cloud security

challenges.
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Figure 1.2: Cloud Data Security Challenges

1.3.1 Security issues

In a cloud deployment model, the user loses control over the physical security of the

resources. In a public cloud, computing resources are shared with other organizations

or users. In a shared pool outside the premises, we don’t have any knowledge or

control of where the The resources are being used. Outsourcing our data in a shared

environment in the cloud storage may put our data at risk.

The various threats and its suggested prevention techniques [3] on network, host

and application layer in cloud computing paradigm is summarized in Table 1.1.

Based on the survey conducted by Cloud Security Alliance (CSA) the following

security issues are identified within cloud computing.

Data encryption: It is a process of converting data from plaintext to ciphertext

before it is sent to cloud storage. In cloud computing, cloud service providers offer

this services to provide security of outsourced data. For example, Office 365 Message
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Table 1.1: Different types of security threats

Security attack Possible techniques for prevention

Spoofing attack Authentication, Protect secrets, Don’t store sensitive information

as plain text

Tampering with data

Authorization

Data hashing and signing, Message authentication codes, Digital

signatures

Refuse to accept Digital signatures, Time-stamps, Audit trails

Information disclosure strong authorization, secured encryption, don’t not store secrets

(for example, passwords) in plain-text.

Denial of service Resource and bandwidth throttling techniques, Quality of services,

Authorization and authentication.

Elevation of privilege use least privileged service accounts to run processes and access

resources.

Session Hijacking(man

in the middle attack)

encrypted session, encrypted communication channels.

Unauthorized Access Configure secureWeb permissions, Assign permission to files and

folders.

Auditing and Logging Audit and log activity on the Web server and database server, and

on the application server, Do not use shared accounts

Poor key generation or

key management

Use built-in encryption routines, store the key in a restricted lo-

cation, Use strong random key generation functions, Expire keys

regularly

Weak Encryption Use the proven cryptographic services, use standard algorithms

Encryption built in service encrypt all the messages in the cloud platform. Designing

a secured remote data storage method is one of the important research areas in cloud

computing.

Data breach: It is an unauthorized way of accessing sensitive, confidential or

protected data in a network. Data breaches may involve the hacker accessing the con-

fidential personal information such as; personal health information (PHI), personally
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identifiable information (PII), or intellectual property, etc.

Access control: It is an Identity and authentication security technique that can be

used to ensure the authorized users to access the resources in a computing environment.

Access control can be a physical or logical access control . The physical access control

limits access to the various physical entity such as physical IT resources, whereas the

logical access control limits to access the stored data and files.

Insecure Interfaces and APIs: Insecure Interfaces and Application Programming

Interfaces(APIs): In cloud computing, cloud service providers expose a set of user

interfaces and APIs to cloud users to use cloud services. The availability and security

of the cloud services are dependent on the APIs. The user interfaces and APIs are the

most exposed part of the network. These assets will be the source of the heavy attack

in the cloud.

System vulnerabilities: It is exploitable bugs in programs which helps the attacker

to infiltrate a system to steal data and take complete control of the system. The

system vulnerabilities in the operating system put the security of services and data at

risk. It creates new attack in a distributed system while access to shared memory and

resources in the cloud.

Cloud account hijacking: It is a process of hijacking cloud users account through

malicious or unauthorized activity. With stolen information, attackers can access cloud

computing services and compromise the confidentiality, integrity, and availability of

those services.

Data Loss: It is a result of any process or event that, data is corrupted or made
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unavailable to user or application . Data loss can occur on data both at rest and

transit due to the various reasons such as; Data corruption, deleted or/and stolen by an

attacker or any network intervention attack, physical damage of storage devices and

Virus infection. Data loss can be prevented by implementing data backup solutions

and security mechanisms on data storage assets.

Denial of service attacks (DoS):It is an attack which originates by requesting

resources from the cloud server that server cannot respond to requests. It prevents

users to access their data or applications. By forcing the targeted cloud service to

consume an excessive amount of system resources such as; processor power, memory,

disk space, or network bandwidth and attackers can cause a system slowdown.

1.3.2 Applications

Cloud services are provided to users at different levels such as; applications, platform

or infrastructure and more number of cloud services are currently available to the

users. Using these services developers can develop a wide variety of applications and

delivered to the end users. Some of the examples of cloud applications [ [4, 5, 6] are

as follows;

Software-as-a-Service (SaaS): It is a software distribution model, which deliver

the applications to the end users over the Internet. Examples of SaaS applications

are; Salesforce.com, DropBox, Microsoft Office 365, Google Apps, Amazon Web

Services etc.

Platform-as-a-service (PaaS): It delivers a hardware or software platform for de-

velopers to carry out the specific task. Examples of PaaS applications are; Google
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App Engine, AWS Elastic Beanstalk, Windows Azure, etc.

Infrastructure-as-a-service (IaaS): It provides maximum controlled virtualized

computing resources over the internet to the end users. Examples for IaaS are;

Amazon EC2, Google Compute Engine (GCE), and IBM Cloudburst, etc,.

1.4 Solutions to Data Security Challenges

To provide the security to the outsourced data is a challenging task in cloud computing.

The most important parameters for data security is confidentiality, integrity, and

availability of cloud data storage service. Before utilizing the cloud data by authorized

user, data integrity should be verified using any verification method.

1.4.1 Data Confidentiality

Protecting data in the cloud, authentication and integrity[7], access control, encryption

[8, 9, 10, 11], integrity checking and data masking [12] are some of the data protection

techniques.

Cryptography is one of the efficient methods for data security in cloud computing

which includes the design and implementation of an efficient encryption and decryp-

tion algorithms. In symmetric cryptography, before outsourcing data to a cloud server,

the data is encrypted into cipher text using a secret key and later user decrypts using

the same shared secret key.

In cloud computing, data owners increasingly outsource their sensitive data in

encrypted form to public cloud for more flexibility and economic savings [13, 14]. To

protect data in transit to and from the cloud as well as data stored in the cloud, efficient
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data encryption and decryption algorithms are used for security.

There are several existing cloud data confidentiality techniques are presented in

the Table 1.2

Table 1.2: Existing solution for cloud data confidentiality

Researcher Function Technique Service types

Jin Li et al., [15] Ramp secret

sharing scheme

on distributed

system

File and Block level de-

duplication

data confidential-

ity without en-

cryption

Cong Wang et al.,

[13]

Ranked keyword

search

one to many ordered

preserving symmetric

encryption

secure data access

Lan zhou et al.,

[16]

Cryptographic

roll based access

control

It uses trust and roll

model for data owners

and users

secure data access

Rongmao chen et

al., [17]

Dual server pub-

lic key encryp-

tion with keyword

search

It uses linear and homo-

morphic smooth projec-

tion hash function

data security

Jie xu et al., [18] Verifiable delega-

tion circuit cipher

text policy at-

tribute based hy-

brid encryption

It uses boolean circuit

with single output

access control

1.4.2 Data Integrity Auditing

The traditional method of data verification methods proposed in RSA [19], MD5

[20] is not efficient in cloud computing model, because the amount of data stored in

the cloud is of large scale which consumes more computational resources for data
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verification. To verify correctness of the outsourced data in cloud computing, recently

there are many public auditing mechanisms proposed in [21, 22, 23, 24] and [25]

without downloading the entire data from the cloud server.

For integrity and privacy of the outsourced data on the cloud, several existing

remote data auditing protocols are listed in Table 1.3. Table 1.3 compares the existing

data auditing methods with services, functions, and techniques. In all these methods

follows the stateless verification, unbounded use of quires, public verification dynamic

auditing and batch auditing requirements in the design process. The design process

consists of an initial file setup phase and data verification phase. All these existing

data auditing methods give more attention on the data verification phase, rather than

the initial setup phase so far.

From Table 1.3, we can also observe that many of the existing solutions cannot

support the privacy of the data during the audit phase. To reduce the computational

overhead of initial file setup phase and to reduce the burden of data owners, we

introduce the sample data block auditing with finite group operations.

Although Cloud computing provides various services with minimal overheads,

which have many challenges on the performance of the system. Security of the data

at rest is one of the big challenges in cloud computing. The security of the cloud data

can provide in three ways; such as confidentiality, integrity, and availability . Data

integrity is one of the most important parameters for data security in cloud storage.

The integrity of the cloud data cannot be guaranteed due to the following reasons;

• Due to losses in the control of the outsourced data the traditional data integrity

checking methods cannot be applied directly.
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Table 1.3: Data Auditing Methods

Researcher Function Technique Service

A Juels et al. [26] Data Proof of Re-

trievability

Pre-computed file hash

values have stored on

cloud server

Data auditing

C Gentry et

al.[27]

Encrypted data

blocks

Calculated metadata

will be stored locally

and cloud server

Block level data

auditing

C. Wang et al.

[28]

Block Authenti-

cation with ran-

dom masking

Local and Public audit-

ing using TPA

Block level data

auditing

G. Ateniese et al.

[29]

BLS signature

and Merkle Hash

Tree

Dynamic data updates data verification

B. Wang et al.

[30]

Group operation

using Bilinear

map

Batch auditing in multi-

cloud

Privacy preserv-

ing

Boyang Wang et

al. [31]

Homomorphic

authentication

using proxy

Block level outsourced

data auditing

Data integrity

checking

L.Chen et al. [32] Uses Message

Authentication

Code

Auditing of shared data privacy preserv-

ing

• Due to hardware failure and software failure, the cloud service provider may

hide the data corruption for his storage service reputation point of view.

• To save the datamaintenance cost, the cloud service provider can delete the rarely

accessed data from the storage or can change to off-line method of storage.
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1.5 Organization of the Report

The thesis is organized into the following chapters. The second chapter presents a brief

review of literature for cloud data security parameters confidentiality and the integrity

of the cloud data using protocol and digital signatures techniques. The background

for designing data encryption and data auditing techniques is explained in the chapter

three.

The system model and objective of the research work is explained in the chapter

four. The chapter five discuss the proposed data encryption algorithm using using key

rotation technique, remote data audit using protocol and public key digital signature

methods. In chapter six, we presented the simulation results of the proposed data

auditing methods. Finally, a brief summary, contributions is presented in the chapter

seven.

1.6 Summary

In this chapter, we explain a basic architecture of data storage system model in cloud

computing paradigm. Various research area and data security issues and challenges are

listed on cloud system. Some of the traditional data privacy and security techniques,

contribution of the proposed work and organization of the report is presented. Next

chapter, present a various data security issues of the existing solutions proposed by

the researcher.
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LITERATURE SURVEY

2.1 Introduction

Literature survey is the most important step in software development process. Before

developing the tool, it is necessary to determine the time factor, economy and company

strength.

In the recent years, many data security issues are discussed by researcher in the field

of cloud data and applications storage services [33, 34, 35]. The goal of this chapter

it to identify the significance of the data security in the field of cloud computing, then

identify specific methods and techniques for the proposed research work in the field

of data security.

This chapter discusses the recent cloud data security and privacy issues in cloud

storage service such as data confidentiality, secure data auditing using protocol and

data integrity verification using digital signature schemes are proposed by the various

researches till date and the research gap for proposed research work.

2.2 Data Confidentiality

In cloud computing now a day’s adoption and diffusion of data sharing is one of the

most demands in the distributed storage service. In this storage service, data security

is the challenging issue in cloud storage system. Recently there are many solutions

are proposed to address the cloud data security and the research gaps are discussed in
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the following section.

To ensure the data is only accessible by the authorized users and for end-to-end

secure data transfer requires the efficient encryption and or decryption algorithm to

the whole dataset before performing any further operations. Further, it is very difficult

to see the upcoming applications for the future without the proper use of algorithms.

Also, several data security softwares need to be developed for the privacy of the

organization’s data.

There are issues related to the confidentiality, correctness, query and access per-

mission of outsourced data because cloud is managed by un-trusted third party [33],

[36]. Owners are always suspected about security of the data. So we consider this

as basic idea for proposed concept. The collusion attack and distributed DOS attacks

are serious issues due to the malicious user in the system and DDOS Attack occurs

when multiple big data systems flood the resources of the targeted big data systems.

The secure data transfer can be introduce the identity based secure encryption and

re-encryption.

Jing-Jang Hwang et al. [37], has proposed a business model for cloud computing

for data security using data encryption and decryption algorithms. In this method,

cloud service provider is responsible for data storage and data encryption/decryption

tasks, which takes more computational overhead for process of data in cloud server.

The main disadvantage of this method is, there is no control of data for data owner

i.e, data owner has completely trusted with cloud service provider and he has more

computational overhead.
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Junzuo et al. [38]], proposed an Attribute Based Encryption (ABE) and verifiable

data decryption method to provide data security in cloud based system. They have

designed the data decryption algorithm based on the user requested attributes of the

out sourced encrypted data. One of the main efficiency drawbacks of this method is,

cloud service provider has more computational and storage overhead for verification

of user attributes with the outsourced encrypted data. While introducing third party

auditor we can reduces the storage, computation, and communication overheads of

the cloud server, which improves the efficiency of the cloud data storage.

Chun-I Fan et al., in [14] proposed an Attribute-based encryption (ABE) to protect

the privacy of the outsourced data on cloud using set of data attributes. However, it

supports privacy of the data on the cloud, it takes more storage and communication

overheads. Since the data, updating may occurs frequently in cloud computing, data

management will become an important issue in cloud.

In [39] Baodong Qin et al., proposed a verifiable and non-verifiable Attribute-

based encryption (ABE) technique for cloud data privacy and security using public

key cryptography. In cloud, the volume of data size grows larger and larger, so

that public key cryptographic operations are not efficient for large data management

in cloud and also the cloud service provider can derive the outsourced data from

the attributes set. So that, we can apply symmetric key cryptographic operation to

improve the data security.

Junbeom Hur in [40] proposed a cryptographic based Cipher-text policy attribute-

based encryption (CP-ABE) solution for data security on distributed cloud storage

system. In this solution, the data owner defines the set of policies over the data before
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send to the cloud. This method has the following drawbacks, such as; i). the key

generator is an untrusted entity so that, he can generate the private key from the public

key to access the outsourced user data. ii). It follows the public key crypto-systems so

that it is not suitable for large data. iii). It depends on the attributes set so that cloud

server can derive the data from the predefined attribute sets of the outsourced data.

In [41] Cipher-text Policy Attribute Based Encryption (CP-ABE) scheme was

proposed to encrypt data using encryption policy, which is specified in the access

structure and it is associated with cipher-text In this scheme a private key is generated

by data owner using set of his attributes. A user can decrypt the data only if the

attributes in the private key satisfy the encryption policy specified in the cipher-text

Data access control and confidential in cloud storage system Jie Xu at el., [42]

present a circuit cipher-text-policy attribute-based hybrid encryption with verifiable

delegation scheme on outsourced data. In this scheme, due to resource constrained

low computational end devices in the cloud, data owner delegate the workload of data

owner to cloud servers which reduces the computation cost at data owner. Due to

workload delegation the cloud server can cheat the data owners for the purpose of cost

saving and his benefits.

Sahai and Waters [43], proposed an identity and attribute based encryption algo-

rithm to provide confidentiality of the data at transit, during process and at rest on

untrusted cloud server. In this scheme a data owner identified a set of attributes which

acts as a secret key for the encryption and also it defines the access structure to encrypt

data for confidentiality and share it to authorized users. Lai et al. [44] proposed

a attribute based encryption with verifiable outsourced decryption algorithms using
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commitment for the correctness of the original cipher text. In this method data owner

generates a commitment message without any identity, thus the untrusted server can

then forge a commitment message, therefore the ciphertext relating to this commitment

message is at risk.

In [26, 45], proposed a fuzzy identity based encryption scheme. In this scheme a

group of attributes identify the identity of the users. The data can decrypts only the

user who has attributes that matches in the cipher-text A Key Policy Attribute Based

Encryption (KP-ABE) was proposed in [46] with some attribute matching constraints

than the attribute based encryption. In this scheme, to identity the identity of the user

a tree based access structure linked to private key. For the decryption, the attributes in

the private key must matches with attributes specified in the cipher-text The drawback

of this scheme in that, if the data owner re-encrypts the data, the new private key has

to be shared to all the data access users.

Cong Wang et al., [13], proposed a ranked keyword search over the outsourced

cloud data for secure data access. In this method , the data owner send the data file

along with list of keywords in the data and it frequency to the cloud server. The

cloud server can derive the outsourced data using shared keywords and its frequency.

So that, there is no privacy of the outsourced data from the untrusted cloud server.

Besides, this the cloud service provider can also delete the rarely accessed data from

the cloud storage for his storage space benefits.

Fatemi Moghaddam et al., in [47] discussed the performance of six different

symmetric key RSA data encryption algorithms in cloud computing environment.

They have proposed two separate cloud servers; one for data server and other for key
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cloud server and the data encryption and decryption process at the client side. The

main drawback of this method is maintaining two separate servers for data security

in cloud, which creates more storage and computation overheads. To ensure that

the data is only accessible for only authorized users and for end-to-end secure data

transfer requires the efficient encryption and/or decryption algorithm to the whole

dataset before performing any further operations. Further, it is very difficult to see

the upcoming applications for the future without the proper use of algorithms. Also,

several data security software need to be developed for the privacy of the organizations

data.

Mazhar Ali et al., [48] proposed a secure data sharing scheme in cloud system

that provides data confidentiality, secure data sharing and forward and backward data

access control. The cost of data decryption is more as compared to the data encryption

and maintaining multiple keys at third party server is not secure.

Secure data sharing in the public cloud is important issue in cloud computing. Xu

et al., [49] addressed the issues of secured data sharing within the group and they

proposed a certificate-less proxy re-encryption (CL-PRE) technique for secure data

sharing in cloud storage system. In this technique the data owner is encrypted data

using symmetric key algorithm and the symmetric key is encrypted using public key

algorithm. The encrypted data and the key are uploaded to the cloud server, then

the cloud server re-encrypt the encrypted key using public key. This re-encryption is

based on the complex bilinear pairing operations. The computational cost of pairing

operation is more costlier than all the standard operations in the finite fields.

Seo et al., [10] proposed a mediated certificate-less encryption technique for data
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sharing the data on public cloud without using bilinear pairing operations, which

reduces the computational overhead. In this approach, the key pairs is generated by

cloud server and distributes the public key to all the authorized data owners. The

key management and partial decryption are done by the cloud server, user handling in

easier but this is not suitable for the data security point of view because of untrusted

cloud server. Besides, the cloud server handles the key management and decryption

operation, the computational overhead increases.

To share sensitive information in cloudKhan et al., [50] are proposed a secured data

sharing method using trusted third party as a low computational resource constrained

server, which manages the key generation and data access to the cloud server. The

proposed method [50] utilize the El-Gamal cryptosystem and complex bilinear pairing

operations, which increases the computational complexity of the data sharing at cloud

server.

Chen and Tzeng et al.[51] , proposed a shared key derivation scheme for securing

data sharing among a data owners in a group. This scheme uses binary tree compu-

tation operation for derivation of keys. The computational cost of key derivation in

this scheme more than the re-keying scheme. Therefore this method is not suitable for

cloud and it was not secure due to the collision attack.

In [52], Sana et el., presented a symmetric cryptographic lightweight encryption

and decryption algorithms to encrypt data files in the cloud computing system. This

scheme has key management issue and also the proposed solution is not flexible and

secure when a user leave the group in order to prevent him from accessing the data.
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2.3 Remote Data Verification using Protocol

In public cloud, remote data integrity checking is an important security issue. Since

the clients massive data is outside of their control, the clients data may be corrupted

by the malicious cloud server regardless of intentionally or unintentionally. In this

section we present the recent remote data integrity verification scheme using protocol

proposed by the researchers.

Ari Juels and Burton S. Kaliski Jr. [53], proposed the proofs of retrievability

(PORs) scheme verifies the integrity of an archive or back-up data file on cloud server.

The PORs has designed to handled large file using cryptographic hash function. In

POR protocols the cost of input/output data transmission, memory access and storage

requirements are independent to the length of the data during the data verification

process. To verify small portion of the data file it takes more communication overhead

due to download the entire file. Secondly, the auditor and verifier can derive the data

file from the corresponding meta-data of the file. It is designed for only static data file

and which take more computational and transmission cost to verify the few blocks of

data file.

To solve data integrity issue for the data security in cloud, recently several data

auditing techniques are proposed [54, 55, 26]. These data auditing techniques allows

data owner to check the cloud service provider stores data correctly. The PDP schemes

reserve the integrity of outsourced data, but POR is not only preserve the integrity of

the data and it recovers the partially corrupted data using error correcting codes. In

this scheme the data integrity is verify by sampling method, so that both the method

takes more storage and computational overheads.
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Later on H. Shacham and B. Waters in [56] propose the improved version of POR

data auditing techniques such as private and public data verification. But in these

schemes the private verification is only for data owner and also it is not support for

batch auditing.

Subsequently, several PDP version of data auditing schemes [57, 58] are proposed

to address the data privacy and security issues in cloud. In these method, the data

auditing is performed without retrieving the enter data from the Cloud servers, which

is called a public data auditing scheme. In public auditing schemes cloud servers

requires more computational and storage overheads for remote data auditing process.

In [59] proposed a delegable PDP scheme for remote data verification in this

method the data owner generates the delegation key for a verifier and stores on cloud

server for data verification. But it does not supports for encrypted data so that there is

no privacy guarantee for outsourced data.

Afterwards, Z. Mo et al., [60] presented a proxy PDP model in which the data

owner delegates the data-auditing task to a proxy server by sending the meta-data

of the outsourced data. Due to insecure data auditing operations on unbelievable

cloud server a designated verifier PDP schemes [61, 62, 63] are presented. In this

method, the delegated verification is independent from cloud server, which solve the

data privacy problem, but it suffers from signature forgery attacks.

Afterwards, Tsu Yang Wu et al., [64] presented in non-repudieble PDP with

designated verifier scheme to reduce the communication over between the verifier and

cloud server and also address the forgery signature attacks. The cloud servers can
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derive outsourced data from the metadata during auditing task.

The provable data possession (PDP) model introduced in [29], [42] [65], that

allows a client that has stored data at an untrusted server to validate the integrity of

data. This model generates probabilistic proofs of possession by sampling random sets

of blocks from the server, which drastically reduces I/O costs. The client maintains

a constant amount of metadata to verify the proof. The challenge/response protocol

transmits a small, constant amount of data, which minimizes network communication.

Thus, the PDP model for remote data checking supports large data sets in widely-

distributed storage systems. The proposed provably-secure PDP schemes [66] that

are more efficient than previous solutions, even when compared with schemes that

achieve weaker guarantees. In particular, the overhead at the server is low (or even

constant), as opposed to linear in the size of the data. The main drawback of these

schemes is owner data will be stored in untrusted cloud servers.

GiuseppeAteniese et al. [29], addressed the problemof storage and communication

cost to verify the outsourced datawithout retrieving the original data file from the cloud

server using provable data possession (PDP) model which minimizes the input/output

cost. The data verification operation is performed on unencrypted data blocks so that

there verifier can misuse data block for his benefits. In case to verify the data blocks

more frequently more number of input/output requests and more computational cost

is required to cloud server.

To provide the security for outsourced data and to reduce the computation and

storage cost between auditor and cloud server, Cong Wang at el. in [67], proposed

the Privacy-Preserving Public Auditing scheme using Trusted Third Party (TPA) and
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homomorphic linear authenticator and randommasking techniques during the auditing

process, which reduces expensive computation cost at cloud server and provide the

security of the outsourced data using masking techniques.

Wenju Lu et al., has proposed a data privacy for the outsourced personal and graph-

ical data using homomorphic encryption and feature/index randomization techniques[

[68]. The homomorphic technique has analyzed the performance in terms of search,

data privacy and computational overheads for smaller size of data set. In this method,

the untrusted server can leak the owner data by analyzing meta data sent from the

data owner at the time of outsourcing and which is applicable only for text data. The

feature/index randomization technique[68] is the improved version of homomorphic

technique and which applied for both text and graphical data. This scheme greatly

increases the computation, communication and storage overheads of cloud server for

mapping of query graph and outsourced graph for larger data size.

In other relatedwork, Ning et al., [69] proposed themethod of checking the integrity

and security of the remotely stored confidential graph structured encrypted data across

distributed server. To reduce the storage, computational overheads of the outsourced

meta data for privacy of outsourced data, sub-graph filtering and verification method

are utilized. In this method, the meta data of the data graphs and query graphs are

represent the binary bit vectors. To provide privacy for data these data vectors are

encrypted using the invertible inverse matrix. This method, having three issues related

to server computational overhead and data privacy. Firstly, for large number of users,

matching all the requested images from the receiver, the computational overhead of

the server increases exponentially. Secondly, the server is not trusted, so that there is
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no guarantee of data privacy in server. Finally, it is not suitable for larger size data

graphs i.e., number of graph vertices should be less than 64. To address these issue ,

some of the server workload can assign to the intermediate trusted third party which

helps to verify and retrieve the requested user data optimally.

Huaqun Wang et al. [70] proposed a solution using, delegate au thorization access

and Remote data integrity checking in public cloud using Identity based Public key

cryptography (IPKC) and Provable data possession (PDP). In IPKC model a key is

provided to the client so that he can access his data in the cloud and in PDP model,

the checker can check the remote data integrity without retrieving or downloading the

whole data. Themain drawbacks of thismethod are that, Public-key cryptographymay

be vulnerable to impersonation, even if users private key is not available. Motivated

by the application needs, the concrete data integrity checking protocol is provably

secure and efficient by using the formal security proof and efficiency analysis. On

the other hand, the proposed protocol can also realize private remote data integrity

checking, delegated remote data integrity checking and public remote data integrity

checking based on the original clients authorization.

In PKI (public key infrastructure), provable data possession protocol needs public

key certificate distribution and management. It will incur considerable overheads

since the verifier will check the certificate when it checks the remote data integrity.

In addition to the heavy certificate verification, the system also suffers from the other

complicated certificates management such as certificates generation, delivery, revo-

cation, renewals, etc. In cloud computing, most verifiers only have low computation

capacity.
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Identity-Based Distributed Provable Data Possession in Multi-Cloud Storage (ID-

DPDP) for remote data integrity checking without downloading the whole data and

the certificate management is proposed in [71].

The first ID-DPDP protocol is provably secure under the assumption that the CDH

(computational DiffieHellman) problem is hard. In public cloud, remote data integrity

checking is an important security problem. Since the clients massive data is outside of

their control, the clients datamay be corrupted by themalicious cloud server regardless

of intentionally or unintentionally.

In public cloud environment, the client moves its data to public cloud server (PCS)

and can not control its remote data. Thus, information security is an important problem

in public cloud storage, such as data confidentiality, integrity, and availability.

A Proxy Provable Data Possession in Public Clouds Solutions are proposed in

[72], [62], [73] using bilinear pairing technique, an efficient proxy provable data

possession (PPDP) protocol is designed, which solves the problem of remote data

possession checking. This protocol is a valid lightweight remote data integrity proba-

bilistic checking model but it cannot be applied into the field of dynamic data in their

pioneering work.

To ensure the data integrity of a file consisting of a finite ordered set of data blocks

in cloud server several solutions are defined by Qian Wang et al, in [74]. The first and

straight forward solution to ensure the data integrity is, the data owner pre-compute

the MACs for the entire file with a set of secrete keys, before our sourcing data to

cloud server. During auditing process, for each time the data owner reveals the secret
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key to the cloud server and ask for new MAC for verification. In this method the

number of verification is restricted to the number of secrete keys. Once the keys

are exhausted, the data owner has to retrieve the entire file from the cloud server to

compute the newMACs for the remaining blocks. This method takes the huge number

of communication overhead for verification of entire file, which effect the system

efficiency.

The another solution to overcome the drawback of previous method, generate

the signatures for every block instead of MACs to obtain the public auditability. This

solution can provide probabilistic assurance of data correctness and public auditability,

which again results in large communication overhead and effect the system efficiency.

The above solutions are supports only static data and none of them can deal with

the dynamic data updates. Qian Wang et al, in [74] designed an efficient solution to

support the public audit-ability with out retrieving the data blocks from server. The

design of dynamic data operations is a challenging task for cloud storage system. They

proposed a RSA signature authenticator for verification with data dynamic support.

To support the efficient handling for multiple auditing task, they extend the technique

of bilinear aggregate signature and they are introduce a third party auditor to perform

the multiple auditing task simultaneously.

In the recent resource sharing paradigm in distributed system such as cloud com-

puting, the most challenging task in data sharing system is defining of access policies

and dynamic data updating. In [75], Junbeom Hur, explains the cryptographic based

solution for data sharing using cipher-text policy attribute-based encryption(CP-ABF)

to improving the security of the data. In this method the data owners defines the
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access policies on the data to be distributed. The major drawback of this method is

the unauthorized users can access the key to decrypt the encrypted data.

In cloud computing, both data and applications are controlled by the data owner

and cloud service provider. To access the cloud data and applications as a cloud

service more securely a data security model has been defined Mohamed, E.M. in

[76]. In this security model, it provides a single default gateway as a platform to

secure user data across public cloud applications. The default gateway encrypts only

sensitive data using encryption algorithm, before sending in to the cloud server. In this

method the data is accessed by only authorized users but the cloud service provider can

grant the access permission for unauthorized users while cheating to the data owner.

Therefore in this method degrades security because of proper key management is not

implemented in the system.

To increase the revenue and degree of connectivity from cloud computing model

while accessing and updating data from data center to the cloud user, Dubey et al. in

[77] developed a system using RSA and MD5 algorithms for avoiding unauthorized

users to access data from cloud server. The main drawback of this method is the cloud

service provider is also an equal control of data as data owner and the computation

load for cloud service provider is proportional to the degree of connectivity so that

the performance of the system can degrade.

In [29] Ateniese et al., proposed a public auditing model as Provable Data Posses-

sion (PDP) for auditing data on untrusted storage entity. They introduced homomor-

phic linear authenticators to audit the selected outsourced data blocks of the outsourced

file. This method may leak the user information to the auditor during auditing process
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and which may leads to helps to derive the user information, therefore it does not

provide the security for the outsourced data.

In [78] Juels et al., introduced a Proof of Retrievability (PoR)model for verification

and retrieval of data from remote data storage service using error-correcting codes.

This method has the following drawbacks: i) It has fixed data auditing challenges, ii)

Suffers from public and delegate verification.

In [79] Yujue et al., addressed identity-based data outsourcing for distributed users.

In this method of audit, the data users have to authorize the dedicated proxy before

storing data on cloud server and which is more controlled way of outsourcing data on

cloud server. To verify the integrity of outsourced data is more expensive.

In [30, 80, 31, 81] proposed a data auditing protocol on the cloud server to support

the batch auditing on multi-servers. In these methods, individuals used data tags

to the owner and these cannot help to combine multi-owner tags to conduct batch

auditing. To combine these individual tags, third party auditor is introduced which

takes additional computation and communication cost. Due to these overhead this

method reduces the efficiency of the auditing system.

In [82], [83] proposed the data privacy protocol for auditing data in cloud storage

server by using the bilinear privacy operations to verify the correctness of the response

message. The drawback of this method is that, for multi-cloud auditing to segregate

the data blocks of the multiple users, the auditor takes more computational task and

which is a low end user entity in the cloud storage system. This method suffers from

yet another drawback while using unencrypted used information for auditing process,
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thereby empowering the auditor to derive user data.

2.4 Data audit using Digital Signature

Several techniques has been proposed for public data auditing with third party audi-

tor(TPA) recent public data auditing schemes are presented in the following section.

There are various cryptographic techniques are proposed for data auditing methods

usingmessage authentication [84], homomorphic linear authenticators[85] andBoneh-

Lynn-Shacham (BLS) based homomorphic methods [82]. The comparison among the

several existing remote data auditing techniques is summarized in the Table 2.1 and

Table 2.2. In these table we listed the cryptographic operations involved in the data

auditing phase, advantages and issues of the existing techniques to audit data on cloud.

In [88] Jian Liu et al., proposed a techniques to check integrity of outsourced data

and to recover corrupted data uasing a TPA (Third Party Auditing) for public auditing.

The TPA checks data integrity on behalf of owner of data. Due to uploading files in

an encrypted format, TPA converts this data into safe place. Provided with a semi-

trusted proxy to recover a data against corruption, user can recover failed data using

proxy server. There are some disadvantages in this method such as; it does not support

dynamic auditing, data is not stored in encrypted format, there is heavy storage on

the server, the performance evaluation of that RDC is expensive for both clients and

servers.

In [90] Yan Zhu et al. proposed a cooperative Provable data possession (cPDP)

for integrity checking of outsourced cloud data on distributed cloud storage [91] [71]
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Table 2.1: Data Auditing Methods

Researcher Data Audit
technique

Cryptographic
operations

Advantages Issues

G. Ateniese

et al., [29]

Provable

Data Pos-

session

Hash function to

reduce the size of

the proof message

It supports

encrypted data,-

small portion

of the file data

is required for

verification of the

entire file

-it supports static data

only -it is probabilistic

in nature -CSP can de-

rive the outsourced data

from the metadata

A.Juels et

al., [53]

Proofs of

Retrievabil-

ity

Error correcting

code is used to re-

cover the partially

corrupted file

It is able to re-

cover the file, if

the file is cor-

rupted

It supports static data

only -It requires more

storage space for error

correcting code

G, Ateniese

et al., [86]

Scalable

Provable

Data Pos-

session

-MAC code is

used for au-

thentication,

SHA-2 hash

function, Pseudo-

random function,

Pseudo-random

permutation

It uses the sym-

metric key algo-

rithm, which is

better than public

key cryptography

It supports only private

verification, fixed batch

size

Kevin D.

Bowers et

al., [87]

High-

Availability

and In-

tegrity

Layer

MAC code is

used for au-

thentication,

Reed-Solomon

codes, Error-

correcting code

It supports dis-

tributed storage,

Size of proof

message is small

-It supports only static

data, more computation

and storage overheads

TAN

Shuang et

al., [80]

Remote

data in-

tegrity

checking

Hash functions

and Bilinear

pairing

-supports dy-

namic operations

-low communi-

cation overhead

-support batch

auditing

-CSP can forge a sig-

nature of the data file.

-CSP can derive data

from themetadata of the

file.
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Table 2.2: Data Auditing Methods

Researcher Data Audit
technique

Cryptographic
operations

Advantages Issues

Jian et al.,

[88]

Regenerating

code based

auditing

-BLS signatures,

GF(p), Hash

function and

Bilinear pairing

-supports dy-

namic operations

-supports recov-

ery of corrupted

data blocks

-It supports only for

plain text -More storage

overhead -data can de-

rive from the metadata

Jia wei et

al., [25]

Public

integrity

auditing

for dy-

namic data

sharing

-One way hash

function, Bilinear

pairing

-supports both

public and private

data verification

-low communi-

cation overhead

due to signature

aggregation

-It supports only text

file, -CSP can derive

data from the metadata

Jingwei

[89]

SecCloud Merkle Hash tree,

Hash function,

Bilinear pairing

-supports both en-

crypted and plain

text, -support dis-

tributed file sys-

tem

-more storage overhead

due to large number

of hash codes, -Fixed

block size

Kan Yang

et al., [82]

Dynamic

data au-

diting

protocol

Hash functions,

Bilinear pairing

-supports multi-

user and multi-

cloud system -

supports only text

file

-CSP takes more com-

putation overhead for

separation of challeng-

ing message on multi-

cloud
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[70]. In this method of data auditing for smaller block sizes of data which takes more

number of bilinear operations. Due to this complex operations to verify the remote

data which take more computation and communication cost. Secondly, to maintain the

metadata of the outsourced data on cloud storage server the index size of the metadata

table is also grows linearly due to more number of block data blocks signature. Finally

the signature generation includes complex computation operations like exponentiation

and multiplication operations which increases the signature generation cost of the data

blocks.

In [70]HuaqunWang et al., proposed to perform the remote data integrity checking,

it incur considerable overhead since the verifierwill check the certificatewhen it checks

the remote data integrity. In the Identity based Public key cryptography method a key

is provided to the client so that he can access his data in the cloud and the provable

data possession [62] [92] [93] model, the verifier can check the remote data integrity

without retrieving or downloading the whole data. Public-key cryptography may be

vulnerable to impersonation, even if user’s private key is not available.

Yong Yu et al. [94] introduced a identity-based Remote data integrity checking

(RDIC) for storing owner’s data on untrusted cloud server. This method of auditing

utilizes the key-homomorphic cryptographic primitive operation to verifies the out-

sourced data blocks. The drawback of this method has more computational overhead

at the resource constrained verifier device compared to the public verifier end.

Verification of outsourced data on cloud storage Yuan Zhang et al., [95] proposed

public verification protocol using message authentication code tags of the data blocks.

This method is suffers from the detection of malicious auditor so that which can
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missuses the outsourced user data on a untrusted storage server.

In [79] Yujue Wang et al., proposed a workload distribution scheme such as

Online/Offline Provable Data Possession data auditing on cloud server. In his method

the light weights file processing computations are assigned to the offline mode and

heavy weight computation to the online mode. The main drawback of this method is

the segregation of light and heavy workload has a challenging task.

2.5 Summary

This chapter focuses on, the recent cloud data security and privacy issues in cloud

storage service, such as data confidentiality and secure data auditing and integrity

verification are proposed by the various researches till date and the research gap for

proposed research work. In the next chapter we explain the background for designing

the proposed data auditing methods.
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BACKGROUND

In this chapter, we present the basic background fundamental cryptographic operations

and functional requirements for our proposed secure data auditing methods on the

cloud.

3.1 Bilinear Pairing

Let G, and GT are the multiplicative cyclic group of order p and a bilinear map e(u,v)

is a function which takes elements from group G, and outputs an element of other

group GT , that means e : G×G→ GT satisfies the following conditions.

Bilinear: for all elements u,v,c ∈ G and for all a,b integers. e(ua,vb) = e(u,v)ab

and e(cu,v) = e(c,v).e(u,v)

Non-degenerate: there exist a generators u,v of G, such that e(u,v) , 1 in GT .

Computability: for all elements u,v from group G there exist an efficient algorithm

to compute e(u,v).

Decisional Diffie-Hellman Problem: for a given generator g from the group G and

(ga,gb,g′) for all integers a and b decide the equation is true or false; gab ?
= g′.

3.2 Symmetric Key Cryptography

Cryptography is an art of coding information into secrets by converting intelligible

text into unintelligible text and vice-versa. It is mainly used to provide a security
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and privacy of data with respect to data confidentiality, data integrity, and data origin

authentication in the domain of the military, diplomatic and governmental secret

services, etc,.

Based on the relation between the pair of keys involved in the message encryption

and decryption, different types of cryptographic schemes(symmetric and asymmetric)

are derived in the cryptography.

In cloud computing, the cryptography employs encryption techniques to secure

sensitive data stored on remote servers in the cloud. It allows authorized users to

securely access shares data and cloud services protected with encryption. In the

cloud, data owner has no physical control over the remotely stored data and services,

so that, to ensure the privacy of data at rest, motion, and process data has to be

stored cryptographically. The general block diagram of the symmetric cryptographic

algorithm as shown in Figure 3.1. The symmetric encryption algorithm is represented

as function c = E(p, k) and decryption algorithm is represented as p = D(c, k), where

c is the cipher-text, p is the plain text and k is the symmetric key.

Figure 3.1: Block diagram of a symmetric key cryptography
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3.3 Message Authentication Code(MAC)

A message authentication code (MAC) is used to maintains integrity, identity, and

authentication of the data owner. The MAC codes are generated from hash functions,

which includes hash value and the message. The block diagram of data integrity

verification using MAC as shown in Figure 3.2.

Figure 3.2: MAC block diagram

Before outsourcing data to a cloud server, the owner splits the data file into data

blocks and generates the MAC for each block using a secret key (k), then send data

blocks and MAC’s to the server and corresponding MAC secret key to the auditor. In

cloud computing, it is very simple to use to verify the integrity and authentication of

the outsourced data. For verification, auditor retrieves the data blocks from the server

and computes the verification message using the symmetric key k. Although a MAC

preserves the data integrity, it lost the data privacy. And also intruders can attack the

data or share it with others. The basic data auditing process used in cloud computing

as follows;

1. Generate the secret key (k).
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2. Data owner prepare the MAC codes (tag) for the data blocks using the private

key. tag = M ACk(M)

3. the data owner sends the data blocks, MACs and the corresponding secret keys

to the server.

4. Auditor sends the data auditing request to the server

5. server prepare the corresponding response message D(0 or 1) and send to the

auditor. D = M ACk(M, tag)

6. if auditor receives 1, then the message is correct, otherwise, the message is

altered.

3.3.1 Restricted MAC method

To overcome the drawbacks of the MAC method and privacy of the outsourced data,

owner restrict the number of verification for equality checking. In this method, data

owner generates a set of MAC secrete keys {ski} for entire file F i.e M ACski {F}

where, i = 1 to S. After preparing meta-data for the file {M AC and sk}, the owner

outsource file to the server and publish meta-data to the auditor. For each audit, the

auditor request file’s MAC to verify data on the server using a MAC secret key sk.

3.4 Homomorphic Linear Authenticator method

To improve the proof of data possession/Resolvability of outsourced data Ateniese et

al., [29] proposed a homomorphic linear authenticate (HLA) code scheme, which is

one of the efficient approaches in cloud storage model.
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Homomorphic authentication (HA) is a block less data verification, which means

auditor verifies the data without processing data and meta-data of the block. In this

method, the data owner generates the tag for each data block or file and stored at

server. Then, the server can generate the proof by adding a linear combination of tag

values. The HA perform three task in the data auditing process such as; aggregate

signatures, generate homomorphic signature and verification.

The HA consists of four algorithms such as; key generation, meta-data generation,

prove and verify.

1. The key-generation algorithm is executed by the data owner in the initial set up

stage for proof of storage. It takes input as a security parameter and outputs

public key and private key.

2. The meta-data generation takes a file and secret key as input and generates the

encoded file and state information.

3. The prove algorithm sends the challenge message along with the public key and

encoded file then it generates a response message for the requested challenge.

4. The verify algorithm verifies the data and generates 1 or 0 if data are correct or

no:

With these algorithms, the secret key is not needed during verification of data

block. The general block diagram of data auditing process as shown in Figure 3.3.

3.4.1 Initial File Setup Phase

The initial file setup for remote data auditing scheme consists of key generation and

meta-data generation stage. The design process of these stages as follows.
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Figure 3.3: Basic Block Diagram of Data Auditing using HLA’s

key generator: Initially the data owner chooses a random signing key(ssk, spk),

two random integer numbers x and u. Then the user computes v = gx and gener-

ates the private and public parameters as sk = (x, ssk) and pk = (u,v,g, e(u,v), spk)

respectively.

Meta-data generation: For a given file (F), the data owner generates the authenti-

cator as follows.

F =



m11 · · · m1s

m21 · · · m2s

...
. . .

...

mn1 · · · mns


where mi j is ith block and j th sector file block
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F′ =



m′11 · · · m′1s

m′21 · · · m′2s

...
. . .

...

m′n1 · · · m′ns


where m′i j = h(mi j) F′ is hash values of the file blocks

σ =



σ′11 · · · σ′1s

σ′21 · · · σ′2s

...
. . .

...

σ′n1 · · · σ′ns


where σ′i j = (h( f ilename|i).um′i j )x mod p

Data owner stores the file F and its meta-data (σ, t) on a cloud server.

3.4.2 Data audit phase

In the data audit phase, the following sequence of operation is performed between

auditor and cloud server.

1. the data owner or third party auditor first verifies the file name using file tag (t),

which is stored on the cloud server.

2. After verification of the file name, the auditor sends challenge message c = {Vi, i}

to the cloud server.

3. Once the server receives the challenged blocks, it prepares the response message

(R, µ,σ), where µ′ = ΣcVimi mod p, µ = r +Υµ′%p, R = e(u,v)r and Υ = h(R),

σ = ΠiεcΠ jεs(σ
′
i j)

Vi and sends it to the auditor.

4. After receiving the response message, the auditor verifies the message using the

following equation.
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R = e(σΥ,g) ?
= e((Πch( f ilename|i)Vi)Υ.uµ,v) (3.1)

3.5 ECDSA Digital Signature

The traditional authentication schemes use symmetric algorithms, that requires secret

keys. The management and protection of secret keys in the symmetric scheme can

be a challenging task. To overcome this task a asymmetric key cryptography was

introduced.

A Digital signature is a public-key cryptographic technique that binds a personal

identity to the digital data. It is a cryptographic value that is calculated from the

data and a private key known by the signer. The identity of the data can be verified

independently by the receiver and third-party auditor.

Figure 3.4: Digital signature block diagram
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The general block diagram of the public-key digital signature scheme is shown

in Figure 3.4. To generate a signature of any message the digital signature scheme

includes two stages such as; signature generation stage and signature verification stage.

A data owner (signer) uses the signature generation algorithm to generate a digital

signature of data and the data verifier uses the signature verification algorithm to verify

the authenticity of the signature. Each data owner has a private and public key pair.

The data owner generates the digital signature using private key and the verifier verify

the digital signature using public key. The private key is a secret key and it is known

by the data owner. In both the signature generation and verification algorithms, the

signed data is converted in to fixed length by using secure hash function(SHA-512).

The digital signature and the original message are send to the verifier. The verifier

using the public key generated by the data owner to verify the validity of the signature

received from the data owner.

Cryptography has symmetric and asymmetric authentication scheme to verify the

validity of the message. The symmetric scheme depends on the secret key shared

between sender and verifier but asymmetric scheme, digital signature generation

depends on the private key and the verification depends on the public key. Elliptic

Curve Digital Signature Algorithm (ECDSA) is one of the flexible data authentication

methods in the asymmetric cryptographic system.

3.5.1 Elliptic Curves

In Elliptic curves cryptographic digital signature algorithms are use two types of a

curve such as pseudo-random curves defined over prime fieldsGF(p) and binary fields

GF(2m). The domain parameters for ECDSA are (p,a,b,G,n, h), where
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• p is the field size;

• a and b are two field elements which represent the curve coefficients;

• G is a base point of prime order on the curve (i.e., G = (xG, yG)),

• n is the order of the point G

• h is the cofactor (which is equal to the order of the curve divided by n).

For example, Table 3.1 shows the domain parameters of curve P−192, which is a

pseudo-random curve over a prime field.

Table 3.1: Domain parameters

Parameter Name Value

Prime Modulus (p) 62771017353866807638357894232076664

16083908700390324961279

Prime Order n 62771017353866807638357894231760590

13767194773182842284081

Coefficient a -3

Coefficient b 64210519 E59C80E7 0FA7E9AB 72243049

FEB8DEEC C146B9B1

x coordinate of Base

Point G(x, y)

188DA80E B03090F6 7CBF20EB 43A18800

F4FF0AFD 82FF1012

y coordinate of Base

Point G(x, y)

07192B95 FFC8DA78 631011ED 6B24CDD5

73F977A1 1E794811

3.5.2 Mathematical Background

The elliptic curve cryptography involves various points operations over the curve

points. The points addition, multiplication and inverse operations over GF(p) are

needed for key generations, signature generation and verification in ECDSA scheme.
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The various point operation on an elliptic curve over GF(p) as follows;

Points addition: If a and b are in the finite field over prime Fp(a,b), then a+ b = r ,

where r is the remainder when a+ b is divided by p and 0 ≤ r ≤ (p− 1) known as

addition modulo p.

If P(x1, y2) and Q(x2, y2) are two points in finite field Fp, and O(x, y) is the point

at infinity over the curve. Then the addition of curve points as follows.

1. If P! =Q then P+Q = R(x3, y3)

where x3 = s2− x1− x2 and y3 = s(x1− x3)− y1, s = (y2−y1)
(x2−x1)

2. If P is (x1, y1) and −P is (x1,−y1) then P−P =O

3. P+O =O+P = P

Points Multiplication: If a,b ∈ Fp then a.b = s, where s is the remainder when

a.b is divided by p and 0 ≤ s ≤ p−1 known as multiplication modulo p.

Let P = (x1, y1), where P , −P. Then 2P = (x3, y3) where, x3 = s2 − 2x1 and

y3 = s(x1− x3)− y1 and s =
(3x2

1+a)
2y1

Let consider an example of Elliptic curve (y2 = x3+ x+1 mod 23) over finite field

F23(1,1), the curve point distribution as shown in Figure 3.5 and the addition of curve

points over the finite field F23(1,1) as shown in Figure 3.6
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Figure 3.5: Elliptic curve: (y2 = x3+ x+1 mod 23)

3.5.3 ECDSA-Algorithm

The Elliptic Curve Digital Signature Algorithm (ECDSA) is an asymmetric key cryp-

tographic algorithm in which the data owner uses the private key to creates a signature

of the message and the verifier uses the public key to verify the authenticator. The

designing method of ECDSA algorithms is explained in the following section.

Key Pair Generation: To generate a signature of a message the signer needs to

generate the private key using curve base point g(x, y). The public key is derived from

the private key and the curve domain parameters. The private key must keep secret

at signer side and the public key is openly accessible by the verifier. The key pair

generation process as follows;

1. select a random number d from the points [1 to n]
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Figure 3.6: Elliptic curve point addition on Finite fieldF23

2. compute c(x, y) = d * g(x, y) by adding point g(x, y) itself d times.

3. Return the public key as c and private key as d

Signature Generation: To generate a signature of a message (M) using private

key and domain parameters as follows;

1. Find the hash value of the message M i.e z = H(M).

2. Initialize the signatures r = s = 0

3. While r and s are not equal to 0 do the following operations

• Select a random integer number k between 1 and n−1.

• P(x, y) = k * g(x, y)

• r = x % n

• S = ((z+ r ∗ d) ∗ k−1) % n
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4. End while

5. Return r and s

Signature Verification: The signature verification is the important step in the

signature computation at the verifier. It verifies the message authenticity using public

key, signatures and the domain parameters. The signature verification steps as follows.

1. find the hash value of message M , i.e, z = H(M).

2. compute x2 and y2

• w = s−1 mod n

• u1 = (h(M) ∗w) mod n

• u2 = (r ∗w) mod n

• (x2, y2) = (u1 ∗g(x, y)+u2 ∗ c(x, y)) mod n

3. if x2 is equal to r then verification is successful, otherwise, verification is

unsuccessful using the private key.

3.6 Summary

In this chapter, we present a general introduction to symmetric and public key cryp-

tography. As a specific variant of public cryptography, we describe the MAC, Ho-

momorphic Linear authentication and elliptic curve digital signature schemes. In the

next chapter, we define the statement of the problem with the objectives consider in

the proposed system model.
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STATEMENT OF THE PROBLEM

With the rapid development of the Information Technology, cloud storage service

(such as AWS Simple Storage Service, Block Storage Service [96], Google Drive[97],

DropBox [98], etc.,) is one of the most significant services in cloud computing in

our daily life. It enables data owners to store the data in the remote cloud storage

system without the burden of local infrastructure, maintenance and is shared over the

internet making it economically more viable. The data owner outsources the data to

the remote storage server, the physical control of the data will be lost. So that the

data confidentiality and integrity challenges have a significant influence on the data

security and privacy of cloud storage systems.

One major data security issue is how to ensure the confidentiality and integrity

of the outsourced data on cloud storage server. For example, due to hardware or

software failures, external or internal attacks, the cloud server may lose the owners

data. However, because of the reputation of the service the cloud service provider can

hide the administrative errors to the data owners.

In this chapter, we define the system model, security model, objectives and contri-

bution of the proposed cloud storage data auditing scheme with the third-party auditor

in cloud computing.
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Figure 4.1: Proposed cloud System Model

4.1 System Model

Consider a cloud storage system in Figure 4.1consists of three computing entities such

as; data owner, public verifier (data auditor), cloud service provider, and data users.

Cloud storage system permits the data owners to store, retrieve and share data with

users. The detailed functions of these entities are as follows.

Data owner: The data owner can be any organization or an individual user who

outsources the data to be stored in the data center. A unique identifier identifies each

data owner.

Data Auditor/verifier: It is an entity who is trusted by all other entities of the

system such as cloud service provider (CSP) and data owner. The functions of the

verifier is to verify whether the requested user is authorized or not and to check the

correctness of outsourced data using the Decisional DiïňČ-Hellman method.
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Cloud servers: It is a set of servers, which is managed by the cloud service

provider to provide the storage service, which has massive compute and storage

facility. It coordinates with the trusted third party to verify the authorized users and

to retrieve the data from the cloud server to make them available for the authorized

user on demand.

Data Users: An authorized user, who can access the outsourced data based on the

request.

The initial file setup and the auditing process has followed the following steps.

1. The data owner splits the file (F) into n blocks of size s i.e Fi = {mi j} where

i = 1 to n and j = 1 to s. Each block is encrypted using encryption algorithm

with a specific key and upload each block to the CSP. The data owner also sends

the meta-data to the CSP.

2. The data owner then uploads the private key as well as the meta information of

the uploaded file to the public verifier

3. The public auditor sends the data audit request message to the CSP regarding a

specific file using its ID.

4. The CSP sends the file tag for the requested file ID. Once the tag is verified,

the public verifier shall query file blocks to the CSP. The CSP shall send the

digital signatures of the requested blocks. Once the tag and all the signatures

are verified, the public verifier shall confirm the validity of the file in CSP.

5. When the file data blocks are verified by public verifier then it sends the status

of the auditing to the data owner.

54



Chapter 4. STATEMENT OF THE PROBLEM

4.2 Security model

In the proposed cloud data storage system model, the Third Party Auditor (TPA) and

Cloud Service Providers (CSP) are semi-trusted entities, which means they are honest

but are curious about the received data. Since they are semi-trusted entities they

are prone to data attacks. The following attacks are considered in the proposed data

auditing scheme.

1. Replace Attack: The cloud server can replace any data block and its signature

with other valid data block and its signature due to some hardware, software or

internal attacks on data.

2. Response Attack: The semi-trusted server may generate the response message

for the requested data blocks from the previous audits without using the actual

owner’s data.

3. Data Attack: The server and auditor can derive the user’s data using meta-data

information in the frequently auditing task.

4. Signature Forge Attack: The cloud server can forge the metadata of data block

and replace with another valid block.

4.3 Objectives

In the proposed method, the following objectives are achieved for auditing outsourced

data on cloud storage server. In our proposed method we achieved the following

objectives for auditing data on cloud storage.
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1. Privacy of the data: To design a secured data auditing scheme, in which the

verifier cannot derive owner’s data from its meta-data.

2. Flexible data auditing: To design a private or public data verification method,

which can be applied based on the priority of outsourced data.

3. Block level data operation: To design a secure block level encrypted data

operations.

4. Lightweight overhead: Tooptimize the storage, computation and communication

overhead to perform the data auditing on a cloud server.

4.4 Contribution

The contribution of our proposed secure data auditing methods for cloud data storage

system focuses on the following aspects.

We propose the lightweight data encryption and decryption algorithm using key

rotation technique to provide privacy and security of remote data on an untrusted

cloud server. For remote data integrity checking we have presented identity-based and

linear authentication based data routing protocol on the cloud.

Finally, to reduce the computation and communication overheads we also propose

the data auditing method using ECDSA digital signature method. Besides, remote

data verification it also detects the corrupted data blocks during the verification. Our

proposed method can realize both private and public data verification.
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4.5 Summary

This chapter presents the proposed cloud data storage system model, different types

of data security attacks, list of objectives and the contribution of the proposed work.

In the next chapter, we discuss the detailed design methodology and algorithms for

remote data auditing techniques.
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PROPOSED DATA AUDITING SCHEMES

5.1 Introduction

Inmodern computing technology, the cloud-computing paradigm is an important tech-

nology used to provide various remote services such as computing, storage, memory

and other services with low computing cost as compared with many traditional ap-

proaches. There are various cloud service providers available in recent days including

Amazon Web Services, Microsoft Azure, Google Cloud Platform and IBM Cloud

that provide storage as a service. Storage as a Cloud service is one of the important

features of cloud computing used to share user’s data across the network. The cloud

servers examine the outsourced data very frequently because the data can be lost or

corrupted due to hardware failure, software failure or from the assailants [99] [100].

Maintaining the integrity of the outsourced data in a cloud server is an important

issue in cloud computing [74]. In order to maintain the reputation of the cloud service,

the cloud service providers set access restrictions on the services it provides to the

users. To avoid loss profit of the service and to maintain the quality of the cloud

service, verification of the integrity of outsourced data becomes mandatory before

data utilization.

To verify the integrity of outsourced data, various traditional approaches such as

RSA, hash functions, MAC, digital signature [19] [101] [102] are proposed. These ex-

isting approaches are retrieved the entire data from the servers to verify the correctness
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of the outsourced data, so that the auditor can derive the user data from this informa-

tion and it takes more computation and communication cost, which can degrade the

efficiency of the system. Therefore, the traditional integrity checking approaches are

not suitable for cloud computing to utilize the resources optimally [103]. In general,

the size of the data is very large for downloading the server and verification of data

integrity would demand availability of more resources.

This chapter discusses the detailed design methodology for secure data auditing

techniques using identity-based [104], linear authenticator-based protocol [105] and

RDADS scheme [106] using ECDSA digital signature algorithm.

5.2 Data Encryption using Key Rotation

Cloud computing provides on-demand resource access from a shared pool of comput-

ing resources such as; hardware and software for efficient manage. By outsourcing

the user data to the public cloud environment, which decreases the control of data for

data owner. To maintain the control of data in rest or data in motion within networks,

offers more advantages for data security.

Protecting data in the cloud, authentication and integrity, access control, encryp-

tion, integrity checking and data masking are some of the data protection techniques.

Cryptography is one of the efficient methods for data security in cloud computing.

Which includes the design and implementation of an efficient encryption and decryp-

tion algorithms. In symmetric cryptography, before outsourcing data to the cloud

server is encrypted into cypher text using a secret key and later user decrypted using

the same shared secret key.
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Figure 5.1: Block Diagram of Data Encryption and Decryption in Cloud System

Encryption is the one of the ways to protect data at rest in a cloud server. There

are four ways to encrypt the data at rest, such as; full disk level, directory level, file

level and application level. The most critical part for the implementation of any of this

method is key management for data encryption and decryption. The common way to

protect data in motion is to utilize encryption with authentication, which safely passes

data to or from the cloud server [107].

In cloud computing, data owners become increasingly outsource their sensitive

data in encrypted form from local system to public cloud for more flexibility and

economic savings [108]. To protect data in transit to and from the cloud as well

as data stored in the cloud, efficient data encryption and decryption algorithms are

used for security. The block diagram of symmetric key encryption and decryption

data storage as shown in Figure 5.1. It involves the use of a single secret key for
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Figure 5.2: Cloud Data Storage System Model

both encryption and decryption. Data owner split the file into smaller blocks and

encrypts all the blocks using symmetric secret key before sending into the cloud

service provider. Then the cloud service provider stores all the encrypted blocks of

the source file in a cloud server [109].

5.2.1 System Model and Setup

The cloud data storage system model for secure data access sequences is explained

in Figure 5.2. The following sequence numbers are represented for data storage and

access operations in cloud server.

1. The data owner splits the source file into blocks of 128 characters and encrypt

all the blocks using efficient encryption algorithm and prepare the Block Status

Table(BST) for encrypted blocks, then send the encrypted file, key, BST to the

Trusted Third Party(TTP) auditor.

2. The TTP calculate the combined hash values for BST(TH) and encrypted file

(FH), then send only encrypted file and BST to the cloud server for storage.
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3. The authorized user sends the data access request to both TTP and cloud server.

4. TTP verifies the authorized user, if the user is verified then, it sends the autho-

rization signal to the cloud server.

5. TTP send the hash values of BST (TH) and encrypted file (FH) to the requested

user.

6. Cloud server sends the BST and encrypted file to the user.

7. User calculates the hash values of BST and encrypted file received from the

cloud server then verifies with hash values received from the TTP. If both values

are verified then the user gets a data decryption key and decrypt the data blocks.

Block Status Table(BST): The Block Status Table(BST) is a small data structure

used to access the outsourced encrypted file from the cloud service provider. It consists

of two column such as SNj and BNj , where SNj is the sequence number of physical

storage of data block j in the file and BNj is the data block number. Initially the data

owner stores table entries as SNj = BNj = j. For insertion of data blocks, the BST is

implemented using a linked list. The structure of BST for insertion of data blocks as

shown in Table 5.1.

Sequence number Block number

1 1

2 2

3 3

4 4

Table 5.1: Structure of Block Status Table
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Notations: The various symbols are used in this paper for the encryption and

decryption algorithms is listed in the Table 5.2.

Table 5.2: Notations

Symbol Meaning

τb File Chunk Size /Block size of block bÂŹ

χ Encryption Key

F Data Owner’s file targeted for Encryption

b File chunk/block.

Em Encoding Map for every Character

bc Binary Equivalent of Chanter c

CA Circular Vector of Characters.

Cch Cipher Text for a character for ch

ϕF Size of a file F

5.2.2 Definitions

The definition of terminology used in this scheme as follows;

File Chunk Size: The security is provided at the block level. The file is divided

into blocks and confidentiality is ensured on every block and finally on file. The block

size is fixed for the experimental purpose.

Data Owner File: The file or the content that data owner is looking for confi-

dentiality. And the file is a set of blocks and file size depends on the block size and

defined as below in equation.

F = {b1,b2,b3, · · · ,bn} (5.1)

Similarly, every block and an encryption key is a set of characters as defined below,

b = {c1,c2,c3, · · · , |b|} (5.2)
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χ = {k1, k2, k3, · · · , |χ |} (5.3)

The file size is defined as the summation of its component block size.

ϕF =

|F |∑
i=0
|τbi | (5.4)

Encoding Map (Em): The encoding Map/Encoding table is a map between a

character to every other random character in ASCII range. The ASCII value of a

character is split into digits and the characters from every digit position is summed up

in ASCII range to a find new character as follows, Let rc be a random character for c

and ac is a set of digits forming an ASCII value of Character c,

ac = {di |∀di ∈ Z+,0 ≤ i ≤ |ac |} (5.5)

The random character ASCII value is defined as;

arc =
|F |∑
i=0

bi%256 (5.6)

Circular Array(CA): The circular array is used in both encryption and decryption

process. The circular array is used for shift operations on both characters and on a

key character. The binary equivalent of a character is stored on the array and hence

the values are either 0 or 1. The circular array has the value obtained as a result

of the signed right shift operation. The shift operation is performed to disguise the

information by changing its bits position and it is defined by the following equation.

CA = {vi |0 ≤ i ≤ |CA|,vi ∈ {0,1}} (5.7)

Key Chooser(KC): The key chooser is a vital component which defines the criteria

for selecting a key character for disguising the block character of a file. The key
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character is selected in such a way that, if 1st chunk character is selected for encryption

then the first character of the key is considered for encryption, if a selected block

character comes outside the range of key size, modulus of block character position

to key size is performed to fetch a key. Two key characters are selected for every

block character if ith character of a block i.e. ci is chosen for encryption then its

corresponding key character at position i is selected as follows.

χi = χ(i%|χ |) (5.8)

Similarly, second key character χj is selected from the third position away from χi

as;

χj = χ((i+2)%|χ |) (5.9)

CA Inverter (CAI): The CA Inverter inverts/complements the circular array for a

high degree of security. The criteria on which the complements happens based on the

resultant number obtained after processing the adjacent key characters. The ASCII

values of adjacent key characters are added if the resultant is even then CA in inverted.

Let CA be the circular array having the binary equivalent of block character ci and let

χi be the chosen key character, then Inverted CA is defined as below

ICA = ¬CA, i f f χi + χi−1%2 = 0 (5.10)

CA Shifter (CAS): The CA shifter shifts/rotates the circular array. The stepper

movement for the circular array is based on the summation of two key characters. If

the summation is a factor of 5 then the circular array is moved by 2 else it is moved

by the remainder obtained from the division of summation by 5 as below,

SCA = CA >> (2|(χi + χj)%5) (5.11)
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Where χi, χj is the chosen key characters, SCA is the shifted Circular for ith block

character ci and CA is a circular array storing a binary value of ci.

Encryption Engine/Cipher Engine: Encryption Engine is a black box which takes

block character to produce cipher character. The Encryption Engine is composed of

above three components (Key Chooser, CA Inverter, and CA Shifter) in that order as

below, Let ci be the ith block character and CE be the cipher engine

CE = KC∪CAI ∪CAS (5.12)

Decryption Engine/Decipher Engine(DE): The Decryption Engine is composed

of same components as Encryption Engine but these components are applied in reverse

order as below in equation 5.13.

DE = CAS∪CAI ∪KC (5.13)

5.2.3 Algorithms

The data owner encrypts the file before sending it to the Cloud Service Provider (CSP).

The encryption algorithm has several steps and composed of key Chooser, Circular

Array Inverter and Circular Array shifter. The encryption algorithm will disguise the

information at highest factor by applying series of rotations on every block character

and the key is rotated for every character. From this, it is ensured that the same key

is not used for encrypting every character and hence this algorithm is called as Key

Motor encryption algorithm.

In the encryption process, the file is divided into blocks and confidentiality is em-
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Alg. 1 Key Motor Encryption Algorithm

Input: F: File for Encryption, χ:Encryption Key

Output: CF: Cipher text file CF

Algorithm steps :
1 Split the characters of the file/string into blocks.

2 Get the mapped value from Em.

3 Get the binary equivalent of the Current Character.

4 Remove the first character from the binary value and store it into First Character and

consider rest of binary value for shift operations (this is done to avoid having

the case the resultant value 00001 or 01111 after shift operations,

this would result in forgetting a bit as 0001 can also represent as 1)

5 Store binary value into a CA for bit operations.

6 The key chooser component selects a key character from ith position, such a way that

if chunk character is selected for encryption then select the first character of the key,

so i = selected chunk character > size of key |χ | get the modulus of chunk

character position.

7 Add the selected ith key character integer value and its previous (ith) character integer

value instance. If 1st key character is selected then the previous character would the

16th character (k stored into a circular array or double way linked list for this operations)

8 The CA Inverter component complements Circular array (ICA) if the summed result

is as per the equation 5.10

9 Add the selected ith key character and (i+2)th key character.

10 The CA shifter shifts the Circular to find SCA as per the equation 5.11.

11 Add the stripped off first Character to the resultant binary value of Circular Array

obtained the previous step.

12 Get the character equivalent of the binary value which is the cipher character.

13 Repeat steps 2 through 12 for all the chunks with different Key

(by shifting the key character using Circular Array a double way linked list).

phasized on every character level of a block. The binary equivalent of block character

is stored in a circular array and number of moves the circular array is rotated is decided
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by the CAShifter. Since steppermovement of CA is different for the different character

it’s hard/impossible to determine the actual value ofCA as explained in the algorithm1.

The key portion of the algorithm is the CA inverter and CA shifter which is

performed on every block character and finally an entire block. If File has N blocks

and if every block has N characters then CAI and CAS is performed by N2 operations.

Therefore, this algorithm has complexity of O(N2).

The decryption process happens exactly opposite to encryption which finds a

block character from cipher text as per equation 5.13. The decryption process in the

algorithm 2 suggests that CA shifter is performed first then Key chooser component

is used to select two keys and they are added before inverting CA. Since CA already

contains complemented value and complement of CA now yields original encoded

value. The Encoding Map Em is searched to get its original character. The Algorithm

has same complexity as encryption algorithm.

When the user wants to access data from cloud server, the data verification proce-

dure is explained in the algorithm 3.

5.3 Data Audit using Protocol

In this section we explain the design method and algorithms of identity based and

linear authentication based public data verification schemes.
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Alg. 2 Key Motor Decryption Algorithm

Input: CF:Cipher text file for Decryption, χ: Decryption Key

Output: Plain text of a file F

Algorithm steps :
1 Split the characters of the file/string into blocks.

2 Get the binary equivalent of the current cipher character.

3 Remove the first character from the binary value and store it into a first Character

variable and consider the rest of binary value for shift operations.

4 Store binary value into a CA.

5 Select a key character from ith position, such a way that if 1st chunk character

is selected for encryption then select the first character of the key, so i = 1.

if selected chunk character > size of (|χ |) then, get the modulus of chunk

character position.

6 Add the stripped off first Character to the resultant binary value of CA after bit

operations.

7 Add the selected χi and χi+2 key character.

8 The CA shifter shifts the Circular to find SCA as per the equation 5.11.

9 Add the selected ith key character int value and its previous (i−1)th character integer value,

for instance if 1st key character is selected then the previous character would the 16th

character (key stored into circular array or double way linked list for this operations)

10 Get the character equivalent of the binary value

11 Get the mapped value from Em, which is the decrypted value of the character.

5.3.1 System model

The system model considered in the proposed work as shown in Figure 5.3. It consists

of five components such as; key generator, cloud servers, verifier, cloud users, and

combiner.

Key generator: It is an entity, which receives the identity of the user(ID) and generates

the secret key(sk_id) for the user(ID) using a computational Diffie-Hellman (CDH)

69



Chapter 5. PROPOSED DATA AUDITING SCHEMES

Alg. 3 Data Access Procedure

Algorithm steps :
1 An authorized user sends a request to both the CSP and TTP auditor.

2 CSP sends the encrypted file and BST to the requested user.

3 TTP sends the FHttp, THttp and key to the user.

4 user computes the THuser using THcsp and FHuser using data blocks. Then

compared with stored THttp and FHttp respectively for integrity check.

5 If both BST and file computed hash values are matches, then user decrypt the

file using shared secret key

method.

Cloud users: It is an individual user or an organization which outsource the data to

multi-cloud servers for maintenance and management of shared data.

Verifier: It is an entity, either the data user or third party auditor to check the correct-

ness of outsourced data using the Decisional Diffi-Hellman method.

Cloud servers: It is a set of servers, which managed by the cloud service provider to

provide the storage service, which has massive compute and storage facility.

combiner: It is an independent and trusted entity. Which distribute the requests to the

servers and aggregate the responses from the servers.

Notations: The various symbols are used in this scheme is listed in Table 5.3 as

follows.

5.3.2 Basic Auditing Scheme

The basic data integrity verification scheme consists of three stages such as; key

generation, meta data generation and data audit. The detail of these stages are shown
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Figure 5.3: Data Auditing System Model

in Figure 5.4.

Key Generation: It is an entity, which takes the input as security parameter(k) and

the data owner identifier (id) and generates the public parameters, secret key, public

key, and owners private key(pkid).

Meta-data Generation: To generate the meta-data for a given file (Fi) of the owner

(id), the meta-data generator takes input as owners private key (pk_id) and the file

(Fi) as input and generates the signature of file blocks interns of block − tag pair.

Data audit: The data auditing process consists of five steps of the request, response,

and verification among the verifier, combiner and cloud servers.

1. Verifier sends the challenge request to the combiner for verification of the selected

number of data blocks stored on cloud servers.

2. The combiner searches the requested data blocks meta-data from the meta-data

table and then distribute the request to the corresponding cloud server.
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Table 5.3: Notations

Symbol Meaning

F erasure encoded file F = {Fi j}

t file tag

n number of data blocks

s number of sectors per block

σ block authenticator

Mowner,Magg File metadata for owner and combiner

H(), h() hash functions

Φ set of authenticators

r and x random number

c challenge message

CSli set of cloud servers

p prime number

mskid master secret key

r random number

V challenge message

M ACkey() message authentication code using key

p prime number

(spk,ssk) secret public and private key

K number of data owner

3. After receiving the responses from the cloud servers, the combiner combines all

the responses.

4. Combiner sends the final combined response to the verifier.

5. The verifier verifies the response message using bilinear map operation. If the

response is valid, verifier confirms data blocks are not modified, otherwise he

declares data blocks are modified.
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Figure 5.4: Basic Data Auditing System

5.3.3 Identity-based Data Auditing Method

The remote data verification using identity-based method consists of initial file setup

and data audit phases. The detailed design of these phases is explained as follows.

A. Initial File setup phase: In this phase, the data owner generates the private and

public keys for data verification, and prepares the meta-data of the file before sends to

the cloud server.

Key Generator: The key generator selects two random positive integer numbers

r and x and calculate A = gx and B = gr where g is the generator i.e g < group G1,

keeps x has a secret key and {g, A} as public parameters.
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For the given data owner (id) key generator calculate the signature using σ =

r + x(H(id,B))%q and sends the private key skid = (σ and B) to the data owner. Then

the data owner verifies the private key using the following Equation. The detailed key

generation algorithm is explained in the Algorithm 4

gσ
?
= BAH(id,B)

LHS = gσ

= gr+xH(id,B)

= gr .gxH(id,B)

= BAH(id,B)

= RHS

For example

g = 3,q = 11,r = 3, x = 4

A = gx = 34

B = gr = 33

σ = r + x(H(id,B))modq

= 3+4.H(id.B)mod11

gσ
?
= BAH(id,B)

33+4.H(id.33)mod11 = 33.34.H(id.33)mod11

= 33+4.H(id.33)mod11
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Meta-data generation: It is an individual user or an organization which outsource

the data to multi-cloud servers for maintenance and management of shared data. The

data owner with the valid private key (skid) prepares the meta-data for the file F and

stores the meta-data and the corresponding file on cloud server CS.

Let consider a encrypted file F is split in to n blocks F = {F1,F2, . . .Fn} and each

block further split into s sectors i.e; Fi = {Fi1,Fi2, . . .Fis}.

F =



F11 · · · F1s

F21 · · · F2s

...
. . .

...

Fn1 · · · Fns


The Data owner calculates the hash value for each sector using SHA-512 hash

function i.e. F′i j = h1(Fi j) and prepares the meta-data Mi for the file block Fi using

equation 5.14. The detailed procedure for meta-data generation is defined in the

algorithm 4.

F′ =



F′11 · · · F′1s

F′21 · · · F′2s

...
. . .

...

F′n1 · · · F′ns


Mi = (h(CSli, i,namei).Π

s
j=1u

F ′i j
j )

σ (5.14)

Then, the owner sends the file blocks and meta data {Fi and Mi} to the cloud server

CSli . The data owner prepares the meta-data tableTowner = (i,u,CSli,namei) and stores
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in the combiner table Tcombiner . Where i is the identifier of each block, j is the sector

number in the data block and u j is the random number i.e.u = (u1,u2, . . .,us)

Combiner: It is an independent and trusted entity, which distribute the requests to

the servers and aggregate the responses from the servers.

Alg. 4 O-RDAP-Algorithm: Initial File Setup
———————- Data owner:Generate key————-

input :user identity (id)
output: Master secrete key (x), Public parameters (p,q,g, A,H)

1: Select a random number x,r from a set of positive integer numbers Z∗q
2: compute A,B and σ

A = gx and B = gr σ = r + x(H(id,B)) mod q

3: keeps x has the master secret key.

4: sends private key skid = (B,σ) and public parameters to the data owner.

5: Verify the owner’s identity id by solving the DDH problem; gσ ?
= BAH(id,B)

6: If the equation is verified, then accept the user (id) private key skid , otherwise reject it.

————————— Data owner:Generate meta-data——————-

input :File (F), skid

output: Meta data Mi for the file block Fi

1: Data owner split the file F in to n blocks {Fi}, and each encrypted data block in to s

sectors i.e., {F′i j} where i ≤ n, and j ≤ s

2: Data owner selects s random number vector {ui} where j ≤ s

3: calculate the hash values for each encrypted file block i.e., Fi j = h(F′i j)

4: calculate the meta-data for the ith file block i.e, Mi = (h(CSli, i,namei).Π
s
j=1uFi j

i j )
σ

5: Data owner adds φi = (i,u,CSli,namei) to the Mi table and share this table to verifier.

6: Data owner sends Mi to combiner, then the combiner stores in his meta-data table, Magg)

and stores file blocks in cloud server CSli

B. Data Audit Phase:

The data blocks stored on cloud servers CS are audit the by TPA. The data audit is a

sequence of request and response message among auditor, combiner and cloud servers

with the help of public parameters and meta-data table(Tcombiner).
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The auditor sends a request for selected number of blocks c to the combiner. The

combiner identifies the corresponding cloud server using the meta-data table Tcombiner

and further sends a request to the corresponding cloud server CSli . After receiving

the request from the combiner, cloud server prepares the response message and sends

to the combiner. The combiner combines all the responses and sends the aggregated

response to the auditor. The detailed data auditing algorithms is explained in the

Algorithm 5.

Alg. 5 Data_Audit(c)
input : Challenge message c data blocks

output: meta data for the file block Fi

1: The private or public verifier sends the challenge message (c) to the combiner

2: combiner prepares the index set(Ii) for the corresponding c request blocks using block −

tag pairs stored in cloud server.

3: combiner sends the index set(Ii to the cloud servers.

4: for each cloud server vl calculates (M (i),F(i)j ) and send to the combiner.

M (i) = Πvl∈Ii {Mvl, j}

F(i)j ) = Σvl∈Ii {Fvl, j}

5: Combiner prepares the aggregated message (M and F′) then sends to the verifier.

M = Πcsi M
(i) and F′l = Σcsi F

′(i)
l

6: Verifier solves the following DDH problem and returns the status of the file block.

e(M,g)
?
= e(Πc

i=1hiΠ
s
j=1u j,BAH(id,B))

7: If the above equation holds then it response a success, otherwise it response failure

message.

The proposed data auditing scheme can be apply for private and public data

verification. The block diagram for private and public data verification as shown in

Figure 5.5 and Figure 5.6 respectively.

77



Chapter 5. PROPOSED DATA AUDITING SCHEMES

Figure 5.5: Batch Auditing setup and Private Verification

Figure 5.6: Data Auditing using Public Verification

The proof for data audit response verification as follows.

e(M,g)
?
= e(Πc

i=1hFi

i Π
s
j=1u j,BAH(id,B)) (5.15)
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LHS = e(M,g)

= e(
∏
csi

M (i),g)

= e(
∏
csi

∏
vl∈Mi

Mvl,g)

= e(
∏
csi

∏
vl∈Mi

hl

s∏
j=1

u
Fvl j

j ,gσ)

= e(
c∏

i=1
hi

s∏
j=1

u
Fvl j

j ,BAH(id,B))

= RHS

5.3.4 Linear Authenticator based Data Auditing

In this section, we proposed a public auditing for single data owners file by utilizing

linear authenticator scheme for proof of retrievability of outsourced data file. The

design steps for this method such as key generation, file setup and public auditing are

described as follows.

A. Initial File Setup:

Key generation: To generate the secrete and public parameters for the file, data owner

follows the following steps.

• Select the random signing key pair (ssk, spk) to generate the secrete and public

parameters

• Select the random integer number x and u from the group G1, then compute v

such that v = gx

• Secrete parameter sk = (x, ssk) and public parameter pk = (spk,v,g,u, e(u,v))
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File storage on the cloud: The initial file setup for file outsourcing at cloud server

the data owner prepares the meta data using the following steps

1. Prepare the meta-data of the file F

• Split the file F in to n blocks i.e Fi = {b1,b2, . . . bn} of equal size

• Compute the authenticator (σ) for each block bi as follows;

- Select the unique identifier for the file F and append block index to it i.e

Wi = id | |i

- σi = (H(Wi).ubi)x

• Prepare the authenticator set Φ = {σi} where i = 1 to n

• Generate the file tag t for the integrity of the file identifiers t = id | |Signaturessk(id)

2. Send the file F and meta-data {Φ, t} to the cloud server.

3. Remove file and meta-data from the local storage.

Figure 5.7: Batch Auditing Model
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Data Audit: To verify the correctness of the owner’s data file stored on untrusted

cloud server using public verifier without retrieving the original file is explained as

follows.

1. Auditor retrieve the file tag t from the server and verifies the signature(id) using

public key spk

2. Generate a challenge message Chal = i,Viε I Where I = {s1, s2, . . . sc} and i <=

Sc < [1,n] and Vi is the random number.

3. Sends the challenge message to the server.

4. Server prepares the response message {µ,σ,R} using following steps

• Select the random number r and compute R = e(u,v)rεGT

• Compute the linear combination of sampled data blocks; µ’ = Σ(Vibi)

• Blind µ with r using ; µ = r +Υµ’ mod p whereΥ = h(R)

• Calculate the aggregated authenticator σ = Πiε I(σ
Vi
i )

5. Send the response message µ,σ,R to the auditor.

6. Auditor computeΥ = h(R) and verifies {µ,σ and R} using equation (5.16).

R.e(σΥ,g) ?
= e((ΠSc

i=s1
H(wi)

Vi)Υ.uµ,v) (5.16)

B. Batch Auditing

Auditing multiple users data file using single auditing method is more expensive in
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terms of computation and communication overheads for the server as well as auditor.

To overcome these overheads, an auditor group the multiple files in the batches and

submit each bath to a cloud server for audit as shown in Figure 5.7. The detailed

procedure for this auditing is explained in algorithm 6.

Key Generation: Let k is the number of data owners in the system and each owner

has data file Fk = {bk1,bk2, . . . bkn} to store on a cloud server and each file has n number

of data blocks. For each, data owner choose the secrete private and public keys (ssk,

psk) and a random number xk . The secret key is (xk, ssk) and the public parameter is

(spkk,vk,g,uk, e(uk,vk)), where vk = g
xk

Meta-data generation: The meta-data for the file Fk generation steps as follows;

1. generate the file tag tk for the k th user data file tk = idk | |Signaturesskk (idk),

where idk is the file identifier

2. calculate the authenticator (σk, i) for each data block of the file Fk .

σk,i =(H(idk | |i).u
bk,i
k )

xk

= (H(Wk,i).u
bk,i
k )

xk , where i = 1 to n

φ = {σk,1,σk,2, . . .}

3. send {Fk, tk, φk} to the cloud server

4. delete Fk, tk, φk from the local storage.

C. Auditing for multiuser

The data auditing of multiuser multiple files on a cloud server is as follows;
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Alg. 6 Batch Auditing

Data owner:
1 Split the file in to n equal sized data blocks Fk = bi j

2 Generate the secret and public key parameters;

Secret key =(xk, sskk) and

public key = (spkk,vk,g,uk, e(uk,vk))

3 Generate the file fag tk ;

tk = idk | |sigsskk (idk)

4 Compute the authenticator

σki = (H(idk |i).u
bki
k )

xk

5 Store Fk,σki, tk at server side

Auditor:
6 Retrieve and verify the file tag tk for the auditing k th user file.

7 send the request {i,Vi} to the server

8 response for this request from the server, auditor verify the

storage correctness equation.

Server:
After receiving a request from the auditor, for each request server prepares

the response message as follows;

9 Compute {µk,σk,Rk} using the following equations.

µk = ΣVibki

σk = Πσ
V
kii

Rk = e(uk,vk)r k

10 Compute R = R1.R2...RK

L = vk1 | |vk2 | |...| |vkK

Γk = h(R| |vk | |L)

11 Compute µk = rk +Γk µk mod p

12 Send the response message {µk,σk,R} to the auditor.

1. Auditor retrieves all file tags tk from the cloud server and verifies all the tags tk

are matched or not.
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2. If tags verification fails, the auditor will discard those tags.

3. Once the tags are verified, Auditor prepares audit challenge message for each

audit file and send to server.

Chalk = {(i,Vi)} iε I

Where i is the position of the data block bk,V is the random value, I is the subset

of random elements chosen set [1,n]

4. After receiving challenge message from the data owners, the server prepares a

response message as follows;

• pick a random variable rk and Rk = e(uk,vk)
rk

• R′= R1.R2. . . . .Rk

• L= vk1 | |vk2 | | . . .VkK

• Γk= h(R′| |vk | |L)

µk = ΓkΣ(Vibki)+ rk mod p

σk = Π (σVi
ki )

response message = {µk,σk,R′}

5. the server sends the response message to the auditor

6. The auditor checks the response message validity using the following equation.

Γk = h(R′| |vk | |L)
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R′.e(ΠK
k=1σ

Υk
k ,g)

?
= ΠK

k=1e((ΠSc
i=s1

H(Wki)Vi)Υ.uµkk ,vk) (5.17)

The verification proof of the above equation is derived as follows

LHS = R′.e(ΠK
k=1σ

Υk
k ,g)

= R1.R2 . . . .Rk .Π
K
k=1e(σΥkk ,g)

= ΠK
k=1Rke(σΥkk ,g)

= ΠK
k=1(uk,vh)

rke(σΥkk ,g)

= ΠK
k=1(uk,vh)

rke(σΥkk ,vrk
k )

D. Public Storage Correctness:

The storage verification of data blocks, the adversary server response for the auditor

request {i,Vi}, the proof is explained as follows;

Let consider the adversary response for the auditor request {i,Vi} from the server

output is µ′1, µ
′
2, µ
′
3, . . ., µ

′
s with aggregated authenticator σ′

The corresponding response verification at auditor has satisfies the following equa-

tion

e(σ′,g) = e(ΠiH(id | |i)Vi .Π s
j u

µ′j
j ,v) (5.18)

The actual honest response for the challenge {i,Vi} from the server is {µ1, µ2, µ3, . . ., µs}

with σ, where σ = Πiσ
Vi
i and µ j = ΣiVibi j

The honest server response message verification as follows;

e(σ,g) = e(ΠiH(id | |i)Vi .Π s
j uµjj ,v) (5.19)

where v = gx is a challenger’s public key.
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∆µ j = (µ
′
j − µ j) j= 1 to s, if anyone ∆µ j is non zero, which leads to the invalid

response to the challenge {i,Vi}

The auditor then obtains {σ′, (µ− µ′)/(Υ−Υ′)} as a response using the following

proof.

e(σ/σ′,g) = e((ΠH(wi)
Vi)(Υ−Υ

′).u(µ−µ
′),v)

= e((ΠH(wi)
Vi)(Υ−Υ

′),gx).e(u(µ−µ
′),gx)

σ/σ′ = (ΠH(wi)
Vi)(Υ−Υ

′).ux(µ−µ′)

ux(µ−µ′) = ((σσ′−1)/ΠiH(wi)
xiVi)(Υ−Υ′)

u(µ−µ
′) = (Πiuxbi)Vi)(Υ−Υ′)

µ− µ′ = (
∑

miVi).(Υ−Υ
′)

(
∑

miVi) = (µ− µ
′)/(Υ−Υ′)

5.4 Data Audit using Digital Signatures

This section presents the detailed design and algorithms for remote data checking

using Elliptic curve digital signature method in the cloud. The proposed method

consists of initial file setup and data audit phase.

5.4.1 Initial File Setup

Consider a cloud storage system in Figure 5.8, consists of three computing entities

such as; data owner, public verifier and cloud service provider. The detailed functions

of the system model as follows;

consider a data owner wants to store the file ( f ) on a cloud server, splits the data

file into n equal blocks, { fi} where i = i to n, where n is the total number of blocks.
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Figure 5.8: System model

The number of data blocks depends on the file size and block size. fi denotes the ith

data block of the file f . For example, if the file contains 100MB of data and block

size is 10KB of data, then the total number of data blocks is 1000.

The data owner encrypts all the data blocks using encryption algorithm with key

rotation technique i.e, Fi = Encry( fi, keyi), where keyi is the ith block encryption key.

The key generation process using rotation as shown in the Algorithm 7.

Alg. 7 Key generation using key rotation

Algorithm Key_Rotation(Mk , i, keylength)

Input: Mk=Master key, i=block number, keylength= size of the key

Output: Data block Fi encryption key keyi

1 Convert the length of the master key to maximum length of the key i.e

k1 = Mk&2(keylength−1)

2 Rotate k1 towards right i number of bits; k2 = k1 >> (i%keylength)

3 Rotate Mk towards left (keylength− i) bit k3 = Mk << (keylength−(i%keylength)

4 Generate the block encryption key by combine k2 and k3 values keyi = k2|k3

File tag generation: The data owner generates the signature of the original file

F i.e., t = dataownerid | f ileid , which is used to verify the filename on cloud server
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before auditing data blocks.

Data block Fi Signature generation: Data owner generates two signatures (σi1,σi2)

for each data block Fi using ECDSA digital signature algorithm. The signature

generation steps as follows;

1. Initialization: Initialize the elliptic curve y2 = x3 + ax + b over a finite field

Fp(a,b), and generate the set of points on the curve. Where a and b are the

coefficients, x and y are the coordinates of the curve point and p is the finite

field size.

2. Generate public and private parameters: select a random number from prkey

from [1,q], which acts as private key. compute the public parameter pbkey =

prkey .g(x, y), where g(x, y) is the curve point used as a generator. Then return

the private prkey and public parameters pbkey.

3. Data block signature calculation: Data owner generates the file data block Fi

signatures (σi1,σi2) using the private key of the data block.

• Find the hash value of the data block Fi using secured hash function i.e.,

z = h(Fi).

• Initialize σi1 = σi2 = 0.

• Repeat the following steps until σi1 , 0 and σi2 , 0

– select a random number k between 1 and q.

– find the third point on the curve P(x, y)k ∗g(x, y)

– calculate σi1 = x%q and σi2 = ((z+σi1 ∗ prkey) ∗ k−1)%q
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– return (σi1,σi2)

Alg. 8 Data owner: Initial Setup

1 Split the data file F in to n different blocks of block size F = Fi where i = 1 to n

2 Generate the block encryption key using key rotation algorithm

3 Encrypt each block using data encryption algorithm

4 Generate the tag for all the encrypted data blocks using SHA512 or ECDSA algorithm

ECDSA Signature generation
i. initialize the Elliptic curve parameters (p,a,b,g(x, y),q)

ii. Key generation:
a. Select the random number prkey from [1,q]

b. calculate the public key pbkey = prkey ∗g(x, y)

c. return (prkey and pbkey(x, y))

iii. Signature generation(prkey, Fi):
a. Find the hash value of file block; i.ez = H(Fi)

b. Initialize the signatures; σi1 = σi2 = 0

c. While (σi1! = 0| |σi2! = 0) do
i. k = random(q)

ii. x, y = (k ∗g(x, y))

iii. σi1= x%q, σi2 =((z+ r ∗Prkey) ∗ k−1)%q

endwhile
d. Return σi1, σi2

5 Prepare the meta-data for the entire file F

6 Store the encrypted file Fi blocks and meta-data (σi1,σi2) on cloud server.

7 Send the σi1 to auditor and store as Ttpa

The data owner stores all the signatures of the data blocks Fi in the meta-data table

(Towner). Then sends the File blocks and meta-data along with file signature t to a

cloud server (CSP) and stores the meta-data in his table (Tcsp). The data owner also

sends the file tag and σi1 to the third party auditor(TPA) for public verification and it

is stored in his meta-data table(Ttpa). The detailed algorithm for initial file setup as
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shown in the algorithm 8

Meta-data generation: For initial file setup, the structure of meta-data table as

shown in Figure 5.9. The meta-data table consists of six fields such as;

OW NE R_ID: which is a unique identifier that identifies the owner of the file.

File−name : which is the name of the file stored on a cloud server.

f ile− Id: a unique identifier to identifies the file,

tag : it is signature of the entire file.

block − Id: which is the different data block meta-data, which contains the signature

of the contents and block identifier,

signT ype : which holds the type of the algorithm (ECDSA )used to generate the

signature.

Figure 5.9: Metadata Representation

5.4.2 Data verification

After the encrypted file and meta-data of the file outsourced to a cloud server, the TPA

can check the integrity of the data blocks periodically for the favor of data owner.

The data verification is a sequence of request and response message between CSP

and TPA. For every request from TPA, the CSP generates a response as a proof and

sent to TPA. The data verification consists of a challenge message generation, proof

generation and proof verification phases.
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Challengemessage generation: In each auditing round, TPA sends a file signature

request to CSP. After receiving the file signature from CSP, then TPA verifies the

signature while comparing the stored signature in his tableTtpa. Once the file signature

is verified, then TPA prepares a challenge message for verification of outsourced data

blocks on a cloud server. The challenge message contains a set of random block

identification numbers of the outsourced file and it is sent to the CSP.

Proof generation: After receiving challengemessage fromTPA, the CSP prepares

the proof as a response to the request using meta-tada Tcsp and data blocks. The proof

message calculation for the data block Fi is as follows;

w = (σi2)
−1

u1 = (z ∗w)%q,wherez = h(F1)

u2 = (σi1 ∗w)%q

Q(x, y) = u1 ∗g(x, y)+u2 ∗ pbkey(x, y)

σ′i1 = x%q

After completion of proof message σ′i1 computation, CSP sent back to TPA as a

response to the requested challenge.

Proof verification: The TPA verify the received message σ′i1 with the signature

of the data block Fi stored in meta-data table Ttpa. If the signatures are matches i.e

(σ′i1 == σi1), then TPA reports data blocks are not altered message as 1. Otherwise, it

reported as 0. The detailed procedure for data verification as shown in the algorithm

9.
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Alg. 9 TPA: Data Verification Algorithm

1 TPA sends a request to cloud server for verification of file tag id which is on the cloud server

2 Once the file id is verified, then send the challenge request message to verify the data

blocks on cloud server; chal= bi to b j , where bi is the ith block identifier

3 cloud server computes the verification signature (σ′i1)

Signature verification(Pbk , Fi, r, s):
a. Find the hash value of file block; z = H(Fi)

b. calculate the curve point;

w = s−1,u1 = (z ∗w)%q,u2 = (r ∗w)%q

x, y = u1 ∗g(x, y)+u2 ∗ pbkey(x, y)

c. extract the x coordinate as signature. σ′i1 = x%q

4 Retrieve the signatures σ′i1 of file blocks

5 Verify the validity of the data blocks

if (σ′i1== σi1) then
Data blocks are verified

else

Data blocks are modified

endif

5.4.3 Batch auditing

In the proposed data auditing method, the TPA is not only audit the single data owner

single file, but also support multiple user and multiple file data auditing tasks. Hence,

batch auditing is also introduced in the proposed design.

The batch auditing tasks are considered in two ways; single data owner with

multiple files and multiple data owners with multiple files.

Let consider a data owner DOi having fi j list files, where i = 1 to s, j is the ith

data owner files. In public auditing, the data owners delegate the batch auditing task

to TPA.
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Single data owner with multiple files: In case of single data owner s = 1 and there

are m data files. The TPA prepares the challenge message (DO, l1, l2), where l1 and

l2 are the lower and higher index of the data block and sends the challenge message

to CSP. The CSP generates the proof message as a response for the auditing task and

sent back to the TPA.

After receiving the responsemessage from the CSP, the TPA generate a verification

message (V) 0 or 1, where 0 means data blocks are altered and 1 means not altered.

V = Πl2
i=l1

proo f (i) (5.20)

Multiple data owners with multiple files: In case of multiple data owner s > 1 and

m > 1. The data owner sends the challenge message (DOi, l1, l2) to cloud server. After

receiving the batch auditing task, the CSP prepares a response message proo f (i, j)

and then sent back to TPA. The TPA verify all the blocks and generate verification

message V .

V = Πs
i=1Π

l2
j=l1

proo f (i, j) (5.21)

5.5 Summary

This chapter, focuses on proposed data confidentiality and remote data integrity tech-

niques on cloud system. For confidentiality, we explains the data encryption and

decryption modern symmetric key algorithms using key rotation technique. And for

remote data auditing identity based and linear authentication protocol and ECDSA

public key digital signature algorithm is presented. In the next chapter, we present the

simulation results and performance analysis of the proposed data auditing methods.
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SIMULATION RESULTS AND ANALYSIS

6.1 Simulation setup

To evaluate the performance of our proposed data auditing method computation over-

head we have considered the following simulation setup are considered as shown the

Table 6.1. All the proposed algorithms are implemented using Python programming

language with built-in cryptography functions in Python library. The simulation result

is tested on Amazon Web Service EC2 virtual machines(VM).

Table 6.1: Simulation setup

Parameter Configuration

TPA VM t2.smallmodel with 1-CPU, 2GBmemory, 8GB

EBS storage

ec2 server VM t2.smallmodel with 1-CPU, 2GBmemory, 8GB

EBS storage

Data owner t2.smallmodel with 1-CPU, 2GBmemory, 8GB

EBS storage

Operating system Ubuntu 14.04 LTS with PV visualization

security parameter 160 bits

Elliptic curve field F192(0,1)

Bilinear pairing Tate pairing

Programming Language Python 3.4
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Table 6.2: File text and Cipher text

6.2 Data Encryption and Decryption

The experiment is carried out on the repository of text files with varying size. For the

testing purpose the text file is composed of alphanumeric characters. The Encoding

Map is restricted to have mapping values for lower case alphabets and numerical val-

ues. The key used for the experimental purpose is "doitdueletscshec" which is of 256

bits in size and a fixed key size [110]. The file is divided into blocks of 256 characters

i.e 4096 bits in size. The part of the source file data is encrypted before storing in

cloud server as shown in Table 6.2.

The vital or key operations in both processes are CA shifter and CA inverter.

The time for encryption/decryption directly depends on these two operations. The

number of movements of CA and its inversion process decides the accuracy of en-

cryption/decryption. Along with CA shifter, the key is also rotated for every block

character. This ensures that same key is not used for multiple characters. The analysis

is performed on different files and number of movements used for shifting CA and key

remains same. The number of character shift and inversion operations comparison for
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Figure 6.1: CA Shifter and CA inverter comparison

Figure 6.2: Key Motor Encryption and Decryption Time comparison
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different file size as shown in Figure 6.1.

In Figure 6.2, the execution time is plotted on the graph. With increase in file size

the number of movements and complements are high and hence the execution time is

directly proportional to file size. It is observed that decryption is taking more time

than encryption process.

6.3 Remote Data Audit using Protocol(RDAP)

In this section, we explain the result and performance analysis of the proposed remote

data audit using identity-based and linear authentication techniques [104, 105]. The

performance analysis is analyzed interns of communication cost and computation cost.

Finally, the performance of the proposed methods is compared.

6.3.1 Communication Cost:

The design of proposed method consists of initial file setup and data audit phase.

The auditing phase is a sequence of request and response communication among

Data owner, TPA, and CSP. For every data audit, TPA prepares a challenge message

and send to the CSP. The challenge message contains the c number of data blocks

identifiers, therefore the communication cost between TPA and CSP is O(c). Once

the challenge message received, then the CSP prepares the proof and sends to TPA

as a response message. So that the communication cost between CSP and TPA is

O(1). Finally, TPA verifies the proof message and send the verification message 0 or

1 to data owner, which has O(1) communication overhead. The total communication

overhead is the sum of the communication cost among TPA, CSP and Data owner i.e,

O(c)+O(1)+O(1) = O(c).
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6.3.2 Computation Cost:

In order to measure the computation cost of the proposed remote data auditing method

using identity-based and linear authentication based method we are considered the

tag generation time, tag verification time and data verification time with different file

sizes, data block sizes and audit batch sizes.

Taggeneration cost: The cost tag generation using identity-based and linear authentication-

based protocol technique for different file size with 265KB of each data block size as

shown in Table 6.3. The first column of the table represents the different file size and

the second column represents the tag generation time for the entire file. It is observed

that the tag generation time is directly proportional to the file size.

Table 6.3: Tag generation time for different file sizes

File Size(MB) Identity-based Linear authenticator
(time in seconds) (time in seconds)

1 1.87 1.94

2 3.17 3.52

4 4.27 4.52

6 6.85 6.64

8 10.05 10.87

10 14.65 15.26

12 18.59 18.92

14 19.87 19.42

The simulation result for tag generation time for 1MB file size with different data

block size as shown in Table 6.4. It is observed that the smaller sized data block takes

more computational and storage overhead than the larger sized data block. But for

detection of the invalid block on a server, the larger sized data blocks takes more time
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in the data audit phase.

Table 6.4: Tag generation time for different data block sizes

Data block size(KB) Identity-based Linear authenticator
(time in seconds) (time in seconds)

256 1.85 1.91

500 1.05 1.12

768 0.67 0.68

1024 0.38 0.46

Data Verification Cost: Table 6.5 shows the comparison of tag verification cost on

cloud server using the identity and linear authentication techniques. In this scenario,

we considered a 1MB file size with different data block sizes for tag verification. The

result shows that larger block sized file take less time than the smaller blocks. Besides,

the identity-based technique tag verification takes more time than linear authentication

technique. This change is due to the storage of data blocks on different servers in the

identity-based method.

Table 6.5: Data verification cost with a different block size

Data block size(KB) Identity-based Linear authenticator
(time in seconds) (time in seconds)

256 0.085 0.091

500 0.045 0.152

768 0.037 0.178

1024 0.016 0.196

Batch Auditing Cost: In Table 6.6., shows, the performance comparison of batch

auditing cost on cloud server using the identity and linear authentication techniques.

In this scenario we considered a 10MB file with 256KB of each data block and the

performance of the proposed method is analyzed based on the different number of data
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blocks in each auditing task. The result shows that the performance of larger batch

size auditing is better than smaller batch size.

Table 6.6: Data verification cost with different batch size

Data block size(KB) Identity-based Linear authenticator
(time in seconds) (time in seconds)

4 3.1856 3.012

8 5.0127 4.671

12 8.5327 7.178

24 10.0154 9.196

Modified Data Block Detection: Due to internal or external attack on the out-

sourced the cloud service provider can replace the attacked block with other valid data

block and its signature. The probability of detecting the modified data blocks on a

cloud server is calculated as follows;

Let consider n is the total number of data blocks of a file F on a cloud server,

d is the number of modified data blocks on a cloud server, and c is the number of

challenged blocks for each auditing task. Then, the probability of detecting the invalid

data blocks Pr is defined as;

1−
(
n− d

n

)c

≤ Pr ≤ 1−
(
n− c+1− d

n− c+1

)c

Where Pr is computed as;

Pr =
{
1−

(
n− d

n

) (
n−1− d

n−1

)
. . .

(
n− c+1− d

n− c+1

)}
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6.4 RDADS Simulation Results

This section presents the simulation results of the proposed RDADS [106] using

ECDSA algorithm techniques. The performance of the proposed remote data auditing

methods computation and communication overheads during initial file setup and data

audit phases are presented in the following section.

6.4.1 Communication Cost

The communication cost in the initial file setup is the same order of growth in all the

proposed data auditing methods. But the communication cost between TPA and cloud

service provider varies in the data audit phase. So that, we compare the computation

cost for data audit in the proposed method.

Consider a batch auditing with K data owners and C cloud servers, a number of

challenging blocks in each task is t, and the size of each block is s. The total cost during

the challenging phase is O(ts), so that the communication cost for proof generation

depends on the number of challenging blocks and size of each block. Finally, the

server sends an only proof message to the TPA, so that the communication cost from

CSP to TPA is O(1). The total communication cost in the auditing phase is the sum

of the challenging task, proof generation and proof communication between CSP and

TPA i.e, O(1)+O(ts)+O(1) =O(ts).

6.4.2 Computation Cost

Due to the large data file, we use the sampling auditingmethod to verify the outsourced

data in the cloud. The computation cost of the TPA and CSP to audit data blocks on

a single server and multiple data owners is presented in the following section.
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The performance analysis of the RDASDS and RDAP methods interns of com-

putation cost is analyzed using the following parameters; Signature generation cost,

File setup and upload time, Data block verification time, Detection of the modified

data block, CSP vs TPA computation time, RDAP vs RDADS signature and data

verification.

Figure 6.3: Signature generation cost for different blocks

Signature Generation Cost: The computational comparison between RDAP

using a linear authenticator and RDADS using elliptic curve signature generation of

a 10MB data file with different block size as shown in Figure 6.3. In Figure 6.3, the

X-axis represents the different data block sizes in terms of Kilo Bytes and Y-axis rep-

resents the signature generation cost in seconds(s). The simulation result shows that

the computational overhead for data block signature generation of RDADSmethod has
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a lower order of growth than RDAP method. For smaller sized data blocks signature

generation cost of both the methods has same growth order. But for the larger sized

data blocks, RDAP has a higher order of growth order than RDADS. This change is

due to the number of computation operations for a signature generation in RDAP is

more expensive than RDADS method.

Figure 6.4: Initial File setup and Upload time(Sec)

File Setup and Upload Time: Figure 6.4 shows the computational and commu-

nication costs for signature generation and storing of data blocks in a cloud server in

the initial file setup phase.

In Figure 6.4, the X-axis represents the different number of the 256KB data

block(different file sizes) and Y-axis represents the file setup cost in seconds(s).

Apparently, it shows that, the computational overhead of initial file setup for larger

file is better than the smaller file. The communication overhead between data owner

and cloud service provider of RDADS and RDAP are same in the initial setup phase.
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Data Audit Time: The computational cost comparison between RDADS and

RDAP method for audit different number of 256KB data blocks challenging task as

shown in Figure 6.5.

In Figure 6.5, X-axis represents the different number of data blocks in each batch

and Y-axis represents the data verification cost between TPA and CSP. The result

shows that for the larger batch size RDADS method takes more cost than the RDAP

method. This changes due to the expensive elliptic curve points operations are in-

volved in RDADS during the data verification phase. But in the security point of view,

RDADS method is better than the RDAP method.

Figure 6.5: Data block verification cost

Modified Data Block Audit Time: The performance analysis of the RDADS and

RDAP for corrupted data block verification as shown in Figure 6.6. As compared to
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Figure 6.6: Incorrect verification blocks time

RDAP method of data auditing, the RDADS method is higher computation cost for

larger batch size, because RDADS contains expensive elliptic curve points operations

in the auditing phase.

Depending on the trust between the data owner and CSP the frequency of auditing

is decided. The TPA select the t number of the data block in each auditing task

to verify the integrity of data blocks on the cloud. The probability of detection on

any corrupted data block sector s is defined as Pr(t, s) = 1− (1− ρ)ts, where ρ is the

probability of data corrupted on cloud and t is the auditing batch size.

Computation Cost Comparison between CSP and TPA: As Figure 6.7 and Figure

6.8, shows that audit time comparison between TPA and CSP to verify the outsourced

256KB and 50KB data blocks using RDADS method respectively.

In Figure 6.7, X-axis represents the different batch sizes of 256KB blocks and

Y-axis represents the computation overhead in seconds. The simulation result shows
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that, TPA takes negligible computation cost than CSP, because of the TPA delegate

the auditing task to the CSP so that CSP computation overhead varies for different

bath size.

The computation overhead comparison between TPA and CSP for 50KB of data

blocks audit as shown in the Figure 6.8. As compared to 256KB of data blocks, TPA

takes same computation cost as 50KB blocks. But the CSP computation cost varies

based on the batch size in both the cases.

Figure 6.7: CSP and TPA 256KB Data Blocks Audit Time(Sec)

Computation Cost Comparison between RDAP and RDADS : In Figure 6.9,

depicts the comparison on data blocks signature generation time using RDAP and

RDADSmethod for different file size with 256KB of data blocks. It is easily observed

that RDADS method has less computation time compared to RDAP method. This

difference is due to RDADS algorithm takes less number of operations to generate the

block signature compared to RDAD method.

Figure 6.10, shows, the comparison of data blocks audit computation cost using
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Figure 6.8: CSP and TPA 50KB Data Blocks Audit Time(Sec)

Figure 6.9: RDAP vs RDADS Signature generation time for 256KB blocks

RDAP and RDADS method for a different number of data blocks each of 256KB.

It is easily observed that RDADS method has less computation cost for the smaller

number of data blocks compared to RDAP method and more computation cost for the

larger number of data blocks. This change is due to RDADS Elliptic curve method

points complex operations is increases for the larger blocks. But for the security point
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of view, RDADS algorithm is better to secure data audit method compared to RDAP

method.

Figure 6.10: RDAP vs RDADS 256KB data blocks verification time

6.5 Summary

In this chapter, we have presented the simulation results of data encryption, decryption,

remote data auditing using protocol and ECDSA schemes on the cloud server. The

performance of data auditing schemes with different data block size is analyzed with

respect to data block signature generation cost, verification cost, and data auditing

cost. Finally, we concluding remarks of this thesis and further future direction of this

work is presented in the next chapter.
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CONCLUSIONS

In this thesis, our main objective is to ensure data privacy and security of outsourcing

data on cloud storage system. To protect the data we recommend a third-party auditor

for secure data auditing.

Our first objective is to define a new technique to improve data confidentiality in

the cloud for sharing the data over internet between different users. To fulfill our first

objective, we have proposed a data encryption with key rotation techniques to improve

the communication and computation overhead during data audit process. In chapter

four, we present a novel symmetry key based on blocked level data encryption with

key rotation algorithm for securing and sharing the outsourced data over the internet

with the authorized users. The proposed solution ensures that the confidentiality

of the cloud data with flexible access control and efficient data audit operation. In

this method, the data owner uploads the encrypted file blocks to cloud server and

stores the encrypted symmetric key for deciphering into the metadata, which ensures

the confidentiality. Besides, our proposed scheme utilizes the Diffie Hellman key

exchange algorithm for secure symmetric key strength between user and cloud server.

That means, only authorized users can access symmetric key for data deciphering.

By using this without updating the private key of the other user’s revocation can be

achieved.

Our second objective addresses secure remote data verification on cloud consider-

ing security level verifiability and storage overhead. In order to fulfill this objective,
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we have proposed a secure public data auditing techniques using protocol and digital

signature scheme. Based on the comparison of our digital signature data auditing

scheme benefits from security level and minimum computational overhead. In addi-

tion, our proposed method is designed for constant storage and computational support

for each auditing task.

Thus, in response to our third and fourth objectives focus on secure block level data

auditing between auditor and cloud service provider with low computation and storage

overhead. The proposed data auditing scheme utilizes the block level data auditing

with masking response message on encrypted data to provide data privacy to untrusted

entities. In response to the fourth objective, data audit using digital signature method

provides acceptable competition and storage communication overhead at server side

due to light-weight elliptic curve points operations.

Regarding the data privacy and security of the proposed remote data auditing

scheme on an untrusted cloud service provider, several other security issues are still a

challenging task in cloud computing. Implementing cost effective security model is

also important for cloud service provider to protect the owner’s data on cloud storage

system.

For future perspective, our proposed key rotation symmetry data encryption process

is relying on personalized symmetric key and it takes heavy computational overhead to

decrypt the data. So that, generating an identity based deciphering key is an alternative

solution. In cloud computing, more than 60% of resource-constrained devices are

used to share data over the internet. Due to this, implementing light-weight security

model can improve the power efficiency of these devices. The communication cost
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of our proposed data auditing schemes affecting the bandwidth consumption due to

the location of the auditor and the location of storage . So that, we can implement a

customizable data owners auditor to evaluate the impact of data owners location. We

have shown the data privacy performance of data auditing schemeswithin a same cloud

service providers. Consequently, it would be important to evaluate the performance of

our proposed scheme onmultiple cloud service providers. We can extend this work for

dynamic block level operations such as block update, insertion, deletion) as a future

research.

To conclude, our main objective was to address the cloud data privacy and security

issues using data confidentiality and remote data integrity verification. We have

provided a protocol and digital signature based on cryptography approaches to address

the data security issues in the cloud.

Finally, we believe that cloud data storage security challenges are not limited and

also it is an important research area in cloud computing for secure data sharing.
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