Business Transformation through IT

CHAPTER 5 — CASE ANALYSES

In this chapter, to mquire into the nature of business transformation effected by IT, T use the
qualitative case study method, taking multiple units of analysis. I consider specifically
transactional ability, significance of busmess cycles, and the impact of business transformation
on the workers. [ exarnine, further, the trends with respect to cutsourcing, cost-performance
structures, business continuity, securnty, architecture, and enterprise management. [ do this by
a retrospective analysis covering an extended period of time, rather than a snapshot, of the I'T'
nitiatives taken at a point in tme so that this investigation can obtain a mere holistic view of
the transformation. The cases and their analysis and observations that I develop here are based
on documented mformaticn made available to me from the public domam. These sources give
particulars of the companies and the specific product/technologies they have used. Refer
Diagram 5.1 below to see units of analysis used for analyzing cases. The companies also
provide, in 2 to 4 pages typically, necessary information about the implementation and
functioning of the product/technology as they have tried and used it The write-ups are
completely company-dependent and fairly uniform m terms of structure and content. In some
cases, the companies mention and discuss challenges m the implementing of the
product/technology;, 1 others they have elaborated usage issues dlso. This data is very
significant and valuable, and is used it in this work to a number of advantages.

Diagram 5.1 - Units of analysis used for analyzing cases
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One, if the focus of products/technologies is limited to the generally accepted top two ERP
systems word-wide (SAP and ORACLE) having a combined market share of 67 % (SAP
Consulting, 2006), then the number of organizations that are affected by these products is
substantially large. Besides, the system called Maximo (now IBM), which is relatively more
specific to the Oil, Gas, and Energy vertical, is also considered because of its relevance to the

vertical.

Two, each of the ormpamizations in the sample employs common soltware, rmumrmizing

divergence 1 terms of pure application differences.

Three, each of these studies took place within a common time frame — within the last twenty

years — thus normalizing the effects of tune.

Four, the company profiles are based on information umiquely available to the parent
technology company (in this case SAP, ORACLE and IBEM). There are many important quotes

from vanous key personnel in the orgamizations that would not generally be available.

Five, as a result, the information provided in the profiles 1s very specific — and indeed,
authentic, other things bemng equal — for mstance, “post unplementation, it takes only three

days to close the year end accounts as compared to several weeks earlier.”

Six, this approach perrmits me to take into account actual comments, 1f any, made by the CIO
or equivalent business executive at a time when benefits were being analyzed — even il only
unpheitly. Many of these comments provide msights into the efliciencies brought about by the

I'T unplermnentations.

Seven, the mnformmation was placed in the public domain and not aggregated, exaggerated, or
disguised. Thus, the quality of data gathered 1s fairly good; or else the companies for which the
results were attnbuted would be m a posiion to indicate any inaccuracies i the data —
especially since speaific mdividuals from the orgamzations were quoted to vouch for it. Any

misquotations would result in a request for amendment for being a nmusrepresentation of facts.

Eight, although the data functions as marketing data, it represents real-wordd benefits.

Organizations that are interested in the benefits displayed can contact the entities listed in the
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studies for more information. If the benefits are not real, this would become a self-limiting:

exercise.

Finally, nine, the data that [ have used provides me with good grounds to access mnsights into a
much larger group of companies and thus it enables me to make much broad-based inferences
and warranted generalizations than could be made with a single case-study. In particular, by

using a relatively large number of fitms, it 1s possible to do statistical analysis of the data.

Statements made by the organization’s CIO or equivalent business executive are a vital source
of data collection. Pattern mapping 1s used for cross—case analysis. Besides, relevant evidence
from different informants and diverse literature sources has been collated to have optimum

validity for both data and the results based on it.

Nine cases were selected for their special feature as illustrative of the systernatic deployment of
I'T imitiatives across the orgamzation. These have been subdivided mnto three sets of case
exarnples each set corning under one or the other of the three I'T consulting companies — TCS,
Accenture, and CapGemini. The case examples are all of multinational enterprises. Five of
themn are Brtish, one 1s Indian, one Brazilian, one each from [taly and Romama. The criteria

used to select the cases were:

1. The company should have used I'T" as a major enabler for business transformation, going

beyond traditional autornation and EDP (extended data processing).

2. The company should have a formal organization structure supporting global operations. 1£
duning the course of its exastence, it was part of a merper or an acqusition, this fact has

been taken into account.

3. 'The company should have implemented I'T' from a strategic perspective and not a tactical

perspective and should have done this over at least a peniod of eight years.

4. The company’s mmplementation of IT should be across the entire enterprise and not

solated to a specific branch, location or office.
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For analysis of the cases, different approaches were used to interpret the transformation
descnbed by the orgamzation. I noticed that 1f a transfonmation 1s mapped on a 1:1 relation
with a particular pattem per case, the pattem did not succeed in explaining the complex nature
of transformation. Hence, in order to incorporate the different agents or drvers of change
such as IT tools and techniques (including the I'T orgamization structure), the organizational
structure and its relation to the outward facing entities like customers and suppliers, its
employees (both permanent and contractual) and its integral processes — the sum total of
which constituted its systemns and functions — which enabled 1t to work one enterpnse, I have
broken the entire transformation process as mto corresponding to three time pentods — mutial,
middle and current on the basis of distinet pattems of transformation. This makes a maximum
of 108 possible combinations — nine cases over three tume penods with four possible modes of
transformation. The focus in each case was on how IT was used to bring about a given
transtormation, or how a gven transformation necessitated the use of I'T to make 1t an
effective reality. Four parameters were used for the exarmnation. The first (1) of these -
structure - mcludes the orpamization structure in terms of its organizational hierarchy as well as
its interaction with extemal entities like the govemment, customers, and suppliers. The second
(i) IT — encompasses the I'T functions within the orpanization ncluding the function’s
organizational structure, the technologies used as well as the functions of the IT staft within
the organization. The third (1) — employees mncludes the personnel within the company and
their roles. Finally, (1v] the fourth — process encompasses the company’s ways of performing
the specific functions. This mecludes the sequence of actions required to perform a function

along Wlth the pre—requisites Of each action.
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5.1 Tata Consultancy Services

5.1.1 BACKGROUND

Tn June 2003, Tata Consultancy Services (TCS) — the leading information technology (IT)
company in India, reported revenues of Rs. 49.975 bn (US$ 1.04 bn) for the financial year
ending March 31, 2003 (Refer Exhibits 5.1-5.3 for the financials of TCS). This made TCS the
first IT Company in India to cross the $1 bn revenue mark. Within a span of three and a half
decades, TCS emerged as one of the largest software companies in Asia, employing 28,000 IT
professionals from 30 nationalities working in 32 countries. TCS has also been the largest

soltware exporter [rom India for the past 30 years.

TCS 1s part of one of Asia's largest conglomerates and most respected groups, the Tata Group,
which has interests in areas such as enerpy, telecommunications, financial services,
manufactuning, chernicals, engineenng and matenals. TCS 1s the first company to be rated at
Level 5 matunty for both the CMMI and PCMM framework. It is also the first Indian

company to be certified AS 9100: Rev B for design of airframe structures.

Tata Consultancy Services Liumited (TCS Liumited Company) commenced its operations in
1968, and it 1s one of the world’s largest prowiders of information technology, consulting,
services and business-process outsourcing. As of 2007, it 1s Asia’s largest and India's Number
One IT services firm with the larpest number of employees amongst all the Indian IT
comparues with strength of over 100,000 (Eoomomic Times, 29-Sep-2007) IT consultants in 47
countres. The company generated consolidated revenues of US $4.3 billion for fiscal year

ended 31 March 2007 and is listed on the National Stock Fxchange and Bombay Stock

Exchange in India.

5.12 ORIGIN

Tata Consultancy Services was established m 1968. It paved the way for software companies in

India. It started off as a division of the Tata Group, Tata Computer Centre, whose main
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business was to provide computer services to other group companies. However, the potential
of computenzation and computer services was realized early on, and an electnecal engineer
from the Tata Electric Companies, Fakir Chand Kohli, was brought in as the first General
Manager. TCS played a major role in developing the I'T industry in India. The company was a
pioneer, starting its business way back in 1968. Dunng the first couple of decades, TCS faced
many problems m doing business, owing to unfavorable government regulations and the

licensing system, which made it difficult to even import computers.

Durnng its eady days, TCS, with a staff of 10 consultants and 200 operators, undertook I'T
consulting assignments with other Tata Group companies. For mnstance, TCS managed the
punch card operations of Tata Iron and Steel Company (TISCO). When the entire initial
money invested by TSL was exhausted, TCS started locking for outside clients to sustamn its
operations. In 1969, TCS bagged the first banking software project — the Inter Bank
Reconciliation Systemn (IBRS) from the Central Bank of India (CBI), one of its eariest clients.
The successful implementation of the IBSS at CBI enabled TCS to get simular orders from 14
other banks. In the next couple of years, TCS also executed orders for mumnicipal authornities

and telephone companies in India.

TCS's first software export project was undertaken in 1974 when 1t converted the Hospital
Information Systemn from Burroughs Medium Systerns COBOL to Burroughs Small Systerns
COBOL. This project was carried out entirely in TCS Mumbai on the ICL 1903 Computer. A
team of more than 12 people delivered this project to their first US based customer, and thus
the Indian Software Export Industry was bom. By rrud 1970s it had spread its reach to Britain,
Switzerland and the Netherlands. In 1979, TCS was the first Indian software firm to open

overseas office in New York.

In 1980, TCS and a sister Tata firm accounted for 63% of the Indian software industry
exports, $4 million shared by 21 firms. New players like Datamatics, Patni Computer Systems

started to evelve in 1980°s. In 1984, TCS set up an otfice in the Santacruz Export Processimg
Zomne (SEEPZ) — Mumbax.

In the 1970s, TCS felt the need to equip itsell with improved technological capabilities. The
company believed that this could be achieved by serving foreign clients, as they demanded
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high quality standards. By executing their orders, TCS felt that 1t could upgrade its technology.

TCS hirst intemational order was from Burroughs Incorporated.

After the positive response from Burroughs, TCS started senously concentrating on the US
market. The company obtained its first big foreign order from the Institutional Group &
Information Company (IGIC), a data centre for ten banks, which catered to 2 mmn customers
in the US. T'CS was assigned the task of mamntaining and upgrading IGIC’s computer systemns.
This was TCS first full-fledged on site project, where its engineers worked in the prermuses of
IGIC.

In 1979, TCS maugurated its first intemational office i the US (New York) under the
leadership of S. Ramadorai. This enabled the company to boost its marketing efforts in the US.
In the same year, T'CS got another major order for developing the accounts recetvables systern
of Amencan Express, one ol the largest financial companies i the US. The successful
implementation of this order significantly enhanced the goodwill TCS had ameong its US
chents. The fact that US companies were also locking for ways to reduce costs by outsourcing
IT projects to low cost service providers also helped TCS. In the 1980s, TCS bagged several
prestigious I'T projects from foreign cornpanies like SEGA.

In 1981, 1 a bid to unprove its R&D skills, TCS founded the Tata Research, Design and
Development Centre [TRDIDC). The centre played a key role in developing world class
products and providing techrucal assistance for its consultants and other employees. In the late
1980s, with mcreasing orders from across the world, TCS felt that 1t was both convenient and
economical for the company to execute orders from India rather than from the customers’
sites located overseas. For this, TICS imported an IBM mainframe machine, IBM 3090, in 1988
to its Chennai office to execute mamnframe related projects. With Chenna as a base, TCS
marketing tearns looked abroad for clients, whose projects could be executed in India at lower
costs. With this, TCS pioneered the offshore development of I'T projects mn India. In 1991,
TCS opened 1ts first Otfshore Development Centre.

The Tata Research Development and Design Centre was established 1n 1981 as a division of
Tata Consultancy Services Limited, India's largest I'T consulting organization. TRDDC is today

one of India’s premier R&D centres in software engineenng and process engineerig.
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Research and development work at TRDDC 1s focused in different groups, each specializing
n a key area of work. Projects of an mterdisciplinary nature are also carmed out. With expertise
in process engineering, software engineenng tools and technologies, advanced techniques, and
in systems engineering methodologies, TRDDC provides solutions within TCS and for major
chients. There is also an ongoing effort to integrate the products into the Eclipse Integration

Framework.

The process engineenng group of TRDDC focuses on modeling and optunization of industnal
unit operations for steel and automotive sector. Successtul implementation of this approach
has produced significant benefits — t.e. efficiency enhancement, productivity improvement,
energy reduction and quality mmprovement — for several mdustral operations. In addition,
TRDDC is also mvolved in the areas of language processing, formal methods, and research on
Artificial Intellipence and Decision Support.

On account of the ongoing diversification effort, the other centers situated in India have also
begun R&D facilities; the centre in Hyderabad, called Advanced Technology Centre (ATC),

carties out work on e-Security related 1ssues and biomnformatics.

513 FACTORS INFLUENCING GROWTH

Another favorable development for TCS was the hiberalization of the Indian economy in 1991.
Several prowvisions, espeaally those relating to the import and export of I'T' goods, were
relaxed. TCS could now import computers whenever it wanted, without the problem of
stnngent and tune-taking licensing procedures. This also enabled the company to handle larger

size orders and increase revenues.

In the mid 1990s, TCS® revenue growth was propelled by the Internet revolution. In 1997,
TCS made 1ts Management Consultancy Division (MCD) which operated independently until
then, a part of its software consultancy division. MCLIY's functional consultants, with expertise
in areas such as Human Resource Development (FIRD), Management Information Systems
(MIS) and Materials Management, offered strategic and operational solutions, working in close

collaboration with software consultants. The company visualizes its future as systemn
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consultants and not as management consultants or computer consultants or a company with
vast resources. The aim 1s to leverage the knowledge base in a specific business and expertise
in technology. Globally, businesses are realizing that no problem has a worthwhile solution
without factoring i information technology. From the TCS standpoint this has to be done to
sustain growth and move up the value chain. In 1998, TCS generated revenues of Rs. 10.83 bn,
representing 11.1% revenue share of the Indian IT industry. Between 1994 and 2000, TCS

revenues grew by a significant 42% per annum.

The company grew by consistently upgrading its skill sets, technology and 1ts infrastructure,
and in the process, developed several new mnovative software products. A unique aspect of
the firm’s style of functioning was that despite being an I'T company, it was run along the lines
of 2 manufactunng concern, with a factory approach. The company managed its new recruits
stmilar to how a manufactuning concern managed the inflow of raw matenal. TCS looked after
its work force like a manufacturing company dealt with its inventories. The company allocated
its work force to its branches spread across the world, similar to a retailing company managing
its stores. TCS introduced the concept of Offshore Development Centers, where TCS
engineers based m India worked on projects for clients abroad and saved costs for both TCS
and 1ts clients. By consistently undertaking and performing good quality jobs for clents at a
fraction of the cost they would otherwise have meurred, TCS put India on the global map and

became a premmuer [T outsourcing destination for companies in the West, particularly the US.

The early 1990s saw a tremendous surge in TCS's business, which led to a massive recruitment
drive by the company. In early and mid-1990s, TCS re-invented itself to become a software
products company. In the late 1990s, to accelerate its revenue growth, TCS decided to employ
a three-pronged strategy — developing new products with high revenue eaming potential,
tapping domestic and other fast growing markets and focusing on inorpanic growth through
mergers and acqusitions. In late 1998, the company decided to concentrate on new revenue

opportunities mncluding Y2K and Euro conversion. E-business was a major area of focus in

the late 1990s.

TCS started a project aimed at removing illiteracy i India with a pilot project in Andhra
Pradesh. In 2001, TCS commussioned the latest 64-bit zSenes eServer from IBM, thereby
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becoming the first organization m the ASEAN and South Asia region to adopt the latest
technology m mamnframe computing. In 2004, TCS became a public listed company. In fiscal
2006 the Company's profit before taxes and exceptional items aggregated Rs. 3,074.35 crore as
compared to Rs. 2,308.65 crore in the previous fiscal 2005 - a growth of 33.17%. In 2006, Tata
Infotech Limited and three wholly-owned subsidianes of the company, namely Airdine
Fmancial Support Services (India) Ltd (AFSL), Awviation Software Development Consultancy
India Ltd (ASDC) and TCS Business Transformation Solutions Ltd (TCS BTS) have

amalgamated with the cornpany.

514 ARFEAS OF OPERATION

The company operates in the following business areas (Refer Table 5.1):

Table 5.1 — TCS: Areas of Operation

Services

Application Development and
Maintenance

Business Intelligence &
Performance Management

Business Process Outsourcing

Engineering and Industrial

Services

Enterprise Solutions (CRM, ERP,

SCM)
IT Consulting services

Client Industries

Banking

Energy and Utility

Financial Services

Life Sciences and Health Care,
Embedded systems

Insurance

Securities trading system

Products

Quartz - Payments Processing
Sclution

FinDNA - Anti Money Laundering
Solution

FNS BANCS - Core Banking
Sclution

EClearSettle - Clearing & Settlement
Solution

Tax Mantra - Integrated Tax And
License Solution

eIBS - Integrated Brokerage Sclution
TIMS - Integrated Insurance

IT Infrastructure Services Mamufacturing Mitpement Syetem
Testing and Quality Assurance Telecommumcations NCS - Custody Services
: OPAL - Integrated Payment and
Retail and Consumer goods Lopaky Catd Solifion
Transportation
Government
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Over time, TCS pioneered several best practices i the Indian I'T industry. The company
followed a unique factory approach m managing its functions mncluding product development,
creating new mirastructure and human resource management. (Refer to Hxhibit 5.13 to see

vertical wise contrbution to revenues of TCS: 2001-07)

515 STRATEGY

For TCS, most of the product research and developrnent was undertaken by its research wing
— Tata Research Development and Design Centre (TRDDC) in Pune. The centre viewed the
development of software products as a capital-intensive activity. TCS had realized from the
very beginning that with technology changing at a rapid pace, 1t was not feasible every tume for
it to write new code from the beginning while developing new applications. Further, the
increasing work force requirements resulted in ncreased costs. TCS felt the need for a set of
standardized tools, which would help develop software products quickly. The company aimed
at reducing development costs over a penod. TCS product development model resembled the
traditional factory set up, where new products were developed using standard tools and

processes, thus reducing costs over time.

The whole 1dea of software engineering 1s to change programming from an indrvidual-centne,
with its inherent stamp of individuality and hence non-standardization, to an industnal one,
where others can easily understand and debug the programs wntten by somebody else.
Creating components, which can be used repeatedly in different projects, thereby reducing

time and manpower required for a project, 1s another feature in the software engmeering.

In developing standardized tools, TCS put to full use the expenence gained by its talented
group of software engineers and consultants. For mstance, m the late 1970s, when TCS
engineers were engaged in the routine task of code conversion, they felt the need to autornate
the process. To solve this 1ssue, a Computer Aided Software Engineenng Pac tool called ‘data
dictionary’ was developed, which did the job of code conversion. This tool was used in the

various projects, which TCS executed in the 1980
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TCS developed many more standardized tools. They mcluded MasterCraft {1999) and Bio
Suite (2004). MasterCralt was used to translate the specifications for a program into a code and
served as a framework for new software development. TCS not only marketed MasterCraft as
a full-fledged product, but alsc used 1t in developing other products. MasterCraft was marketed
as “an integrated set of software tools for the development of medium- to large-scale multi-tier
applications, which helps to organize and manage software development systematically.”
MasterCraft was also used by TCS to develop a product called Quartz, which was a banking
product for the European market. Sirularly, Biosuite was developed for the pharmaceutical
industry, which helped companies and laboratories efficiently extract useful nformation from

huge arnounts of genetic data. TCS also marketed Biosuite globally.

TCS ensured that it created required infrastructure to build IT products on a 1arge scale, so
that product costs could be reduced further through economues of scale. It built state-of-the-
art infrastructure facilities, keeping in mind existing as well as future scaling requirements. The
company had bult software development centers, also known as competence centers, in
various cittes in India. Each centre focused on a specific technology or I'T hardware platform.
TCS allotted its clients to these centers depending upon their technology and infrastructure
requirements. The competence centers resembled those of a rnanufacturing comncern in size
and stafling capabilities. By creating such facilities, TCS successfully adopted the concept of a

soltware factory in the I'T industry.

In October 1997, TCS maugurated a 70,000 sq. feet software development facility in Chennai.
This was named the Y2K factory as it was established with the aim of providing I'T' solutions
to the Year 2000 problem12 (popularly referred to as the Y2K bug). It could accommodate
1000 software professionals. TCS mstalled two large IBM machines costing Rs. 350 mmn at the
facility. It had the most advanced computing lacilities and high-speed telecommumcation links
and was capable of generating 2 mn lines of code per day. The Y2K factory was recogruzed as
the largest software development facility in the world then. The facility helped TCS execute
nearly 80 Y2ZK projects for clhents in BEurope, US, Canada, UK, Australia, New Zealand,
Singapore and Malaysia. Fatlier, TCS had already developed a set of automation tools, which
located and changed the date field in the programs from two digits to four digits. It was after

this that TCS maugurated the facility in which 1its ‘assembly line’ of employees worked on Y2IC
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projects. The Y2K factory became a key money spinner for TCS — it enabled the company to
convert the Y2IC bug into an mcome eamer as TCS could develop code at much lower cost

than several other local and foreign companies working on similar projects.

Apart from the Y2K center, TCS also opened other competence centres such as the Java
Excellence Centre dedicated to the development of Javal3 products and applications. This

centre was authonzed by the US-based company — Key Labs to offer 100% Java certification.

516 HUMAN CAPITAL

TCS followed the factory approach while managing its work force and framing 1ts HR policies
on recruitment, trarung and placement m different locations. The company viewed its
employees as assets, which had to be efficently utilized. TCS semor management constantly
kept track of the wvast intellectual assets, their skill sets, the status of projects on which they
were working and the number of people available for being placed in other projects. TCS
determied its manpower requirements on the basis of mputs from seruor consultants, who
provided information on changes in technology and the potential demand for new IT skills in
the immediate future. This enabled the HR department to plan and schedule recruitment and

traming programs.

TCS took care of every aspect of personnel management, from recruiting to trammng and
career development. The company viewed recruitnent as an ongoing process. To hll entry
level positions, the company picked up candidates from college campuses across the country.
TCS deployed over 50 semor executives, who mamntained contacts with leading educational
mstitutions i1 India. The company combined its aim of recruting software engineers with a
broader objective of improving educational standards in India. It sponsored IT conferences
and serninars in these institutes. The company also engaged i reforming the course

curnculum and teaching methods.

TCS was well recognized 11 the industry for its emphasis on employee tramning. The company
invested a large amount of money on this activity. In late 1997, the company inaugurated a

traming centre 1n Thiruvananthapuram, Kerala, to umpart I'T skills in the latest technology to
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its new recruits. The centre had the capacity to train 600 employees at a time. The atmosphere
resembled a college campus, providing a congemal environment for its fresh- out- of- college-
recruits to leamn. In 1998, TCS spent 6% of its total annual sales on tramning. The tramning

contributed significantly to the quality of the company’s products and its brand image.

Apart from traming, TCS also believed i grooming its employees into consultants and
managers. In their first couple of years at the company, employees were put to work on
different technological platforms and applications. This was inportant for TCS as technologies
and customer needs and preferences changed rapidly. The company did not aim to develop 1ts
employees as specialists, who would become useless once their area of specialization became
obsclete. After two years, according to mdividual performances, the employees were promoted
as systern consultants. The TCS management provided them ample opportunities to go up the
corporate ladder. This approach was different from several I'T companies, who stressed

specialization of their workforces.

Realizing that its workforce dispersed across the world needed assistance and support to adjust
itself to the different working environments and cultures, a voluntary association of wives of
TCS employees, called “Maitree” was established m 2002, This was auned at unparting a
much- needed personal touch to the TCS families. The network of “Maitree” members spread
across the word provided assistance to TCS farnilies i relocating to new places, finding
houses, finding good schools for their children and healthcare faciliies. “Maitree” also
conducted other activities such as social meetings, theatre, adventure sports, trekking and so

on for the families of TCS employees.

The success of TCS’s HR policies could be reflected from the fact that its annual employee
attrition rate was 7.5% in 2000, a low rate, particularly in the Indian context. Business Today,
India’s leading business publication ranked TCS 10th in its list of 25 best employers 1n the
country. The company was recogrized for its ability to attract and retain work force, providing
good opportunities for leaming and development, and for offenng its employees challenging

assignments, mcluding the opportunity to work for Fortune 500 companies.
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5.1.7 KEY FOCUS AREAS

In the late 1990s, to accelerate its revenue growth, TCS deaided to employ a three-pronged
strategy. This involved developing new products with high revenue eaming potential, tapping
domestic & other fast growing markets and focusing on inorganic growth through mergers &
acquisitions. TCS identified high potential areas in terms of technology and industries on
which it would concentrate. For instance, in late 1998, the cornpany decided to concentrate on
new revenue opportunities including Y2I and Furo conversion. A major area of focus in the
late 1990s was e-business. All TCS products and platforms were web-enabled. It also decided
to specialize in e-busmess consulting. The company offered e-business solutions and
consulting in vanous functional processes including customer relationship management
(CRM), supply chain management (SCM), enterprise resource planning (ERP), business
mntelligence, management mformation systems (MIS), customer support services, mntegrated
knowledge management (Groupware) and more. Customers were offered a package of
solutions, which addressed their requirements. Functional consultants tearned up with software

developers to offer custormzed solutions to clhents. With this, TCS projected itself as an end-
to-end I'T solutions provider.[Refer to Exhibit 5.14 for business areas of TCS)

While developing and offering IT solutions, TCS partnered with companies like IBM,
Microsoft and Siebel. This enabled TCS to offer better service to its customers. The
company’s quality e business offerings helped it acquire a number of high profile clients over
the years including GE, KLM, AT&T, Prudential, British Telecom, Mersill Lynch, Xeros,
P&G and more.

Among the vanious industries served by TCS, the company acquired major competence in the
financial services industry, which it had been catering to since inception. TCS developed
products, which addressed the different requirements of the mdustry, in areas such as custody,
brokerage, stock exchange, clearance, settlement and depository products. Tts products such as
Network Custody Systemn (a global custody product), Quartz (a wholesale banking product)
and I'TBS (an integrated total banking solution) had already gamned recognition and finding
more custorners for these products was a part of TCS’ growth strategy. By the late 1990s, TCS

had nearly 250 global customers for 1ts financial services products.
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TCS focused on both domestic and foreign [T software markets. The company identified
govermniment, msurance, telecom and manufactunng sectors as key growth areas m India. TCS
was already a major player in the banking sector, caterning to several leading public sector
banks. In 2002, TCS signed a deal with State Bank of India, India’s largest commercial bank,
which handled 20% of loans and deposits of the banking industry. As per the deal, TCS was
responsible for customizing and implementing its Centralized Core Banking Solution in about
9000 branches of SBI. Considenng the transaction volumes, number of locations and

custorners, it was one of the largest I'T projects in the global banking industry.

In the intemational market, TCS served customers in BFSI (banking, financial services and
insurance), telecom and manufacturing sectors. In each sector, TCS had focused marketing
groups, which looked after every aspect of marketing and promotion activities relating to that
sector. TCS made efforts to establish long-term relationships with its foreign clients. The
company bagged several multi-mullion dollar deals from foreign clients, mcluding the $100 mn
deal with GE Medical in 2002, to supply I'T products and services. TCS signed a contract with
UK?s United Utllities Water to provide complete 1T solutions in a deal worth $30 mn. The
company signed similar deals with the Swedish communication major — Ericsson - and the US-

based Bank of Amenca.

By 2002, TCS was operating in the US, Europe, Asian and other major markets m the world
(Refer Exhibit 5.4 for intemational sales and marketing network of TCS). One of the
company’s most talked about mternational ventures was the setting up of a subsidiary — Tata
Information Technology in China (Shanghai) in June 2002 to execute I'T projects in the region.
The US continued to be a major market for TCS and occupied a significant revenue share

(Reter to Exhibit 5.5 for geographical segments ot TCS).

By agpressively pursuing its global strategy, TCS emerged as one of the wodd’s leading and
fastest growing I'T companies by the beginning of the new millenmurm. Its revenues doubled in
a span of two years durnng the period 1998-2000 (Refer to 5.6 for revenues and export income
of TCS dunng 1998-2000). It also emerged as the fourth largest IT consultancy company mn

the US and Asia’s largest software consultant.
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By the early 2000s, 'TCS was offenng strategic consulting and system integration services to
over 800 clients across the wotld in seven business segments — BESI, telecom, manufactuning
and process industry, retail, transportation, healthcare and utilities. In the fiscal year 2002-03,

over 40% of TCS’ global revenues were denived from the BFSI segment.

518 INTO THE NEW MILLENNIUM

In early 2000s, TCS prmanly focused on acquisitions to grow its business (Refer to Exhibit 5.7
tor the major acqusittions by TCS dunng the penod October 2001 to August 2007). TCS
believes that morgamc growth, such as mergers and acquisiions, would see the company
becoming a global leader sooner than later. To consolidate its leadership position in the
domestic IT industry, TCS acquired 51% equity stake in a public sector company — CMC
Lumited in October 2001 for Rs. 1.52 bn. CMC was a leading infrastructure management,
networking and maintenance company i India. With this, TCS added the business of
government and quality consulting into its service offenngs. To help the company through the

mergers and acquisitions process, TCS created a special M&A cell in December 2001.

TCS entered also nto mutually beneficial partnerships with several IT companies for new
product and market development. In August 2001, TCS teamed up with several leading
companies including Ubiquity, British Telecom, Nortel Networks, National Institute of
Standards and Technology (NIST) and Sun Microsysterns to work on Voice over Intemet

protocol (VolP) technology.

On the mtemational front, TCS set up development centres m several countnes across the
woild to expand its reach beyond the US and emerge as a truly global firm. It set up centres in
the UK, Hungary, Australia, China and Japan. This helped the company to further localize 1its

product/ service offenngs and strengthen its presence in new markets.

With respect to the new business segrnents within India and abroad, TCS concentrated on the
booming bio-mnformatics industry. The company entered into a tie-up with the Centre for
Scientific and Industnal Research (CSIR) in India i June 2002 1n a $1.5 mn project to develop

an end-to-end bio-informatics product for Indian academic institutions. Another area where
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the company concentrated was embedded systems. In January 2003, TCS opened a new
embedded systems division, which mtally concentrated on developing embedded products
such as multimedia search engine and server and other wireless solutions. The company

decided to invest an estimated $6 mn over the next couple of years on this project.

TCS’ efforts in recent years in aggressively pursuing its growth strategy helped it scnpt one of
India’s greatest success stones and earned the company worldwide recognition. TCS
successfully passed through the global technology meltdown in the late 1990s. Its success
could be judged from its improving financials and from the fact that 1t continued its
recruitment drive in the beginning of the new millennium when several other [T comparnies
stopped new recruitment. For the fiscal 2003-04, TCS’ revenues amounted to Rs. 59.395 bn,
an 18.85% growth over the previous fiscal year.

With exports of § 1.2 bn in the fiscal 2003-04, TCS was ahead compared to its competitors —
Infosys ($ 1 bn) and Wipro ($ 854 mn). Though most of India’s leading software companies,
including Infosys, Wipro and Satyarn had a large clientele; TCS led the pack (Refer Exhibit 5.8

for the number of clients of top Indian I'T companies).

In June 2004, TCS formally announced its decision to launch its initial public offering (IPO).
The company aimed to raise between Rs. 42.97 bn and Rs. 49.90 bn through an issue of 55.45
mn equity shares in a price band of Rs. 775 and Rs. 900 per equity share of face value of Rs. 1.
The [PO was a part of the atternpt by TCS to fulfill its vision of becoming one among the top
ten I'T companies in the world by 2010. TCS officials felt that following the IPQO, the
company could more aggressively pursue its mergers and acquisitions strategy and reward

employees through stock options.

Ever since its mception, TCS gave the utmost importance to mamntaiming quality of its
products and services. In the early 1980s, TCS framed 1its internal quality standards to ensure
that its product quality was checked and certified before they reached the clients. Starting from
1993, several of TCS delivery centers were certified as ISO 9001. In 2002, TCS as a whole was
certified as ISO 9001:2000. By 2003, TCS had 16 CMM Level 5 certified delivery centers, with
its Chennai facility receiving PCMM V2 Level 4 assessment. TCS’ global delivery center in
Montevideo, Uruguay received CMM Level 5 assessment in 2003. TCS had more than 2300
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Certified Quality Analysts in its work force. Apart from its external certifications, TCS also had
continuously developed 1ts own quality assessment standards. A more recent development in
this direction was to develop TCS own quality model called 1QMS, which combined several
noted quality standards in the IT industry ke CMM, PCMM, Six Sigma, ISO 9001 and the
Tata Business Excellence Model. In 2004, TCS had started usng 1QMS in its operations with a
plan to make it as an ndustry standard m future. Due to its ability to serve domestic as well as
intemnational clients with comprehensive I'T' solutions, TCS was able to gain a sigruficant edge

over its competitors.

Notwithstandimg TCS rapid growth (Refer Exhibit 5.9) in the past, analysts expressed doubts
about whether this momentum could be maintained m the future. The company was
witnessing declining revenue growth since the late 1990s. Its growth rate of revenues had
decreased from a high of 56% in the fiscal 1998-99 to 19.97% m 2002-03 and further down to
18.85% in 2003-04. Analysts cornmented that T'CS had witnessed high revenue growth in the

late 1990s partly because of the depreciating Indian currency as compared to the US dollar.

519 ENVIRONMENITAL THRFEATS

TCS was viewed by analysts as a company which was aggressive mn pricing, but very slow in
decision making. [t was also considered to be conservative, especially in disclosing its future
plans to the media and general public. TCS was descnbed by media as ‘India’s best kept secret.
However, analysts felt that after the [PO, the company had to bong in more transparency in its

operations.

TCS had several 1ssues to address. A serious challenge which the company faced was the
business process outsourcing (BPO) backlash mn the US. Several states in the US had been
bnnging legislations to ban outsourcing, pomarily to protect the mterests of local citizens.
Since TCS was banking on BPO as one of its key growth areas, the opposition against BPO
could prove costly for the company. In January 2004, the state of Indiana had cancelled a §
15.4 mn I'T services contract with TCS. Nevertheless, the company frarmed a strategy to deal
with this 1ssue. They have a short term, medium term and long term response to the backlash.

In the short termn, they take extra care of compliance with all regulatory 1ssues. In the medium
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term, they are ready with global delivery centres to finish projects in case restrictions are put on
visas and movement of people. In the long term, they are locking at the potential of WTO

negotiations for globalization of services.

TCS faced fierce competition from domestic as well as foreign companies. An area where TCS
lagged behind domestic I'T majors like Infosys and Wipro was the revenue contrbution from
offshore assignments. For a company which pioneered the global offshore delivery moedel in
India, the offshore revenue contmbution for TCS was considerably low at 36% of its total
revenues as compared to 49% of Infosys and 42% for Wipro for the fiscal 2003-04. Lower
ottshore revenues resulted in lower operating profit margins, and this had a negative impact on

TCS’ bottom-line vis-a-vis its competitors.

Another 1ssue for TCS was its heavy reliance on fixed price I'T projects. For the fiscal 2003-04,
the fixed price projects contnbuted to 56.3% of the company’s total revenues, as against 36%
for Infosys and 27% for Wipro. Though this reflected positively on TCS’ project management
capabilities and systemns matunty, there were higher nsks associated. In case of any delay on
part of TCS m executing these projects, the extra cost mcurred had to be borne by the

company. This could seriously affect its profitability.

Foreign IT majors like IBM and Accenture had built a substantial base i India and had a
much larger presence across the world compared to TCS. IBM had been fast expanding its

business in India, posing a threat to TCS” domestic market share.

5.1.10 MILESTONES

In 2005, TCS received an application maimntenance project from ABN AMRC worth US§250
million, which is the second largest deal signed by an Indian IT Company (Computer Busness
Rewien, 235an-2006). TCS has successfully implemented E-governance projects in the varnous
states like Andhra Pradesh. TCS has also won several multi-million dollar deals in the domestic
market. One example is the $250 Mn deal with Tata Teleservices.
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The company has recently done some strategic acquisiions like FNS, Tata Infotech &
Comicrom which will boost its offenngs to the market. The integration with Tata Infotech was
completed on February 1, 2006. TCS was featured extensively in the British wnter Mark
Kobayashi-Hillary’s bock Outsourcing to India: The Offshore Adwvantage. TCS topped the list
of top 10 best performing IT Services providers worldwide for 2006 as rated by the IT
business publication Global Services. (MSN, 07 -Febuary-2007)

TCS currently has 19 labs spanning across 4 countnes. Many of the labs, including the
TRDDC, are located in India. The most recent lab however 1s the TCS Innovations Lab,
located in Peterborough, UK. This new lab works as a central hub to the other 18 TCS
Innovation Labs, making use of the ideas and innovations created m these labs and brmging

them to one collaborative location.

TCS Innovation Labs-Web 2.0 focuses exclusively on trends in the consumer intemet space
and explores the implications of these trends on enterprises. The lab works on a range of areas
from social software and enterprise mash-ups to co-creation platforms and nch internet

applications.

5.111 GLOBAL DELIVERY MODEL

TCS has trademarked what it calls a global delivery model. This model i1s contrasted with an
offshore outsourcing model in the sense that the two models differ in terms of matunty of the
model. "Offshore outsourcing” models typically involve taking pieces of work and sending
them to an offshore group. "Global delivery” models are much more holistic in approach,
evaluating the best location — onsite, offsite, or offshore — to do the work and provide the
optirnum mix of professionals. The flexibility of global I'T delivery mmakes it more viable in
today's marketplace, and smart organizations are realizing the full value equation ol global
delivery, mcluding quality and productivity improvement, cost reduction, scalability and speed
to market advantages. Defined projects work best in the offshore model. For example, Y2IC
wotk, which was the start of the offshore boom, was very well suited for offshore outsourcing.
However, more complex, ongomng projects, such as software application development,

application testing and soltware application maintenance are better suited for a mature global
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delivery madel. BPO efforts lend themselves very well to the global I'T delivery model as well.
Projects where the requiremnents or desired busmess outcomes are not clear or cannot be

clearly articulated, they present tough challenges when attempted in a global delivery model.

Basically, a GDM 1s the ability to capture knowledge and speaifications, smoothly transition
them to offsite developers, and re-integrate the results at the client on-site location. The model
requires several individual components to work well. These mclude knowledge
capture/playback confirmation, houry/nightly handoffs often on a 24x 7 basis, quality control
and continuous improvement efforts, staff mobilization/demobilization as efforts scale up and
down, onsite and offsite staft logstics, staft recruitment, training and retention, expense and
time billing for teams across borders, demanding standards for secunty/business
continuity/ telecommunications connectivity at the offsite locations. TCS has honed this
capability over a decade over hundreds, if not thousands of client engagements. [t is part of 1ts

fabne. And tlus model often acts as a differentiator and competitive advantage for the
company. (Refer Exhibit 5.10)

Geographical spread — national

Currently (2006), TCS has branches in the following Indian cities: Bhavnagar, Mumbai,
Chennai, Kolkata, Delhi, Hyderabad, Bangalore, Thiruvananthapuram,Lucknow, Ahmedabad,
Pune,Nagpur, Jamshedpur, Gandhinagar, Coimbatore, Kochi, Gurgaon, NOIDA,
Bhubaneswar, Nabadwip and Goa.

Geographical spread — global (Refer Exdubit 5.11).

Africa: South Africa

Asia (outside India): Australia, China, Hong Kong, Indonesia, Japan, Malaysia, Saudi Arabia,
Smgapore, South [Korea, Taiwan, UAR

Europe: Denmark, Fmland, France, Gemmany, Hungary, Iceland, Ireland, Luxembourg,

Nethedands, Norway, Portugal, Spain, Sweden, Switzedand, United Kingdom

North Amenca: Canada, Mexico, USA
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South America: Arpentina, Brazil, Chile, Colombia, Ecuador, Uruguay.

5.1.12 BUSINESS IMPACT OF IT: INDIAN CONSULTING
COMPANIES

The NASSCOM - McKinsey Report 2005 estimates that the Indian IT industry has only
addressed 10% of a potential market size so far. The report also predicts that innovation by
industry players in India can accelerate the industry growth. It also predicts that growth is
expected to be drven by traditional industries (c.g. retail, banking) and cross-industry
functions. The Americas are expected to remain the largest market for services accounting for
a little less than 60% of global spends through 2005-09 with emerging opportunities in Latin

Amenca and Fastem Burope.

These reports validate the Company's growth strategy. It continues to grow mn multiple
geographies such as Eastern Europe, Latin Amenca and China, with a special focus on the
North Amencan and Buropean markets. TCS expects that its global network of marketing
offices and alliances will enable the Company to exploit the opportunities presented in the

rnarketplace.

In India, the success of software industry can be attnbuted to the excellent tearnwork between
the Government and the Industry. The Government of India has announced I'T as a thrust
area. Accordmgly, it has provided a liberal policy framework for the sector, ncluding fiscal
benefits, availability of high speed data communications and infrastructure and has ensured
almost red-tape-free systemn. The fiscal benefits include Special Econormic Zones, Software
Technology Park schemes, zero import duty on software, and 100% exemption on profits
from software exports (after a powerful lobbying by NASSCOM, in 1991). The major sectors
which are witnessing a special thrust for adoption of IT are: Govemment administration,
Insurance, Banks, Energy, Financial Institutions, Defense, Public Tax System, Ports, Customs,
Telecom, FEducation and Small Office/Home Office / Individuals. Large sectors with slow IT
penetration rate, such as textile mdustry and healthcare, are being encouraged by the
government and the prvate sector to adopt IT. Indian government is working towards the

goal of “I'T for all” by 2008.
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I'T software and services industry 1s treated as a Praority Sector by banks. Major banks have
created specialized IT financing cells in mnportant branches, where IT Software and Services

units are sufficiently large 1n number.

From govemments to the pnvate sector, increased spending i technology and government
support has been a crucial part of TCS remaining competitive and efficient. It launched India's
first rission-mode e-govemance project, MCA-21, for the Ministry of Company Affairs, as
well as used 1ts skills to create an autormnated solution for the National Rural Employment

Guarantee scheme that reduces waste and corruption.

Compulsory insistence of ISO-9000/SEI level-5 Standards or equivalent, certified by one or
more competent certification agencies m India, by Govemment, has been a major doving

force behind the company’s increased focus on quality.

In India, the Intellectual Property Rights (IPR) of computer software 1s covered under the
Copynght Law, hence, protected under the provisions of Indian Copyright Act 1957, Major
changes to Indian Copynght Law were mntroduced m 1994, making it one of the toughest in
the world. This has helped protect the assets of [T cormnpanies.

TCS 1s a part of National Skills Registry (NSR) - a centralized database of all employees of the
IT services and BPO companies i India. The objective of NSR 1s to improve recruitment
practices in IT and BPO mdustry, which will in tum help m mamntaming India's global

competitive advantage.

India exports software to over 102 countnes around the globe. Leading product companies
such as Microsoft, Oracle Corporation, Cisco, SAP and Adobe and service companies like
Accenture and Capgemini have set up development centers in India. India has more than 1000
domestic IT service providers and the software exports account for a substantial amount of
India’s total exports.(Refer Exhibit 5.12 for NASSCOM report on Indian IT industry

potential)

The I'T outsourcing environment 1s changing, favonng the offshore players. The customers are

splitting the deals mto smaller parts, giving them to multiple-vendors. This 1s benetiting Indian
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comparies like TCS as it is a strong candidate for the off-shoring part of any deal. According
to outsourcing consultant, TPI, out of the deals tracked in 2004, 40% of IT services had an
offshore component. TPl has seen a 10-fold jump 1 value outsourced to Indian off-shore

vendors over the last two years.

TCS has proved its ability to compete with global mants like IBM and Accenture by bemng a
joint contractor in the ABN Amro deal, one of the biggest outsourcing deals in Europe worth
€1.8bn ($2.2bn).(Financial Times, 02-Septermber-05). Through this deal TCS has caught the attention

of top infotech companies of the world.

The growth of the Indian software mdustry can be attributed to some of the factors unique to
Indian system in companson to MNCs of the developed countnes. These factors include
availability of cheap labor, favorable dollar to rupee exchange rate, large scale availability of
skilled, qualified and well traned manpower backed by organized software industry.

5.1.13 BUSINESS SIANDING OF ICS

TCS 1s trying hard to move up the value chain by expanding service offerings, deepening
domain expertise, adding new vertical segments, and broadening its client base. TCS finds it
challenging to differentiate with other Indians I'T' companies as well who are larpely alike in
service olfenngs, prcing, workforce quality, skill set, execution delivery, and client servicing.
As the size and complexity of the projects increase, TCS will be required to take more nsks.

For the larger deals 1t will have to compete with the top global players.

The Company’s global Networtk Delivery Model has given them unparalleled execution
capabilities across the word and has greatly enhanced their ability to consult and execute
multi-location, complex engagements. This model has resulted in setting up near-shore centers
in North Amernica, Europe and Asia-Pacific, regional development centers m Hungary,
Uruguay and Brazil and a global development centre in China, in addition to India. As part of
the Global Network Delivery Model, these delivery centers across the world work round-the-

clock collaborating with each other effectively to deliver real business results to customers.
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Customers have the flexibility to choose from onsite, near-shore, and offshore options that

best suit their business needs.

TCS has exarnined growth via mergers and acquisitions that are a strategic fit, complement its
capabﬂities and extend 1its portfolio of offerings. The company 1s also participating n
intemational programs and partnening with leading research mstitutions to pioneer next

generation services.

In 2006, 1t has acquired Comicrom S.A., Chile, Financial Network Services (Holdings) Pty Litd,
Australia (FNS) and Swedish Indian I'T Resources AB (SITAR] through its subsidianies. The
Company has set up two subsidiaries, viz. TCS FNS Pty Limited in Australia and Diligenta
Limuted m the UIL It has also set up other subsidianies such as Portugal Unipessoal Limitada
i1 Portugal, Tata Consultancy Services Luxembourp S.A. in Luxembourp and Tata
Consultancy Service Chile Lirnited in Chile. The Company has 49 subsidianes as on March 31,
2006. In March 2006, the Company, through its subsidiary Diligenta Limited (Tiligenta)
acquired, on a going concern basis certain businesses of Pear Group Services Limnited (‘Pearl’).
The acquisition included specified msurance contracts and claim administration business and
assets including goodwill and know-how. The Company has entered into a Joint Venture
Agreement with the Intelenet Global Services Ltd. For the blockbuster GM deal, TCS 1s tying
up with EDS to bid for parts of the business.

In February, 2007, TCS kicked off a Joint Venture in China with Microsoft and three Chinese
entities, which 1s bemng seen by analysts as an emerpence of a major force m the global [T

services market.

5114 TRENDS AND IMPACT

3.1.14.1 Trends

As can be seen [rom the above data, some defimte trends emerge:

a. The main chunk of busness comes from overseas with the Indian market constituting

only about 10% of total revenue.
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b. 'The Energy and Utilities vertical business, though 1s a focus area, but 1s a relatively
small focus area (less than 5%). Consequently, the technologies that lead to business
transformation will be implemented at slower rates or mncrementally by a varety of

companies for the firms in this sector.

According to a March 2005 IDC report, (Refer Exhibit 5.15) the global services market is
potsed to grow at a compounded annual growth rate of 7% over the next 5 years to § 803.9
billion in 2009 from $ 573.1 billion in 2004. In the calendar year 2005, the industry is expected
to grow by 6.3% to § 609.1 billion. Gartner expects worldwide IT spending to increase by

5.6% with the I'T' Services market growmng by 4.69% i 2005 (Gartner Dataguest Market Databook,
March 2005 Update).

The following chart outlines the total estunated services spending wordwide by service

segrments from 2004 to 2009, along with the corresponding compounded annual growth rates.

The United States is the region spending the largest amount for services globally and 1s
expected to grow at a CAGR of 7.1% to § 355 billion at the end of 2009. Latin America,
Eastern Europe, Middle East, Africa and Asia/Paafic are regarded as major growth points.
The US and Western Europe will continue to constitute 76% of the spending m 2009 (down
1% from 77% as in 2004).

5.1.14.2 Impact
As per NASSCOM published “Strategic Review 2005 — The Industry in India”, off-shonng

will continue to increase over time with offshore penetration expected to mcrease from 6.3%
in 2004 to 8.8% by 2007 of the global I'T services and BPO market. In CY 2004, § 39.6 billion
was estimated to be off-shored to countnes like India, Canada, China, Mexico, etc. with off-
shoning to India estimated at $17.2 billion. In CY 2008 overall offshore sourcing 1s expected to
be § 94 billion 1 CY 2008. Off-shonng to India is expected to grow to $ 48 billion by CY
2008. According to the NASSCOM Market Intelligence Service report, May 2005, on
Engineening Services, the worldwide market for outsourced engineenng services was § 12
billion 1 2003 and 1s forecast to grow at a CAGR of 12.2%. Close to 65% of revenues in
ITES-BPO space being oft-shored to India 1s done to captive units set up by companies in

India. Over time, readiness to outsource to third party vendors, even in ITES-BPO 1s expected
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to increase. Revenues to Indian IT services and ITES-BPO companies have mcreased at a
faster rate than the global growth seen in these segments and 1s expected to continue domg so.
The ‘India’ advantage 1s expected to continue in the global markets. Domestic I'T services and
software and I'TES-BPO market has increased from § 1.9 billion m FY 2000 to § 4.3 billion in
FY 2005 (E), a CAGR of 17.7% over the period and 1s expected to show strong growth going
forward. (Refer Exhubit 5.12). These reports from reputed research firms corroborate the
wortking strategy of TCS. TCS has grown in multiple geographies, with special emphasts on the
North American and European markets. They have been eatly movers and one of the first to
establish operations in Fastern Furope, Latin Amerca and China. However, the major portion
of revenues are largely denominated i foreign currency, predominantly US$, GBP and Euro.
Given the nature of the business, a large proportion of costs are denominated in Indian

rupees. This has the effect and potential to inflate to profit/loss due to currency fluctuations.

5115 EXHIBITS

Exhibit 5.1- TCS — Consclidated Statements of Income (2001-04)

Fiscal Year ending March 31 2001 2002 2003 2004
(in Rs. mn)
Income
Consultancy Services 30,058 40,325 48,257 57,468
License of Software Packages 559 810 890 951
Other Income 781 520 828 976
'Total Income 31,398 41,655 49,975 59,395
Expenditure
Employee Cost 6,508 7,598 10,127 12,273
Operations and other Expenses 15,000 18,765 25,338 28,969
Total Expenditure 21,508 26,363 35,465 41,242
Profit before Interest, Depreciation, 9,889 15,292 14,510 18,153

Extraordinary/Exceptional  Items,
and Foreign and Indian Taxes

Interest 78 45 152 93
Depreciation 679 783 929 1097
Profit before Extraordinary/ 9,132 14,404 13,430 16,963
Exceptional Items and Foreign and

(Prior Peniod)/Excess Provision 329 267 (158)

Extraordinary Items 102 (1,164

Profit before Foreign and Indian Taxes 9,461 14,731 13,374 18,127

Provision for Foreign Taxes
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Current Taxes 1,330 2,202 1,963 1,581
Deferred Taxes 75 (344 101
1,330 2,277 1,619 1,682
Profit Before Indian Tax (before 8,131 12,454 11,755 10,445
restatement)
Total restatement 589 (838) 595 27
Profit before Indian Tax (after restatement) 8,721 11,616 12,350 16, 473
Provision for Indian Taxes
Current Taxes 96 220 571 486
Deferred Taxes - (54) 15 14
Profit after Indian Tax (after restatement) 8,625 11,450 11,764 15,973
Source: TCS Red Herring Prospectus, July 2004.
Exhibit 5.2- TCS — Statement of Assets and Liabilities (2001-04)
Fiscal Year ending March 31 2001 2002 2003 2004
{(in Rs. mn)
A. Fixed Assets:
Gross Block 6,619 9.1 8,315 10,034
Less: Depreciation (4,018 (4,626) (4,979 (5,113)
Net Block 2,600 3,280 3,337 4921
Capital Wotk-in-Progress/Capital Advance 406 104 306 231
3,006 3,390 3,642 5,152
B. Investments 173 3,562 4,140 3,131
C. Current Assets, Loans and Advances
Unbilled Revenue 26 (1,144 (49) 2,581
Sundry Debtors 6,941 8,795 11,344 9,644
Cash and Bank Balances 252 1,667 538 633
Loans and Advances 4,535 3,933 5,568 10,233
11,754 13,251 17,401 23,080
D. Liabilities and Provisions
Secured Loans 220 3,237 5,686 4,108
Unsecured Loans 207 470 1,147 2,719
Current Liabilities and Provisions 5,214 4,109 5,404 6,484
Deferred Tax Liability 479 135 236 =
5,731 8,295 12,371 13,546
E. Networth 9,202 11,909 12,812 17,816
. Represented by Tata Sons Limited 9,202 11,909 12,812 17,816

Source: TCS Red Herring Prospectus, July 2004.
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Exhibit 5.3— Balance Sheets of TCS since it went public

Fiscal Year ending March 31 2005 2006 2007

A. Fixed Assets:

Gross Block 10,411 11,698 12,504
Less: Depreciation (1,329) (2,574 (3,434)
Net Block 9,082 9,124 9,070
Capital Work-mn-Progress/Capital Advance 1,203 2,800 7,930
10,285 11,924 17,000
B. Investments 14,044 19,635 32,520
C. Current Assets, Loans and Advances
Unbilled Revenue 760 354 5,239
Sundry Debtors 14,635 23,266 27,998
Cash and Bank Balances 1,207 1712 5,571
Loans and Advances 6,008 11,079 13,569
22,610 36,411 52,377
D. Liabilities and Provisions
Secured Loans 4.588 10,148 11,134
Unsecured Loans 1,447 5,476 2,504
Current Liabilities and Provisions 7,143 11,719 16,899
Deferred Tax Liability 643 389 717
13,178 27,986 30,926
E. Networth 33,761 39,984 70,971
L. Represented by Tata Sons Limited n.a. n.a. n.a.

Source: TCS Annual Reports

Exhibit 5.4- International Sales and Marketing Network of TCS

COUNTRY/CONTINENT NO. OF OFFICES YEAR OF
ESTABLISHMENT
United States and Canada 50 Since 1976
UK and Ireland 3 Since 1975
Continental Europe 20 Since 1985
India 50 Since 1968
Central and 8 America 3 Since 2002
Middle East and Africa 4 Since 1981
Asia-Pacific 9 Since 1992

Source: TCS SEBI Document, 2004.
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Exhibit 5.5- Geographical Segments of TCS

Geographical % of revenues % of revenues March-
Segments (2001-02) (2002-03) December 2003
Amencas 61.1% 59.3% 63.6%
Europe 20.7% 20.0% 19.4%
India 11.9% 14.8% 12.5%
Others 6.3% 5.9% 4.5%

Source: TCS SEBI Document, 2004

Exhibit 5.6- Revenues and Export Income of TCS (1998-2000) (In Rs. bn)

YEAR REVENUES EXPORT
1997-98 10.83 9.55
1998-99 16.90 15.18
1999-G0 21.15 18.20
Source: Dynamic Progress, Fortune India, January 31, 2001,
Exhibit 5.7- Key Acquisitions 2001-2007
COMPANY/ACQUIRED FROM | MONTH AND DESCRIPTION STAKE
YEAR
CMC Limited from Government of October 2001 | Government owned [T 51%
India company
WTI from International Finance December 2003 BPO 20.67%
Cotporation, USA (made 100%
by 20Mar 31
2006)
Airline Financial Support Services frem|  January 2004 Aurline back office unit, 75%
Swiss Airdines BPO
Awviation Software Development March 2004 Consultancy and 51%
Consultancy India Ltd [ASDC) soluttons 1 Awviation
from Singapore Airlines mndustry
Phoenix Global Selutions (India) July 2004 Insurance-domain 100%
Povate Lumited consulting and solutions
company, BPO
Comicrom S.A. Chile November Back office BPO 1n BFSI 100%
2005
FNS, Australia October 2005 Banking solution 100%6
Swedish Indian IT Resources, Sweden May 2005 Telecom 51%
TKS-Teknosoft, Switzerland Aprl 2006 Banking solution 100%
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TCS Management PTY Ld., Australia November Consulting 100%
2006
Exhibit 5.8- Number of Clients of top [T companies (MAR 31 2004)

TCS Infosys Wpro Satyam
All Clients 491 357 332 301
$1mn - $5mn 147 130 126 77
$5mn-$10mn 50 48 43 26
$10mn-$20mn 26 a3 Nil 13
> $20mn 16 10 Nil Nil

Source: Equity Research reports, TCS — Right Priced? Businessworld, Aug 02, 2004

Exhibit 5.9- TCS Growth over the years
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Exhibit 5.10 — Global Delivery Model of TCS
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Exhibit 5.11 — Global Delivery Centres of TCS
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Exhibit 5.12- NASSCOM Projections for Indian [T mdustry

Indian IT-BPO Exports: Growth Rates and Projections
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Exhibit 5.13— Vertical Wise Contnbution to Revenue of TCS: 2001-07
Business %oof %oof %oof %oof %oof %0of %oof
Segments revenue revenue revenue revenue revenue revenue revenue
from from from from from from from
internatio | internatio | internatio | internatio | internatio | internatio | internatio
nal nal nal nal nal nal nal
business business business business business business business
2001-2002 | 2002-2003 | 2003-2004 | 2004-2005 | 2005-2006 | 2006-2007 Q2-2007
BFSI 44.6 42.7 40.7 34.8 38.77 43.89 43.3
Manufacturing 18.8 20.5 20.5 17.0 15.97 12.72 12.7
Telecommunic 15.7 14.4 15.7 14.6 14.78 16.09 17.8
ation
Life Sciences 0.7 2.3 3.4 4.0 4.3 4.6 5.6
and Healthcare
Retail and 7.0 6.9 6.7 5.8 5.0 5.9 7.6
Distribution
Transportation 4.8 5.0 4.2 4.2 3.6 37 4.4
Enerpy and 1.1 1.9 2.5 3.0 2.5 3.0 2.5
Utilities
Others 7.3 6.3 6.3 7.9 9.2 9.9 6.1

Source: Think Build and Operate — The TCS E-Business Strategy, www.bcs.org and www.tcs.com

Exhibit 5.14— Business Areas of TCS

E-Commerce and Internet Services: TCS offers end-to-end e-commerce and Internet

services, mcluding strategy, implementation and total outsourcing. These include secunty
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consulﬁng and audits, intranet and extranet applications, website and content development,

content management solutions, Web hosting and ASP services.

Enterprise Resources Planning (ERP): ERP solutions integrate key business and
managerment processes, providing a high-level lock to an orpamzation’s business. ERP
mntegrates fragmented business operations, replacing multiplicity of legacy systems. TCS
provides ERP solutions at all stages of the Lifecycle such as enterpnise vistoning, best practices
evaluation, gap analysis, package selection, prototype development, organization design and
data conversion and migration. TCS has alliances with leading ERP vendors like SAP and
Cracle with sub-practices dedicated to each of these products, which helps sharpen focus.
Customer Relationship Management (CRM): CRM solutions enable companies to select,
acquire and retan long-tenm relationships with customers. These span the re-engineenng of
customer-centnic processes along with the design, development, implementation and
maintenance of packaged solutions. They also cover the automation of these processes and
solutions. Backed by strong domain expertise, TCS has been offering CRM solutions focusing
on Marketing Automation, Sales Force Autornation, Contact Centres and e-CRM.

Supply Chain Management (SCM): TCS offers end-to-end solutions for supply chain
planning, procurement, execution and collaboration by way of packaged software
custormsation or custormn-built solutions. TCS specializes mn implementing leading SCM
products 12, SAP APO, Manugistics, Anba and Oracle, using well-defined and proven
methodology.
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Business Intelligence (BI): Business mtelligence and deasion support systemns help keep
complex information up-to-date 1 a dynamic business environment. TCS offers Business
Intelligence solutions to a varety of industnes, ranging from financial services to fasttmoving
consumner goods; and from large-scale enterpnse-wide data warehousing projects to multiple
mtegrated data marts. Services part of this area are business intelligence, strategy planning, gap
analysts, data warehousing, data modelling, data extraction and mmugration.

Enterprise Applications Integration Services (EAI): Within the e-business world
becoming increasingly complex, 1t 1s unperative that state-of-the-art business processes are
cohesively enabled by a seamless undetlying IT infrastructure. Further, the Intemet
phenomenon 1s foreing companies to transform and exploit their I'T systems, re-design their
processes to be more responsive and flexible to ensure better co-ordination among customers,
suppliers, trading partners and other business entittes. This transformation demands
application and process integration both inside and outside the enterprise. EAI tocls and
technologies address the unique challenges that this poses. TCS offers end-to-end services by
way of custom-building solutions or through packaged software customisation and
mmplementation. Among EAI tools, TCS has a special focus on industry leaders MQSI, Tibco,
Seebeyond e-gate and Webmethods. TCS also assists customers m integrating their ERP
software with other applications such as CRM and SCM and in Web-enabling legacy systerns.

Exhibit 5.15— IDC Report: Growth of Global Services Market
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5.2 Case Analysis 1: Balfour Beartty (TCS Case-1)

The UK utilities and infrastructure industry 1s set to capitalize on the 2012 London Olympics
i1 a big way. It 1s already one of the UK’s most inportant economic sectors, with 250,000
firms employing more than two million people and representing, according to the DTI, eight
per cent of gross domestic product (GDP). The Labour government’s cornmitment to national
infrastructure renewal i the form of the Prvate Finance Imtiative — of which there was nearly
£40 billion 1n projects up until the start of last year, a lot going to new schools and hospitals —
means that the pressure to deliver quality solutions 1s high. But the industry as a whole has
been slow to embrace I'T. Conservative estimates are 5 to 10 years behind mainstream
commerce, partly because of the demographics of the industry and partly because of the
mobile nature of the work it does. This 1s reflected i the type of average salanes in I'T in thus
area, which last year were equivalent to posts in the education area, and well behind the
remuneration of I'T' professionals in financial services and computer services — £50,000 versus
£30,000. But construction firms, particulardy the larger ones, are beginning to take information

technology more senously and are realizing significant benefits as a result.

In the past this industry has had a poor reputation generally. One industry estirnate in 2006 put
73 per cent of projects running over budget and 50 per cent of errors coming down to poor
nformation. Partly due to the [ragmented nature of the industry, where teams of contractors
pull together tor short periods, it’s been historically ditficult to tie together disparate business
functions. But consclidation in the field — particularly at the higher end — as well as increased
IT mobility and a realization that computers, seen as just for offices, can have a real

contribution to make onsite, 1s chznging the situation.

As the industry edges nearer to the 2012 Olympics prize and the large infrastructure projects in
London continue, a growing number of executives, mcluding I'T' professionals, are entenng
compames 1 the construction sector from other industnes. These people tend to be more
familiar with tier one ERP providers such as SAP and Orade and thus are less likely to
patronize the miche players that have tended to dorminate the sector, such as Comns and others,
Another significant factor here 1s Oracle’s acquisition of PeopleSoft and JD Edwards, which
has gven 1t further ‘cntical mass’ m the sector, and doubled the number of Oracle

construction clients in the UK Construction 100 list. While ERP 1s gaining more acceptance as
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a central coordinating platform in the field, other business processes are also changing, with
greater use of off~site fabnication m a bid to reduce onsite problems, cost and tune. This 1s
seen by observers as leading to greater interest in supply chain management systems,
collaboration tools, especially to support the design process, more deployment of 3D and co-
ordination techniques mn CAD and, mterestingly, more adoption of mobile applications for the
collection of data onsite. One such example 1s McNicholas, which has given mobile devices

with a customized work-time management application to 800 of its staff.

5.2.1 COMPANY BACKGROUND

Balfour Beatty Utility Solutions was established mn 2007 following the merger of Balfour Beatty
Utilities and Balfour Beatty Power Networks, forming the largest utility solutions provider in
the UK. Balfour Beatty Power Networks grew from two long established companies in the
UK, an electrical contracting company formed in 1899 by James Kilpatnck and an engineering
company Balfour Beatty, formed in 1909. Following decades of growth the companies were
first linked in 1949 as James Kilpatrick and Son Ltd share capital was bought out by Power
Secunties whose main subsidiary was Balfour Beatty. Acquired by Batish Insulated Callender
Cables, James Kilpatnck and Son Ltd and Balfour Beatty became Balfour Kilpatnck in 1971.
In the year 2000, Balfour Beatty Power Networks emerged as an independent company once

more and doubled its turmover in this penod; establishing a sigmficant power business in the

UK and abroad.

During the last decade Balfour Beatty Utilities was born out of two companies, John Kennedy
and Kenton Utilities & Development Limited. In 2001 and 2002 Balfour Beatty acquired John
Kennedy and Kenton Utilities respectively. With effect from 1st January 2003 Balfour Beatty
Utilities was formed as a new operating company, to integrate the gas and water utility services.
The company provided a complete asset management solution to most of the major utility
comparues m gas, clean water and wastewater sectors. They also help clients mamtain, repair
and refurbish their utilities network across the UK. Balfour Beatty 15 a world-class engineenng,
constructiorn, services and mvestment business, well positioned in the mfrastructure markets

which offer significant long-term growth. George Balfour, a Scot mechanical engineer, and

Umversity of Petroleum & Energy Studies Page 187



Business Transformation through IT

Andrew Beatty an English chartered accountant who founded Balfour Beatty in 1909
descnbed their company as "general and electnical engineers, contractors, operating managers

for tramways, railways and lighting properties and for the promoting of new enterprises.”

Balfour, a leading solutions provider to water, wastewater, gas and civil engineening comparnies,
1s set to cut operating costs by £1.5 million each year after commissioning Tata Consultancy
Services (1'CS) to build an mtegrated, business and work management systern. Balfour Beatty
Utilities Lirmited (BBUL) 1s a leading solutions provider in distmbution asset management to
the UK utilities sector.  Wortking in the water, wastewater and gas industrnies, BBUL has long
term partnerships with many of the UK's major utility compantes, including Yorkshire Water,
National Grid and United Utilities. The company delivers solutions for all types of new lay,
maintenance and rehabilitation projects, mcluding water network repair and mamtenance,
replacement and reinforcement of gas mains, and sewer construction and renewal. Balfour
Beatty Utilities 1s an Operating Company of Ballour Beatty ple, the ffteenth larpest
construction company in the world, and the second largest construction company in the UKL
Balfour Beatty serves the international markets for rail, road, water, gas and power
infrastructure, buildings and complex structures. It topped financial forecasts with a 25 per
cent rise i annual profits on the back of record order books for its full 2005 financial year.
This was followed by a 19% nse in 2006. (Refer Exhibit 5.16 for the revenue growth since
2001}. The company 1s made up of around 18 different businesses, operating i a number of
markets, mcluding avil engineening and energy, road and rail services and construction.
Balfour Beatty’s long-term strategy 1s to work on sustamnable projects, like infrastructure

developments in road and rail links, which need long term support.

522 EXISTING [T LANDSCAPE

Balfour Beatty 1s a company that employs 2,300 people and has won long-term contracts with
many blue-chip customers. The focus of the company was on consolidating back office and
customer-facing processes on an ERP platform — thus building a technology foundation on

which they could subsequently evolve and build as their needs grew.
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Balfour Beatty Utilities was using several disparate technology platforms and applications to
run 1ts busmess and manage each of the 25 customer contracts it operates at any one tune.
Lack of mntegration had resulted in disjointed processes, often with manual dependencies, and
high operating overheads. The company wanted to mtroduce standard processes for all
contracts, cut overheads through automation, enhance quality through best-practice ways of

working and raise productivity and performance by leveraging the skills of its workforce.

The company felt the need to mtegrate its processes and departients on a cornmon platform.
They felt that this would enable them to streamline operations. They commenced a search for
a consulting company that could help them in achieving this — in terms of selecting the
common plattorm as well as deploying it tor them. The following basic critena were laid down

for this. (Refer Table 5.2 for a list of the cnitena for selection.).

Table 5.2 — Criteria for selection of consulting company

Expertise on a vanety of vendor systerns and environrments

Core competency m providing tumkey solutions mangmg from consultancy, design,
developrnent, custormization, deployment, perforrnance—testing and on—going support

Prior utility dormain expenence

Ability to bring business practices used by the most successful companies to the table

Expertise coupled with the technology skills to recormnmend the most appropnate technology
solution and configure it to specific requirements

A past record of delivering value to clients with on-time and on—budget projects

Tata Consultancy Services (TCS) was selected to recommend, design and implement a solution
that could deliver best of breed financial and project management applications combined with
work management and scheduling tools in an integrated application. The solution
recomrnended by TCS was the ORACLE E-business suite. They umnplemented the finance,
project, HR, payroll and purchasing functions m the Oracle e-Business on an Oracle 9
database runmng on Sun Solans servers. TCS managed the project from sclution engineenng
and process mapping through to building, configuration, interfacing the new solutions with
retained legacy systems, testing, deployment, key user traming, go-live and post

unplementation support.
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523 RESULTS — BUSINESS TRANSFORMATION

5.2.3.1 Outsourcing
The IT services market, according to a NASSCOM survey mn 2006 was $4.5 billion — a growth

ol 29% over the previous year. I'T and business process outsourcing i1s becoming more viable
tor the CIO day by day. This 1s also reflected in the Indian context by major deals ke Bharti
Aurtel with IBM and Wipro with Yes Bank as well as the bludgeoning growth of the
BPO/KPO mdustry in India. The Western world outsources to India prnmanly for cost
advantages — ansing out of the client and the consulting company working in different
geographies and econornies. However, for comparues in India, this does not hold true since
both service prowvider and client operate in the same econorny and have access to the same
cost structures. Therefore, one 1s compelled to look at the other dnving forces behind this
outsourcing. Comparnies want to concentrate on their core comnpetencies and therefore want to
outsource traditionally cost centre operations like I'T to third party service providers. Another
unportant factor that Balfour Beatty found was that with the rapidly changing pace of
technology, 1t was becommg difficult for them to keep track of emerging trends and their
impheations to their business core competencies. Additionally, finding and retamming the nght
talent for these changing skill sets was another challenge. To meet these challenges, the
company outsourced their mfrastructure rnanagement and operations, network management
and data centre operation as well as application developrnent and maintenance. The company,
however, did not cutsource all its I'T to the external provider. Refer Exhibit 5.17 for a list of

things the company did not outsource.

The company locked at I'T as a differentiator, and this 1s what led to the ocutsourcng. While
outsourcing, however, the company did not get mto mucro-managmg the contract. For
example, the company established a service level agreement (SLA) with the service provider.
As long as the provider operated within the parameters of the SLA, there was no need to
speafly what number of people having what skillsets were to be deputed onsite at any pomnt of

tirne.

Two aspects deterrmine the success of outsourced initiatives — commercials and deliverables.

The commercials allow a clear cost-benefit evaluation based on quantifiable figures. In Beatty’s
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case, return on mvestment (ROI) was the business value associated with the deliverables.
Business value, in their case was equated with the rate of change and adoption to new
technology, total cost of ownership, overall service level inprovement in terms of percentage,
unproverment on SLA exception rates, and employee satisfaction surveys. They also added the
satisfaction level of the service provider as a measurement parameter. The core competencies
of the company 1s shown in diagram 5.2 depicting that the cormnpany consclidated around its
core competencies (depicted by the inward pomnting arrows); whereas the outsourced elements

are shown by the outward pointing arrows and denote the elements that were outsourced.

Diagram 5.2 — Core competencies and outsourcing
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5.2.3.2 Effect of business cycles

Increasing shareholder value was one of the prime reasons Balfour Beatty went in for process
mtegration. They wanted leaner, innovative, adaptable and flexible processes that could
mncrease satisfaction levels of users as well as their clients. This requirement came about in
2004 — which was a year in which the economy grew by 3.1% (Offiee for National Statistics). During
this period the output in the production sector contracted 0.5%, the second quarterdy fall in

row and a state of affairs that some economists classify as a recession or down-cycle in
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business. At a time like this, with margins being squeezed, companies looked towards getting

more output from an existing set of resources.

Business cycles have an impact not only on developments in I'T but also in the adoption of I'T.
In the down—cycle of business, companies must achieve enhanced Proﬁtabﬂity, in large part,
through best in class performance and disciplined cost control as market demand for their
products 1s strong, but not without fluctuation. Comrnodity prce levels are cyclical in nature
and are mfluenced in part by business cycles of the economy. In the face of fluctuating
demand and cyclical pricing, operating an efficient and streamlined business, as well as
squeezing costs, 1s critical. Therefore, in the matnx given above, 1n the down-cycle, businesses
will turn to I'T to streamline operational efficiencies primanly with the mtention of reducing
cost and thus improving proﬁtabﬂity — or at the very least maintaining their eXisting levels.

Refer Exhibit 5.18 for the Westem Burope I'T' spend and growth pattern.

In the up-tum or stable phases of the cycle, however, industry consolidation will take place and
create larger, more complex comnpamies. This was also seen in the acquisitions and mergers
Balfour Beatty went through from 2004-2006. Refer Exhibit 5.19 for a list of these
acquisitions. One of the key agendas for the resultant organization 1s generating synergy [rom
the merger and acquisition activity. Aging mfrastructure needed to be upgraded or replaced.
Compliance costs for environmental remedial and enhanced safety standards were tnmming
already thin margins. Achieving mnternal efficiencies ahead of the competition was a key
challenge. Investing in medium and longer term process umprovements and cost control
measures while product demand s strong and prices are high made good business sense. And
to do this all and at the same time integrate the legacy of different esusting systems from the

companies mvolved in the merger was a big challenge.

Certain industnes are hit hardest dunng a downtum in the economy. These include
construction and allied industnes like cernent. There are certain favored mdustries that are not
impacted to a great extent during such down-cycles. This 1s to say, their growth rate slows
down to low ﬁgures, yet they seldom show negative growth. An indicative list of these
industries 15 shown m Diagram 5.3. Diagram 5.4 shows the impact of busmess cycles on

Balfour Beatty.
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Diagrarn 5. 3 — Impacted industries in relaion to business opeles
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5.2.3.3 Transactional Ability

The implementation was part of Balfour Beatty's business excellence initiative with one of the
main focus areas being customer service as the reason for the implementation. It is seen that
for companies dealing in mass production of goods, the bigzest achievement or benefit 15 high
levels of stock avalability, typically ower P9%. Refer Exhibit 520 to see the areas in which

Balfour Beaty introduced opemational efficiencies which increased competiiveness. Any
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production company in a competitive situation should be able to estimate the possible extra
sales they could capture if they always had their products on the shelf. For firms in the
assemble to order, make to order or engineer to order lines of business, the benefits typically
come 1n the form of reduced lead time —a 50% reduction m 12 months 1s common — and on-
time delivery close to 100%. The most basic improvement that accrued was a stable, managed
master schedule out to the cumulative lead tune. The manufactunng department had stable,
reliable schedules so that managers could spend their time managing and improving their
processes instead of chasing material and shulfling prionities — thus leading to a saving in both

direct and indirect costs. Diagram 5.5 below shows stages of transactional effictency.

Diagram 5.5 - Stages of transactional efficiency
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Direct matenal is frequently a large proportion i the cost of the project. There are many
potential savings in this area that anse from improvements in master scheduling. Balfour was
able to give its suppliers stable schedules enabling thern to achieve the same manufactuning
cost savings. The greater visibility brought about by the implementation enabled suppliers to
mnvest in better equipment and to take on value engineenng work with the company as a
partner. Indeed, there was a transformation in the relationship with the vendor graduating to a
partner m the whole process. These single, reliable sources of matenal, rather than multiple but

UI]ChCCkGd sources, opened UP the POSSlblllty Of POiI’lt Of use delivery Wthh SAVES inventory
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carrying costs as well as administration time. The procurement department typically achieved a
20% reduction m the matenal costs with as little as three months forward wisibility of

requirements.

Balfour found that the inventory itself was the last main category of quantiﬁable savings.
Merely replacing an mtuition based planning systemn with a faster, cornputerized systemn often
results 1n inventory nsing for the sunple reason that technology enables one to react to
pending purchase orders often at the cost of executing complementary or supplementary
actions — including re-scheduling of works orders and consequently related purchases. These
overdue 1tems lead to a cascading effect as all the other material that depended on the overdue
items also needed to be re-scheduled. A big transformation that occurred was the elimmation
of such mter-dependencies in these schedules. This reduced raw matenal and work i progress.
The entire master production schedule was managed and driven by a sales and operations plan,
agreed by the seruor teamn. It was possible to move towards slowly reduce slow moving items

through overall better management of the project.

5.2.3.4 Impact on workers
Based on the adopted technology, the organizational structure in Balfour Beatty underwent

changes in order to achieve synerpy with the adopted I'T strategy. This led to re-structuning and
the formation of smaller tearmns within the cornpany. These tearns were “virtual’ in nature in the
sense that employees from different geographies could be part of the same team. This resulted
in teams that were more flexible and could actively respond to changes. This was especially the
need of the hour given the global nature of Balfour’s acquisitions. Organizational inter-
dependencies came to the forefront and a sense of fitting into the overall scheme of things was

imbibed into each employee.
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Diagram 5.6 - Impact on workers due to technology.
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Productivity
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At the same time changes took place in the worker’s psychological resistance levels and
adaptation to the change brought about by process re-engineenng prior to the deployment.
Last but not least the unplementation created and enabled knowledge workers mn Balfour to
solve strategic as well as operational problems, thus reducing the traditional rehance on hne
managers. In fact, this also promoted a flatter orparization structure since these workers began
performing many of the functions their managers used to perform pnor to the

implementation. Refer Diagram 5.6 above for impact on workers due to technology.

This change typically manifested at the beginning of the unplementation cyele. This led to a
restructuring of the orgpamzational and the formation of a leaner, flatter structure and the
enhancement of the quality of interdepartmental coordmation. Post mmplementation, as
workers get comfortable with using the system, they will suggest process improvements to
further evolve the process. As the firm begins to respond to these bottom-up suggestions, it
will recognize the need to implement (or adapt) technology in order to achieve these (often

sigruficant) unprovement in the process.

This 1s also reflected in the fact that in the same period, Balfour rolled out two other major
projects, 1 parallel — a VolP network and a custom job management solution that was

developed by TCS for the whole group in addition to the ERP. The VoIP project was doven
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by the demands of the business. For example, historically each business umt had its own
network, but when the organization started offenng chents solutions from across a cross-
section of business units, they needed to make communications easier. A Voice over [P
solution was selected as one of the best ways to increase communication levels, and cut
operational costs. To support the mcreased load and to integrate all the business units, a new
network had to be put in place. Batish Telecom (BT) was awarded the Networtked I'T Services
contract for UK operations of Balfour Beatty. The contract value 1s £25 mullion, and the
duration of the contract 1s five years. The scope of activities 1s to provide networked IT
services for the UIC operations of Balfour Beatty. Under the agreement, BT will consolidate
Balfour Beatty’s diverse network infrastructure into a single, group-wide rulti-protocol label

switching (MPLS) data network, enabling them to focus on their core busmess activities.

In one of the best examples of end-to-end process integration, the next phase of the project
(also being done by TCS) is deploying the above work management solution across the
contract and mobile-enabling the current job management and scheduling system, allowing
wotk to be delivered to engineers in real time, as well as immediate feedback to be given on
the work completed. This will allow for remote task allocation to field-based engineers and
enable teams working on customer sites to prowide real-time reports on the status of each

project.

5.2.3.5 Security

Like the most firms worldwide, Balfour had a number of driwving factors for investing in
security systems. Refer Diagram 5.7 for a list of these drving factors. At the same time, they
were conscious about the top threats that were likely to affect them in the current context.
Refer Exhibit 5.21 for a list of top securty nisks and vulnerabilities. They realized that it was
neither possible nor desirable to outsource everything related to I'T securnity. Sorne things just
don't outsource well they're either too close to the business, or they're too expensive for an
outsourcing company to deliver efficiently, or they simply don't scale well. Balfour decided to
outsource expert assistance: vulnerability scanning, monitoring, consulting, and forensics, for
example; yet they retained secunty management within their own purview. This 1s especially
important since outsourced contractors have to be treated as employees to all intents and

purposes. The factors that played a role in detemmining the outsourcing were pnomanly
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financial. Balfour was able to get the secunty expertise 1t needed at a far more cost effective
rate by hinng someone else to provide it. If one simply examines the area of monitoring, for
exarnple, since attacks can happen at any time of the day, any day of the year, 1t 1s necessary to
have stafl present 24x7, 365 days a year. While it was possible for Balfour to buld these
capabilities, 1t was not cost-effective, since even with the maxamum level of automated secunty
and surveillance systemns, a runimum of five full-time employees was required. Additionally,
supervisors and backup personnel with specialized skills were also required. Not only was it
expensive m terms of human capital, but finding people with the right mix of integrity and

skills was not easy; nor was retaning them.

Diagram 5.7 — Security adoption driving forces

Compliance Regulations

These debilitating factors work i reverse for the outsourcing service provider. The provider
works to economues of scale. They can more easily hire and tramn persennel, simply because
they need more employees. Vigillant monitoring means keeping up to date on new
vulnerabilities, new hacker toocls, new secunty products, and new software release versions.
These service providers can spread such costs across all customers. A specialist security
provider also has a much broader perspective than a single company as 1t can leam from
attacks agamnst one customer, and use that knowledge to protect all its customers. It also
encounters such attacks much more frequently thus enabling it with the relevant expernence to
reduce nisk for its customers for repeat methods of attack. In addition, on the threat landscape,

secunty vendors have been coming out with a number of countermeasures that are evolving
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almost as fast as the threats themselves. Refer Exhibit 5.22 for trends 1n these countermeasures

which show security revenues by countermeasure category.

5.2.4 TRENDS

5.2.4.1 Cost-performarice structures

Moore's Law describes an important trend m the history of computer hardware: that the

number of transistors that can be inexpensively placed on an integrated circuit is increasing

exponentially, doubling approximately every two years (Moore, 7965). The trend has continued

for more than hall a century and 1s not expected to stop for a decade at least and perhaps

much longer Refer Diagram 5.8 for an illustration of this). Almost every measure of the

capabilities of digital electronic devices 1s linked to Moore's Law: processing speed, memory

capacity, even the resolution of digital cameras.

Diagram 5.8 — Moore’s law
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Moor’s law has been proved annually. There have been increases in the absolute processor
speeds from 2001 till date. The important fact, however 1s that the cost of this equipment has
halved every two years. Estimates say that within a decade, it will be possible to procure a
computing device for less than the amount of its sales tax today. Balfour experienced similar
trends. In this era of activity based costing (ABC), 1t wanted to evaluate the actual costs of
distributed computing. Balfour had adopted the client-server architecture for its deployment.

This had the following cost components — Hardware, software, support and hidden costs.

a. Hardware costs vary, depending on the type of network operating system, the desktop
operating system and the user's applications as these determine the computing power
required and hence the cost of equipment. These costs were divided into two major
categories — clients, servers and network infrastructure. While the former included the
acquisition cost of the equipment, and capital cost components such as memory
upgrades, hard disk drives, backup equipment, adapter cards and cabling, network
infrastructure mchuded additional costs for items like port controllers, bndges/routers,
WAN equipment, and data cormmunication links. In addition to the capital acquisition
costs, several mtangible hardware costs were also considered such as asset life, support

avaﬂabﬂity, ease ofuse S_I’Id resgle VHJUE.

b. Balfour found that chent-server software costs were more difficult to quantly due to
the distnbuted computing environment. These generally include the license costs,
connectivity cost (specifically required for the application to run), implementation cost,
training cost plus the mmplicit opportunity cost of allocating human resources to the

mmplementation. Balfour opted for the Solans platform, partly for this reason.

c. Balfour found that while hardware and software account were the major components
mmtially during the implementation, in the overall scheme of things, they accounted for
a fraction of the overall costs —with support costs making up the majority of the total
cost of owning the system. Potentially, up to 75% of network ownership costs consist
of personnel support costs and not technology costs. Thus, identifying and reducing

support costs 1s more unportant than reducing hardware and software costs.
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d. The last component, hidden costs can account for as much as 25% of the cost of
ownership. These costs typically include support staff, opportunity cost for floor
space, power and cooling costs, transportation, travel, and user difficulty with tools,
tutnover, and time off for training. Balfour found it difficult to quantify these costs

due to their shared services nature.

In the existing system landscape of Balfour, with disparate applications, there were also
mntegration costs — which were required to make all the disparate applications work together.
One of the major motivations for Balfour to reduce costs was to eliminate this cost by
unplementing an integrated suite of applications. Refer Diagram 5.9 for an illustration of this.
The implementation had another effect — that of building a strong; technology platform that
could scale as requirements grew, and most importantly — that was standards based. This had
the added effect of reducmg the integration platform cost as well — a benefit that Balfour
estimates will bring greater returmns as the number of applications to be integrated increases in

future.

Dhagram 5.9 — Cost compenent reduction

Integration

. Integration platform cost
Stegratinn platform cost
platform cost
Cost of Cost of Cost of
applications applications applications

5.2.4.2 Architecture, Enterprise Management, and business continuity
Architecture: The architecture of deployed applications was predommantly client server.

However, the mobility solution bemng rolled out used a ‘0’ tier architecture. Balfour deployed
offline mobile applications to enable their wotkers streamline field operations, automate data

capture processes, and optimize distributed assets. The technology enabled users to connect
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into the network to bnng a set of business data down to their mobile device, access this data
locally, and connect back mnto the network at regular mtervals to synchromze data and
applications. The back-end included a lightweight database with full Java support for all
standard laptops and popular handheld computers including Pocket PCs, Palm and Symbian
devices; a synchromzation engine that ensured applications and data were current.
Additionally, it provided for centralized deployment and administration with Oracled

Application Server.

It included an easy-to-use packaging wizard that packaged the mobile application components
into a unique self-executable file that could be easily deployed to mobile devices. Most
importantly, it supported the pre-dominant development standards like Microsoft technologies
as well as Sun Microsystems standards letting developers use the tools and knowledge they

were most comfortable with. Refer Table 5.3 for a list of technologies deployed.)

Table 5.3 — Technologies deployed in Balfour

Technology Product

Operating system Sclaris 9

Database OCRACLE 9 Rel 2

Enterprise Application Suite ORACLE E-business apps

Modules Oracle Financials
Oracle Procurement

Oracle Inventory

Oracle Projects

Oracle Project Contracts

Oracle HRMS

Oracle Payroll

Oracle Enterprise Asset Management
Oracle Customer Support

The platform also eased 1ts management by offenng

Enterprise Management:
comprehensive features to centrally deploy, manage, and synchronize mobile applications to
devices. The platform was scalable up to thousands of mobile devices — more with clustenng
technologies. The deployed mobile server ensured that at no tune was there a need for the
implementation team to physically handle mobile devices as it offered highly scalable, bi-
directional synchromzation of data between the Oracle91 Database Server and the mobile
device over any wired or wireless network. The choice of operating environment was no
acadent. Refer Exhibit 5.23 for a technology maturation path of operating environments

available at the tume.
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As can be seen, Seclaris was getting into the commeoditization mode from its eatlier perception
of being an esoteric operating environment that was percetved to have a high total cost of
ownershp. Additonally, at that time, Sun Microsystems had embraced the open source
movement and had made Solatis an open source software (OSS) product. This had net only
reduced the license costs of the operating environment m terms of chent hicenses, but also had
opened up the support avenues for the spstem to the com murty at large — which further went

to reducing management costs,

Business continuity: In the context of environmental uncertainty and emerging electrome
threats, Balfour realized the importance of a business continuty plan (BCP) to enable critical
services or products to be continually delivered to chents. Instead of focusing on resuming
business after crihcal operations have ceased, or recovering after a disaster, a business
continunty plan endeavors to ensure that critical operations continue to be available even
adverse conditiens. Balfour outsourced the designing of the BCP te Turner and Tewnsend,
management consultants in the UK. They, in consultation with the in-house team, developed a
plan that included plans, measures and arrangements to ensure the continucus delivery of
entical services and products, which permitted the orpamzaton to recover its factlity, data and
assets as well as the identified necessary resources to support business continuity, meluding
personnel, information, equpment, financial allocations, legal counsel, infrastructure

protection and accommeodation. Diagram 5.10 depicts Business Continuity Planming,

Dragram 510 - Business Continuity Flanning
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In conjunction, a business impact analysis (BIA) was conducted to 1dentfy the organization's
mandate and entical services or products; rank the order of prionty of services or products for
continuous delivery or rapid recovery; and identify intemal and external impacts of disruptions

in order of maxumum nsk.

5.2.4.3 Enterprise Integration

Enterprise Integration is the integration of processes across organizational and functional
boundanes to prowide competiive advantage. For ten consecutive years Balfour Beatty
mmproved its profits and earmings by more than 10% — a record which few modern day
comparntes can boast. This was achieved through extensive application of IT in the correct
manner. End-to-end process integration happened effectively. Orgnanization wide there was
an integration of people, processes and information. The impacts on the company work
environment and performance were manifold. Diagram 5.11 shows the major effects of

Enterpnse Integration.

Duiagram 5.11 — Major effects of Enterprise Integration
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5.2.5 EXHIBITS

Exhibit 5.16 — Turnower of Balfour since 2001

TURNOVER
Sales rose by 13% in 2004. principally

as a result of the acquisition
of Mansell in December 2003.

£3.071m i i

Revenue

£4,938m £5352m
E

Revenua rose by 19%

Exhibit 5.17 —Elements that wrere not outsourced
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Exhibit 5.18 — Western Europe ['T spend and growth pattem

Western European IT Market Growth Patterns

€400 —+ T Spending

IT Growth
€350 —

€300

o

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

Source: IDG, 2005

- -1
€250 - | o
€200 - r
€150 -
€100 -
€50 - &
€0 | e | | |

-8%

- 12%

10%
8%
6%
4%
2%
0%
-2%
-4%

a

%

Exhibit 5.19 — Major acquisitions by Balfour Beatty between 2004-2006

Mansel plc 100% in FY 2004
JCM Group 100% in FY 2005
Pennine Group 100% in FY 2005
Charter from Clarillion 100% in FY 2006
Edgar Allen 100% in FY 2006

Exhibit 5.20 - Areas in which Balfour Beatty implemented operational efficiencies
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Eshibat 5.21 - Top secunty risks and vulnerabalities

Malware: Infection of the organization’s systems or network by wirises,

worms, Trojans, adware, or spyware

Phishing Impersonation of the organization throusgh email or electronic

means in an attempt to obtamn conhdential information

Pharming: Diversion of Internet traffic to an imposter site by means of
LNS potsoning or browser address bar attack in an attempt to obtain

confidential information

Spam: Unsolicited or umrwanted email messages

Denial-of-service: Attempts to overwhelm or overload the erganization’s
network or system resources with the intent to degrade their performance or

make them unawvailable

Unauthorize d access by outsiders: Unanthonzed access or use of systems

or the network by outsiders

Vandalism/sabotage: Defacement, destruction, or other damage to the

orpanization’s systems, network, or Web site

Extortion: Demands for money or other concessions based on threats to use
electronic means to harm the orpanization’s netwosrk, systems, or reputations

Fraudulent transactions: Fraudulent electronic transactions that result 1n

financial loss or damage to the organization or its customers

Physical loss: Physical loss or theft of computer, storase media, or other

devices and any associated data

Unauthorized access by insiders: Successtul access by insiders to system

functions or information for which they are not authorized

Insider misuser Viclation of the orpanization’s policies regarding acceptable

use of computing/ network resources

Exhibit 522 - Security revenues by counterm easure categpory
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Exhibit 5.23 — Technology maturation path
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5.3 Case Analysis 2: British Airways (1CS Case-2)

5.3.1 COMPANY BACKGROUND

British Airways ple (BA, LSE: BAY, NYSE: BAB) is the largest aidine and flag carner of the
United Kingdom and one of the largest in Burope. Refer Exhibit 5.24 for BA’s financial
performance. Its main hubs are London Heathrow and London Gatwick. In March 2008, BA
will move most of its Heathrow operation to the new Terminal 5 that is currently being

completed in Heathrow.

At the end of the 1990s, most carrers thought I'T' was a commodity available to one and all
with no differentiation. Slowly they realized that their business had become too complex and
too expensive to operate and ensure consistent profitability. It 1s at this time that an attempt
was made to sinplify business and process models and use technology to automate processes.
Complexity was then in-built into the process slowly depending on customer requirements —

always using technology as the enabler — for example flexible ticketing, flying into accessible
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atrports, and having back-up aircraft in case of a problem. Leveraging such technology enabled
BA to be quite often just as prce competitive as the low-frlls carners and to meet the
demands of customers—and still get reasonable levels of returns. Refer diagram 5.12 for BA’s

values and goals.

Diagram 5.12 — BA’s values and goals (Source: Company documerts)
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At the end of the year 2001, post the 9/11 debacle, Batish Airways (BA), like most other
atdines, was facing a host of challenges — in terms of world economic problems, SARS (Severe
Acute Respiratory Syndrome) and the war in Iraq, besides the secunty embargoes tmposed
because of the terronst attack. These factors, combined with the stfl competition from North
Atlantic carriers and the ‘no-fnlls” airlines which had embraced the web as a low-cost way of
domng business, meant BA was forced mto a battle for its own survival. The focus therefore

was on cost reduction.

532 EXISTING ITLANDSCAPE

In BA, the total expenditure on I'T as a percentage of revenue was about two percent (2%) —
of which the major part was spent on runmng I'T operations and only a small part on fresh

mvestment. The existing landscape included green screen reservation applications — with a lot
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of dispanty in versions. There were up to 39 versions of one application deployed within the

BA environment.

Internally, the orgamzation comprsed a mynad of legacy systems — in tenms of mntermal
systems and even networks. In 2002, the orgamzation under a new IT leadership, embarked on
a series of changes to unprove things. The restructuring reduced overall I'T spend by £93m —
34 per cent — between 2002 and 2004. Yet this reduction was made not for lesserung the

dependence on I'T but actually deepening the usage of I'T within the orgamization.

BA decided to implement a customer relationship management (CRM) system. Poor data-
quality and the lack of an enterprise application mtegration (EAI) stratepy that ensures
consistent data across applications were other drawbacks. There was also a need for integrated
reporting and busmess intelligence (Bl) for flexible analysis and delivery of insights to
managerent. Further, the benefits of dash-boarding and score-carding, as powerful tools to
support enterprise performance management (EPM) and optimize CRM stratepy and
execution were also pronties. TCS was selected as the mmplementation partner for this

imnttiative. Refer Table 5.4 for a list of selection critena.

Table 5.4 — Cateria for selection of consulung company

FExpertise on a vanety of vendor systems and environments

Core competency m providing tumkey solutions mangmng from consultancy, design,
development, customization, deployment, performance-testing and on-going support

Prior aviation domain expenence

Ability to bang business practices used by the most successtul companies to the table

Expertise coupled with the technology skills to recommend the most appropnate technology
solution and configure it to specific requirements

A past record of delivering value to clients with on-time and on-budget projects

5.3.3 RESULTS — BUSINESS TRANSFORMATION

5.3.3.1 Outsourcing
After a strike by the employees of one of its outsourcing vendors m 2005 affected BA’s

operations, the company had a re-look at cutsourcing as a concept. They realized that
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OUtSOUI‘Cng rnade thESI’Il vulnerable to ZIly labor PfObleI’HS the SeI'ViCE PfOVidef l'l'lﬂy have Wlth

its employees. Refer Exhibit 5.25 for a list of elements which were not outsourced by BA.

BA currently has two framework agreements for software development work with consulting
companies NIIT and TCS. BA uses these outsourced offshore resources primanly to free up
the airline's intemal IT department to focus on core strategy and design work by sending the
lower-level application development and programming work overseas as and when the need
anses. This model helps the company manage peaks and troughs m terms of [T workload and
works very well for the organization. An example when this model was used tactically 1s in the
development of the 'shopping basket' feature on ba.com, which allows passengers to book
hotel rooms and car hire when they book a flight. This module was designed out of London
by BA’s I'T staff, the developrnent project was managed in Newcastle by the I'T staff; yet the
actual development was done by TCS out of its Chennai offices. This strategy was an
important one for BA in terms of overall integration on a common platform — which would
not be possible had the design of the module been outsourced as well. Refer to Diagram 5.13
for a depiction of this. The core competencies of the company is shown in the diagram
depicting that the company consolidated around its core competencies (depicted by the mward
pomting arrows); whereas the outsourced elements are shown by the cutward pointing arrows

and denote the elements that were outsourced.

Diagram 5.13 — Core competencies and outsourcing
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5.3.3.2 Effect of business cycles

The aggregate business cycle for the economy masks the mdividual business cycle for different
industries. For example, the building industry business cycle can take up to 50 years to go from
trough to trough, whereas fast—moving consurmer goods, such as liquor and bhiscuits, have
much shorter cycles of about 10 years from trough to trough. The fluctuations in the
expansion and contraction of sales are far greater for the bulding industry than for fast-
moving consumer goods. The aviation industry i1s heavily influenced by business cycles.
Awiation as a product is offered to customers as a service. Therefore, 1t suffers from the same
problem that plagues the industry — that it 1s not possible to stock the offenng to the custorner.

In order to manage these cycles, airlines, like other mdustries, need to:

® keep close to customers; offer excellent goods and services that customers want to

come back to buy tirne and tine again

® control costs

® mvestin new technologies for the future

Among the most umportant factors that mnfluence a customer’s decision to take a specific
atrline are flight schedule and price. Aggrepated, this constitutes the demand for the service —
and comprises the cycle. However, these factors work as contras depending on the category of
custorner — for business custorners, the schedule 1s more important than the pnce where as for
individual customers the price is often the over-nding concem. The aitline’s primary concern 1s
therefore to maximize the business class passengers. For this, it 1s important to develop a flight
bouquet that has a high number of destinations as well as frequent flights to these destinations.
However, on the costs side, the biggest component of the overall costs of a fhght are direct
operating costs. Yet, the margnal cost of each passenger on a flight 1s low. Therefore, ailines
seek to maximize the passenger load factor (PLF) or masximize the number of passengers on
the flight, and seek to operate the flight only when the number is maximized. Refer FExhibit

5.26 for relation between operating profit and passenger load factor.
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The cycles m the aviation mndustry can be descrbed as follows: The economy 1s on an upswing.
More people want to fly and have the paying capacity to do so. Seeing this, the aidine decides
to expand capacity and places orders with an airplane manufacturer. This does not happen
unmediately though — there is a defirute tune lag or delayed recognition of this need. There 1s
typically a lead time of 18-24 months before the aitline can get delivery of the new aircraflt and
expand its capacity. Meanwhile, retirement of existing aircraft reduces the capacty of the
atdime. Over capacity indicates low PLF. And thus the cycle 1s setup — oscillating around the
desired PLF (currently 76.1 for BA). After excess capacity has reached its maximurm value,
turther capital deepening stops and slows to rates lower than those required for growth — till

the excess capital (arrcrafts) are depleted and retired. This 1s illustrated in Diagram 5.14 below.

Diagram 5.14 — Relation of economic cycle to BA’s business cycle
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To further elaborate this, one can distinguish and categorize mndustries into cyclical and non-
cyclical. Cyclical are compantes whose success 1s tied to economic cycles or interest rates.
These stocks generally perform well dunng economic expansions and perform pootly duning
recessions. Awviation comes into this category. This 1s in contrast with non—cyclical, Le.
companies whose success 1s not tied to economic cydes or mterest rates. Examples mclude
agficulture, tobacco, beverage and utﬂity industry stocks, which are tied to products that are

destred 1 any economic cycle. These are also called counter-cyclical.

University of Petroleum & Energy Studies Page 213



Business Transformation through IT

Normal business cycles in the aviation mdustry have several implications. The first of these 1s
on poang. Differential poeing by aidines can only affect the amphtude and penod of the
cycles in the short term. However the long run cycles remain. The second 1s on growth —in
this industry, growing at a slower rate than the competition means losing market share to the
competition — since share 1s decided by capacity management. One method used by BA has
been counter-cyclical ordering — that have resulted in lower prices and shorter lead times for
atrcraft that ultimately lead to quicker reaction time. Another way to work around these cycles
1s through strategic alliances — of the kind we have witnessed in India — with the merger of
several major airlines — Jet/Sahara & Kingfisher/Deccan being the two most recent examples.
A third implication is caused due to the liberalization and de-regulation of the mdustry giving
airlines the freedom to shift capacity from regions with low demand to those with higher
demand. A fourth method is to use leasing as a mechanism to keep spare capacity — for
instance by retaining 10-15% of old aircraft in the fleet to be used only 1f demand 1s exceeding
available capacity. These same aircrafts can be retired at low cost dunng a business down-cycle

thus reducing capacity.

Business cycles will not only have an impact on developments in I'T but also in the adoption of
IT. In the down-cycle of business, companies must achieve enhanced profitability, n large
part, through being the best in class performance and disciplined cost control as market
demand for their products 1s strong, but not without fluctuation. Commodity pnce levels are
cyclical in nature and mnfluenced in part by business cycles of the economy. In the face of
fluctuating demand and cyclical pricing, operating an efficient and streamlined business, as well
as squeezing costs, 1s cotical. Therefore, mn the down-cyele, busmesses will turn to IT to
streamline operational efficiencies prmanly with the mtention of reducing cost and thus
improving profitability — or at the very least maintaiming their existing levels. Refer Hxhibit

5.26 for the Western Europe I'T' spend and growth pattern.

5.3.3.3 Transactional Ability

The fundamental premise for all the new IT initiatives was to simplify and automate BA's
business processes to fundamentally change the way the aidme mnteracted with 1ts custorners
and employees. This was coupled with a doving factor to reduce costs — pomarnly by

leveraging technology to divert 60-70% of transactions to alternative delivery modes. This
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would have the dual effect of not only reducing transaction costs, but also inducing tech—savvy
customers to use the airline’s services more often. Refer diagram 5.15 below for stages of

transactional efficiency
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'Customer-enabled BA' program’: One of the first (and most successful) initiatives was the
'customer-enabled BA' program, through the revamp of ba.com — once upon a time a URL
owned by US regional telecommunications grant Bell Atlantic. The biggest motivation for this
was the entry of low cost carners who were eating into BA’s market share drastically. BA had
to reinvent, mnovate the way they sold things and that’s what they did by developmg
something they terrned as ‘calendarled selling’, 1.e. putting the best fares up on the web. This
mcluded implementation of e-ticketing and self-service check-ins. The result was an increase in
online bookings. The changes enabled customers to be m-charge of their own travel
arrangements completely. Additionally, they were given insights into BA’s operations as well m
a more transparent manner. For example, when a customer booked a flight on the Web, they
were shown flight availability 14 days, plus or minus the date they had selected, with color
code denoting the cheapest and most expensive flights within that time frame. This meant
putting live inventory levels into the public domain. Refer Extubit 5.27 for the areas addressed
by I'T'in BA.
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Another example of simplification and re-engineering of processes was the 3,000 rules BA had
govemning fares: customers would be presented with three pages of incomprehensible text
explamning the rules, and asked to agree to them. Under the new structure, the 3,000 rules were
reduced to three basic fare conditions: ‘fully flexible,” ‘semi-flexible; or ‘you can’t change 1t’
The result is improved customer understanding of the options, and the additional ability for
customers using the Web site to upgrade to a flexable ticket. These processes were designed

with the end user mn mind.

At the back end, to enable this transformation, there has to be a very streamlined mventory
and revenue management system. Hurther, the site enabled customers to do on the Web
everything that used to be done at airport check-in desks, traditionally where employees used
to type mnformation into legacy green screen (old, mamnframe based) applications that were
outside the customer's control. Now, a customer can change their meal, seat, upgrade, register
for advance passport info, and do executive club (frequent flyer) transactions online. This
transformation has led to a shuift in in the utilization pattern of online booking systems to a
factor of 9 out of 10 bookings or 90% bookings being done online. The Rol figures are in
excess of £100m per annum within the first 2 years of implementation. BA 1s now looking at
deploying BA.com 2.0 (based on Web 2.0 technologies) in forthcoming busmess plans by
using existing technologtes like Google BEarth. This will combine visualization, using Google

maps with BA’s fares to deliver better user expenence.

Self-services for employees: Anocther imtiative was the extensive implementation of self-
services for employees. After a downsizing of about 13,000 employees, BA wanted to reduce
operational costs. The objective of this implementation was to enable employees to perform
most of their day to day administration themselves using a portal. The project, over a two year
span (2003-2005] saved the cormnpany over £50m. The project budget was £8m, and had a core
tearn of 20 people who were supplemented by business-area representatives from each of BA's
15 departments — such as crew and engineenng. Each department was set 4 transformational
targets. The aim of this mitiative was to reduce the need for manual administration to 20%
keeping 80% of employee admunistration as self service. The implementation also removed the
need for paper processes as well as provided information 24x7 wordwide. Trammg was

imparted online.
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880: SSO (single sign-on) was implemented enterprise-wide usmg [BM’s Tivoli secureway
policy director that allowed employees to have a single usemarme and password combination
to access all their applications. The whole mitiative was developed in house and built around
the existing intranet at a cost of just £50,000. A vanety of technologies were inplemented to
make this happen — mcluding Adobe Workflow, RightNow, Anba procurement soltware,
Oracle's human resources applications, and Lotus SameTime and QuickTime for instant
messaping and collaborative working. A list of technologies used in BA 1s given in Table 5.5.
Imitially 1,50,000 licenses were procured from IBM with the pilot project going live for 20,000
users 1 2001,

VoIP: The Company also revamped its exasting data and voice networks to a state-of-the-art
VoIP (voice over IP) based umfied network. Cisco systerns, with its partner Prime Business
Solutions, did this implementation for them. The network spanned over 14,000 office and
atrport employees. The network consists of over 8500 end point IP phones with call
managernent software and conferencing software with the necessary back-end switching
capacity to handle the load in a fault-tolerant manner. The project was further mtegrated with
the ESS portal by mncluding capabilities to deliver digitized audio rmessages to the 1P phones
directly from the portal in an implementation of Umfied Messaging. The Rol on the network
1s 50% with a payback pericd of 2 years. The unified system allowed BA to remove the cost of
inter-office telephone calls and streamlined the rmanagement and provisioning of telephony

services throughout the organization.

SAP implementation: The Company also implemented the SAP Engineering Wide System
(EW/S) across the company i one of Europe's largest SAP implementations and the world's

bigge st aircraft maintenance implementaﬁon.

The pomary objective was to replace over 170 disparate legacy systems — some almost 30 years
old under a commeon platform. Data was extracted from nearly 200 intemal databases using
ETL (extract, transform and load) methodologies for transformation and load into the
company’s new SAP systern. Bntish Airways chose to imnplement SAP because 1t wanted to
integrate many of the vanous business processes within the Bntish Airways Enpineering

drvision. The new systemn currently controls aircraft mamntenance in 26 hangars and at 142
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airports worldwide. The EWS also controls engineenng staffing, spares supply and
arrworthiness data for the entire BA fleet. Quantifiable benefits of implementation include
improved accuracy in tracking maintenance requirements and quicker processes for ordenng

spare parts.

Move to Terminal 5: BA’s turnaround has put it in good shape for its next major challenge,
the move to Terminal 5 at Heathrow i 2008. Terminal 5 (15) 1s one of the largest
construction and integration projects ever atternpted in the UKL The terrmunal will be used
exclustvely by BA. Operations from its existing terminals will be moved to the new terminal.
More than 20 years in the making, T5 1s the joint brainchild of British Airways and the Brtish
Airports Authority. The construction project began in September 2002 and 1s due to cost
£4.3bn, resulting mn a new terminal capable of expanding Heathrow's capacity by 30 million
passengers a vear. With 180 different I'T supplier contracts mvolved, T'5 1s not about how each
individual systern was created and the benefits it bongs, but how the entire project was
designed to brng together the various aspects of daily operations into a cohesive whole that 1s

able to respond to the requirernents of a busy airport.

T5 has represented a umique opporturuty for an airline and an arport authonty to define
business processes durning the design and construction of a new termninal, rather than having to
create processes and [T systerns that match the existing physical airport. T5 will include more
than 9,000 connected dewvices, 2,103 PCs, and 5,000 mobiles and PIDAs, with enough cabling
to stretch to Istanbul and back, connecting 163 systems with 546 interfaces. It contains a fully
integrated and [P-delivered building-managed environment with everything from the check-in
terminals and the baggage handling system to the escalators and plant-watering systems

controlled by that system.

The design of the airport, combined with the change i how passengers interact with their
chosen aidine, 1s the major transformation that 1s bemng brought about by BA. This 1s also a
major differentiating factor for the aithine. Whereas the most time consummng aspects of
boarding a flight usually occur once passengers have arnved at the airport, BA is using
manufactuning techniques 1 an attempt to reduce that lag. An example of this 1s the

orgamzational amn to have 80% sell-service check-n (of which 50% would be from home
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using ba.comn and the balance 50% using: selt-service kiosks present on the terminal.) BA has
setup 96 self-service kiosks, (more than double the number currently deployed by BA across
the rest of Heathrow), and the same number of fast bag drops, eliminating a bottleneck found
in existing terminals where a lack of physical space means many more kiosks than bag drop
pomts. Though traditional check-in mechanisms remain, for the most part these have been
withdrawn to the edges of the building, so that passengers that want to move swiftly through
the process will not have to be held up by those that prefer - or are required - to go through
the traditional process. The kiosks are being viewed as an interimn measure and will probably

reduce over a period of time as web check-ins mcrease.

This process of encouraging the new while mamtammg support for the old has been a
Signiﬁcznt challenge m the construction of the systemns for T5; for, while the new termmal 15 a
new start, it does not exist in isolation. This 1s espeaially important smce whatever technology
unplementations are done in this temminal have to mtegrate with the existing systerns of
Heathrow. This 1s required since if a passenger is transfernng to a flight in another Heathrow
terminal, sooner or later their bags will have to be boarded onto a truck to be dnven to their
next aircraft. BA is looking at building an underground track transit system to link T5 with

Heathrow to cater to this situation.

One of the biggest challenges in this was the selection of appropnate technology. BA has not
expenmented with any radical technology on the Greenfield site. They have used proven
technologies and processes at existing terminals, while building on best practices from
elsewhere. For example, active RFID tags have been installed in the taxis that will serve T'5,
which are at an external location. These can be automatically called to the terminal when they
are required thanks to wireless communication services and embedded sensors m the road that
detect traffic flow. Such a system 1s already in use across Heathrow's other terminals. Even the
baggage handling systern, 1s the next generation of a system developed by VanDerlLande
Industries for Amsterdam's Schiphol airport.

While integration has been an irnportznt part of the implementation, the technologies chosen
have been carefully selected so that they are as future proof as possible. As an examnple, the

check-in kiosks have been equipped with the capability for cameras to be used to photograph
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passengers as they check-in, although this facility need not be utilized until security
requiremnents make 1t mandatory to do so, if ever. Sumlarly, allowance has been made for the
use of fingerprint and facial recognition technology at the secunty checkpomts in case they are

required at a later date.

Customer Retention: Comparnies in this sector have to battle often huge customer chum.
Retaining custorner loyalty has always been a key concem for airlines. A systern that could
unbibe real-time information facilitating effective reporting and commumcation as well as
integration with other custemer data sources (such as ba.com) was needed, since this had an

impact on customer service across all service delivery channels.

TCS consultants did an analysis of Buy (packaged solution options), Build (enhancement of
extsting solution) and Hybrid (a combination of build and buy) solution options. Further, they
identified the desired Customer Loyalty Program (CLP). While evaluation of the loyalty systemn
options ensured that it was aligned with parameters like vision, time to market, technical fit,
TCO, vendor wiability, TCS made certain that the solution took care of interactivity,
integration, flexibility, and complexity of business needs. The solution enabled BA to launch
personalized marketing programs across multiple channels, including mobile, create real time
loyalty program to influence customer behavior across the customer life cycle and make
custorner relationship management an integral part of the entire travel expenence. It also
enabled BA to gain insights about its customers. For example, 1t discovered that 1ts top 1000
customers (by revenue) accounted for 60 percent more revenue than its top 1000 customers by
mileage. This was discovered to be due to some frequent fliers recetving corporate discounts
or other perks that, in fact, made them less profitable than a passenger who flew less
frequently at full first-class fares. Additionally, the system enabled BA to segiment its customers
into 12 segrnents. Refer Extubit 5.28 for a list of these segments. BA also hopes to achieve
through the CRM-enabled monitoring of corporate (business) custorners to establish service
level agreements with the sponsoring corporate house. They are also looking at giving
corporate extranet access to their intemal systems. Additionally the system will enable BA to
target SMEs, who currently are not being targeted due to the cost requirements of hiring
account managers and the costs associated with thern. The systern will also enable BA to

interact directly with travel agents as shown n another example of B2B commerce. Finally, the
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Systems enabled BA to track infrequent ﬂyers based on their company yet relate the total
volume of business coming from that company and thus prioritize the infrequent traveler as

well.

Refer Extubit 5.29 for depiction of areas mn which Bntish Airways umplemented operational

efficiencies.

5.3.3.4 Impact on workers
BA fcllowed a pnnaple of 3PI — Proposition, process, peeple and IT. In this maodel, the

fundamental premuse 1s that I'T should be 25% of the picture, and that the customer
proposition, the process aspect, and the people change aspect should have equal weight.
Besides this methodology, BA has also been using Lean, a methodology for improving the
speed and reducing the cost of processes. In this methodology, the focus on all mitiatives
undertaken 1s on adding value to the end customer. Each process 1s exarmined and a value-
strearn analysis done. The objective of this value strearn analysis 1s the exarmnation of the
entire collection of activities necessary to produce and deliver a product or service. Value
stream analysis separates those activities that contnbute to wvalue creation from activities that
create waste, and identifies opporturuties for improvement. According to this methodology,
any initiative should be done correctly in the first go to avoid any chances of wastage 1n terms
of resources — mncluding effort. To further boost this iutiative, the same toolset was designed
for customers as well as employees rather than developing different tools that were
department or country specific. The bigrest example of this 1s ba.com, which was used by both

customers as well as BA employees.

1.0 .U -~ .U - .U -

]
5.0 5.0 _~5.0 5.0

Most mitiatives done by BA had an impact on employees. Refer diagram 5.16 above to see the
tmpact on workers due to technology. The self-service portal for example, had the dual impact
of empowerment (no longer had employees to depend on extemal resources to handle

operations, they could do tasks themselves supported by the system.) Usage also inproved as
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every part of the systern had a simple user interface. Further, the employees felt themselves as
part of the process smce there was a lot of user acceptance testing done before the actual
deployment. This made employees to use it extensively — thus making it a success. The
initiative was pushed further through a top-down govermance structure for the project, starting
at director level, and, m conjunction with cost optimization, making the initiative a corporate
priority as part of BA’s business plan. The ESS portal included features like e-pay, where
employees could get their pay-slips online, and online cabin crew rosters, where flight staff
could put in bids for spealic routes they wanted to wotk on. The mutiative was commurucated
through a big mternal communication campaign — that stressed that all other altematives to
doing those processes would be removed. This left a single way of accomnplishing a task. At the
same time, employees couldn’t purchase anything i the UK. or the U.S. unless they used the
online workflow based procurement system. This had the added impact of controlling

expenditure.

This model was replicated for a host of other functions as well — that led to a lot of cohesion
and mtegration between departments and the employees who worked in those departments.
Benefits are quantifiable — with 25% of training bemng provided online, 80% of personal
administration being carmed out through the portal, and 85% of orders being placed online.
Usage was measured using a number of pararneters that are standard to web site statistics —
such as the number of distinct usemarmes. By using thus data, it was possible to quantfy and
obtamn mnformation that out of 3500 flight crew, only 47 had not connected to the system.

These 47 were then targeted for further training and hand holding.

The results in terms of numbers speak for themselves - self service transactions mncreased by
300%, with an average of 10,000 unique users per day and five mullion page views per month
on the mtranet. 60% of ESS users accessed the systemn from home rather than from work. BA
1s now moving this project from a centrally dnven one to one that 1s mgrained as part of

routine business processes and 1s sustainable.

BA's ESS project has brought together a wide-range of technology mitiatives that on their own
would have presented a challenge - such as e-learning, online purchasing and single password

sign-on for users - and provided a system that stafl have embraced with enthusiasm, as well as
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delivening significant cost sawvings. Refer Diagram 5.17 for the mitiatives implemented and their

effect
Dagram 517 —Implemented initiatives and their impact
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Crrerall BA implemented changes in cach of the areas shown in Exhibit 529 bringing in
Operational efficiencies. These had substantial retumns on investment and resulted in

significant cost savings.
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5.3.3.5 Security

Diagram 5.18 — Security adoption driving forces

Compliance Regulations

The key dnvers for information secunty are shown in Diagram 5.18 above. Security was (and
1s) a prme concern for BA — especially since they are required to be SOX (Sarbanes-Oxley)
compliant and rely so heavily on IT in their business operations. The SSO deployed was one
of the first steps in mmplementing this. Tivoli SecureWay Policy Director provided access
control management that centralized network and application security policies providing
granular access control for Web applications and resources without requinng modifications to
the existing web applications. This helped BA reduce implementation time and management
complexity, thereby lowering the total cost of ownership of the solution. Refer Exhibit 5.30

for a list of top secunty nsks and vulnerabilities.

These debilitating factors work in reverse for the outsourcing service provider. The provider
works to econormes of scale. They can more easily hire and train personnel, simply because
they need more employees. Vigilant monitoring means keeping up to date on new
vulnerabilities, new hacker tools, new secunty products, and new software release versions.
These service providers can spread such costs across all customers. A specialist secunty
provider also has a much broader perspective than a single company as 1t can leam from
attacks agamnst one customer, and use that knowledge to protect all its customers. It also

encounters such attacks much more frequently thus enabling it with the relevant expenence to
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reduce risk for its customers for repeat methods of attack. In addition, on the threat landscape,
secunty vendors have been coming out with a number of countermeasures that are evolving
almost as fast as the threats themselves. Refer Esxlubit 5.31 for trends mn these

counterrneasures) .

534 TRENDS

5.3.4.1 Cost-performance structures

Of the mitiatives implemented by BA, resulted i direct cost savings in their own night. Online
traming, for example, freed up the need for classrooms infrastructure and tramers, while on-
line pay slips delivered through ESS directly reduced administrative costs as well as operational
costs involved in the generation of those slips. Others had mdirect advantages. For example,
the converged, I’ telephony implementation had the advantage of making the relocation of
communications services quicker and easter, for example, when staff had to move due to a

last-rninute boarding gate change.

An analysis of the turnover of BA from the year 2001 to 2007 shows a decrease in absolute
numbers. Refer Hxhibit 5.24. Tumover decreased by £780m durnng this peniod. However, a
bottom line analysis shows an increase in gross profit of over 300% over this penod, with net
profit also showing a dramatic increase of [324m or 285%. The numbers speak for
themselves. I'T has enabled BA to not only imncrease top hines but also the bottom line through
effective cost advantages obtained prirnanly by transaction costs. This has resulted in operating
margin — defined as Operating Profit divided by Revenue expressed as a percentage for the FY
07 being 7.1% - which make BA one of the most profitable aitlines i the world.

This cost advantages, besides coming from transactional and operational cost optimuzations,
have also resulted out of judicous spending on the part of the orgamzation. The CRIM
solution, for example, 15 OSS (open source software) based leading to sigmificant cost savings.
The imtiative reduced operational costs by reducing dependency on the contact centre, while at
the same time benefiting customers. Quantification of these estiunates was done by BA by
estimating that every 10 items viewed during a CRM customer service session saves BA a call.

BA gets 24 mmullion calls a year to its approximately 15 call centres in Europe and the US. Out
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of these, 7 mullion are information-based, such as customers wanting to know how many
hours before check-in they have to amve at the airport. Each call, handled live by a customer
service representative, costs $4.50 to $6. At minimum estimates even, the cost savings are

substantial.

The CRM systern responded to more than 4.1 million customer service interactions for ba.comn
dunng the disruptions caused by the stnking staff in January 2007, BA had no prior warnuing of
the disruptions that would lead to a huge usage spike concentrated across a three-day peniod.
Overnight customer interactions rose from a daily average of around 80,000 to more than
735,000 — eight times the usual demand. As a result the usual monthly average of 2.1 nullion
interactions doubled as customers looked for mformation online. Customers who called by
phone were direct to the site with call queue messages, relieving some of the pressure at a time
when the call centers were under unprecedented demand. This resulted in savings m terms of
potential losses through efficient crisis management. Sell service also works since a high
portion of calls to the customer service teamn, and email traffic generated via the Web site,

relate to 1ssues of a repetitive nature.

Even the SAN momnitoring solution resulted i cost savings. BA estinated that their storage
requirements would grow by approximately 20 per cent over the next 3 years. The CA tool
enabled BA to adopt a multi tier approach to managing mformation and to select the most
cost effective storage media based on the importance of the information. Frequently needed,
live transactional information was stored on the fastest and most reliable storage — the SAN
environment whereas archived data could be off-loaded to slower, offline media like tape. This
strategy brought about a saving of 10-20% in disk purchases. BA also obtained cost savings
from a CA capacity license that enabled them to only pay for the storage they actually utilized.
Thus, besides being a much simpler approach to licensing also staggers the cash outflows as
additional software licenses are only to be purchased as the SAN grows. Refer Diagram 5.19

for cost component reductions.
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Diagram 5.19 — Cost component reduction
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5.3.4.2 Architecture, Enterprise Management, and business continuity

Architecture: The initiatives deployed by BA did obtamn it an eady mover advantage.
However, as sell~service technologies such as online check-in become the normm among
aithines, BA 1s looking to change 1ts architecture to SOA that will allow the reuse of resources
and enable BA to respond quickly to customer service issues. The key 1s the integration with
the customer experience. SOA enables BA to make short-term changes where flexability 1s
required, such as changing the seating policy. In traditional applications and architectures —
regardless of whether they were web based or not — to make any sort of changes, one had to
change the code. SOA allows the flexability to make the same changes by using rules. For
example, seating policy or an upgrade can be based on a set of rules or crteria — which are
subject to change in the short term. BA 1s using an enterpnse service bus (ESB) - a distributed
rmuddleware system for integrating enterpnse I'T assets using an SOA-based approach. It is this
concept that TCS has implemented for BA wath 1its customer relationship management (CRM)

mutiative. Refer Table 5.5 for a list of technologies deployed.
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Table 5.5 — Technologies deployed in BA

tion Suite

Enterprise Management and Business Continuity Pacom and the associated
mplementations resulted in a farly large amount of data — around 200TB currently. BA
deployed a storage area network (SAN) 1n its enwvironment to cater to this rapidly growing
storage requirement. The SAN iz a Windows-free environment mainly running on Unx
platforms like Sun’s Selaris and IEM’s AIX They alse deploved SAN monitonng tools Storage
Resource Manager and SAIN Manager from computer associates [CA) to reduce the sk of
suffering downtime to any of the eritical business systems that rely on the SAN infrastructure,
mecluding catering, engineering and carpo systems and the BA com website. The solution
would enable the early detection of SAIN degradation before it became a fault and resulted 1n

the loss of service of these applications. Diagram 5.20 below depicts how business contmnuity

planning was done.

Diiagram 520 —Business Continuity Planning
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Refer Exhibit 5.32 for a technology maturation path of operating environments available at the

time.

5.3.4.3 Enterprise Integration
The mmpact of the above 1s that the enterpnse 1s moving towards full integration. It has

embraced technology to mmprove customer service and reduce cost. BA has tned to apply this
prnaiple to every customer contact point whether on the ground or in the air. Technology 1s
playing an absolutely fundamental part in how arlines ennch the customer expenence.

Diagram 5.21 shows the major effects of Enterpnise Integration.

Diagram 5.21 — Major effects of Enterprise Integration
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5.3.5 EXHIBITS

Exhibit 5.24 — Turmower of BA since 2001
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Exhibit 5.25 — Elements that were not outsourced
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Exhibit 5.26 - Operating profit and passenger load factor
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Eadukbat 526 — Westem Burope IT spend and growth pattem
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Exhibit 5.28 — Categorization of customers
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Exhibit 5.29 — Areas in which BA implemented operational efficiencies to increase competitiveness

Staffing
Training

Partnering
Alliances
Franchises
Airports
Authorities

Coordinating
Employee preferences

Scheduling
Network
Frequency
Timing

Selling
Distribution channels

Revenue mznagement
Fare restrictions

Operating
Fleet mix
Maintenance
Irregular operations
Tesponse
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Esthibit 5.30 - Top secunty risks and vulnerabalities

Malware: Infection of the organization’s systems or network by wirises,
worms, Trojans, adware, or spyware

Phishing Impersonation of the organization throusgh email or electronic
means in an attempt to obtamn conhdential information

Pharming: Diversion of Internet traffic to an imposter site by means of
LNS potsoning or browser address bar attack in an attempt to obtain
confidential information

Spam: Unsolicited or umrwanted email messages

Denial-of-service: Attempts to overwhelm or overload the erganization’s
network or system resources with the intent to degrade their performance or
make them unawvailable

Unauthorize d access by outsiders: Unanthonzed access or use of systems
or the network by outsiders

Vandalism/sabotage: Defacement, destruction, or other damage to the
orpanization’s systems, network, or Web site

Extortion: Demands for money or other concessions based on threats to use
electronic means to harm the orpanization’s netwosrk, systems, or reputations

Fraudulent transactions: Fraudulent electronic transactions that result 1n
financial loss or damage to the organization or its customers

Physical loss: Physical loss or theft of computer, storase media, or other
devices and any associated data

Unauthorized access by insiders: Successtul access by insiders to system
functions or information for which they are not authorized

Insider misuser Viclation of the orpanization’s policies regarding acceptable

use of computing/ network resources

Exhibit 5.31 - Security revenues by counterm easure category
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Exhibit 5.32 — Technology maturation path
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5.4 Case Analysis 3: Scotia Gas (1C5-Case-3)

5.4.1 COMPANY BACKGROUND

Scotia Gas Networks (SGN) 1s a holding company which operates two of the UK's eight
regional gas distnbution networks — Scotland Gas Networks and Southern Gas Networks.
Reter Exhibit 5.33 for the company’s financial performance since inception. These networks
provide gas safely, reliably and efliciently to 75% of all Scottish households as well as to
commercial and mdustral customers via approximately 74,000 kilometers of gas mains. Gas is
delivered to seven beach terrminals in Great Bntain by gas producers like BP and Shell, which
operate offshore nigs m around 100 fields beneath the sea around the Butish Isles. Gas
shippers buy gas from the producers at the beach terrminals. They then contract with the gas
transporters to convey gas to customers’ premuses (or supply points), where shippers then sell
the gas to suppliers. Before gas reaches a home, business or office, it has to travel through part
of the national pipeline network of 275,000 kilometers. Southem Gas Networks operates one

of eight regional pipeline networks to convey gas through Botamn. At the supply pomts, the
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final link in the cham — the gas suppliers — buy gas from the shippers and compete to sell it to

domestic, ndustnal and commercial customers.

UK’s gas industry has undergone sorme changes. Until recently National Gnd Transco (now
National Gnd) owned and operated almost all of the UK’s pipelines, at present, there are four
players i the industry. National Gnd has retaned four of the old regional distnbution
networks — London, West Midlands, East of England and North West England. With around
11m customers, National Gnd remains the biggest gas distnbution business in the UK. The
North of England distnbution network 1s run by a consortium led by Cheung Kong
Infrastructure Holdings mcluding United Utilities, operating as Northern Gas Networks
Limited. The Wales and the West of England distribution network is run by a consortium led
by the Macquane European Infrastructure Fund, operating as Wales and West Utlities
Limited. Scotia Gas Networks, runs the Scotland and South of England distribution networks

which, combined, deliver gas to 5.7m custorners.

All this means that for the first time in the UK’s gas distnbution industry, it will be possible for
regulator, OFGEM (Office of Gas and FElectricity Markets), to ‘compare and contrast’ the
performance of different companies. According to OFGEM, this will allow gas customers, for
the first tine, to benefit from efficiency gains of the kind that successive pnce controls have
secured for electricity distnbution customers. Refer Extubit 534 for SGIN’s reach in the UK

market.

UK 15 11 a penod where gas supply patterns are moving to a position where more reliance 1s
placed on mmported gas. The decline in UK continental shelf gas reserves and the UK energy
policy taking cognizance of climate change 1s dnving this shift towards greater use of imported

gas. Refer Exhibit 5.35 for enerpy usage pattern i UKL

542 EXISTING I'T LANDSCAPE

The technological architecture inhernited from the former owner of the two regional networks
had been designed for a heavily centralized organization, and was not suitable for SGN's new

geography-based business model. The front-office soltware was largely legacy in nature, and
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mnvolved mare than 30 different applications — a complicated architecture which did not
accurately map to SGN's business processes. With mullions of customers relying on the new
company for uninterrupted provision of vital utilities, delays and disruption were unacceptable.
Moreover, SGN's contract stipulated that the migration away from National Gnd systems

should be complete within 18 months of the acquisition of the distribution networks.

The merger also brought together two disparate sets of systerns that were sirmular — yet distinet.
To ensure that the company could run these two new distmbution networks safely, efficiently
and profitably, SGN needed to create a new mnfrastructure capable of supporting existing
operations — imncluding the network and its associated assets, employees, customers,

technologies, and all the critical linkages between them.

This migration and consolidation took place in three phases and was managed by TCS. The
first covered back-office systerns such as human resources, hinance and logistics, and the
deadline for migration was initially six months, although this was later extended to a more
realistic nine months. (The sale of each business in June 2005 was conditional on this deadline
being met.) In the second stage, the gas distnibution networks were given until 30 November
2006 to move away from National Gnd Gas's frontoffice systems, such as workforce
managernent, or face potential fines of up to £10m. The third phase was concemed with
operational control of the gas network nationwide. After extensive consultation, it was agreed
that Exoserve, a National Gnd Gas subsidiary, should run a centralized control room because
it would be too expensive and uncompetitive for each individual organization to do thus

individually. The price paid to Fxoserve for its services was based on each firm's revenue.

TCS was selected as the systems integration and consulting partner by SGN. Refer Table 5.6

for a list of selection cntena that were used to make this selection.

Table 5.6 — Cateria for selection of consulung company

Expertise on a vanety of vendor systemns and environrments

Core competency in providing turnkey solutions ranging from consultancy, design,
development, customization, deployment, performance-testing and on-poing support

Prior enerpy domain expernence

Ability to bang business practices used by the most successful companies to the table

Expertise coupled with the technology skills to recommend the most approprate technology
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solution and configure it to specific requirements

A past record of delivering walue to clients with on-time and on-budget projects

543 RESULTS — BUSINESS TRANSFORMATION

5.4.3.1 Outsourcing

To automate their back-end operations, both compamnes introduced integrated application
suttes to handle the core enterpnse asset management function, but supplemented this with
other packages in the more specialist fields such as geographic information systems (GIS).
Scotia Gas Networks introduced the Maximo suite from MRO Software (which was acquired
by IBM). Rather than implement the software itself, however, SGN chose to outsource all of
its operations, including I'T, to one of its shareholders, SSE (Southem Enerpy ple), leaving only
50 staft in-house to focus on legal and license obligations and also set strategy. Their view was
to focus on core business competencies and let ernployees do what they were good at to give
the best service available, with a consequent significant reduction in costs. Packaged software

was chosen to ensure that there was mimmal development cost and mamntainability costs.

The tunctions cutsourced were operational — finance, payroll, procurement, and billing. Refer
to Diagram 5.22 for a depiction of Core competencies and outsourcing. Refer to Exhibit 5.35
for elements which were not outsourced. The core competencies of the company 1s shown in
the diagram depicting that the company consolidated around its core competencies (depicted
by the inward pointing arrows); whereas the outsourced elements are shown by the outward

pointing arrows and denote the elements that were outsourced.
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Diagram 5.22 — Core competencies and outscurcin
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5.4.3.2 Effect of business cycles

To turther elaborate this, one can distinguish and categorize industries into cyclical and non-
cyclicals. Cyclicals are comparues whose success 1s tied to econormic cycles or interest rates,
These stocks generally perform well dunng economic expansions and perform poorly durnng
recessions. Aviation comes mto this category. This 1s 1n contrast with non—cyclicals, Le.
companies whose success 1s not tied to economic cycles or interest rates. Examples mclude
agniculture, tobacco, beverage and utility industry stocks, which are tied to products that are

desired i any economic cycle. These are also called counter-cyclicals.

Changes in the quantities of gas delivered through the SGN may result in an increase or
decrease in the collected revenues, with the impact of changing volumes partly offset by
changes in costs or sometimes they may result in an under or over recovery against allowable
revenue. Where there 1s an under or over recovery agamnst allowable revenue, there 1s a
corresponding adjustment to revenues m future pertod revenues i.e. such changes m volumes
sunply lead to tumng differences as to when revenue 1s earned. Gas volumes are affected by
weather, consumer demand and network availability. In respect of weather this leads to gas

volurnes being typically higher dunng the winter months leading to revenues being weighted
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more towards the end of the financial year. Dunng this penod too, gas demand follows three
regular cyclical patterns. Within a 24 hour period, demand follows a well-known and
predictable cycle known in the industry as the "dwumal swing”. Domestic demand, for
exarnple, has a peak at breakfast tine and again in the evening, and a trough during the mght.
Demand also follows a weekly cycle, weekend consumption showing a different pattem to
weekdays. Finally, consumption through the year follows a roughly sinusoidal curve related to
seasonal changes in temperature. These three cycles are superimposed on each other and are
mterrelated. Dernand 1s very closely related to temperature, and any of these cycles can be
temporanly upset by unusual temperature patterns. Other weather factors, particulatly wind,
can also distort dermnand, and other econormic factors such as public holidays, or strkes, also
disturb the undedying patterns. IT spend 1s typically counter-cyclical — with the previous cycle
and forecasts determining the extent of spend. This 1s followed by a stable penod with focus
on maintaining the I'T setup, until business considerations make further spend necessary. Refer

the illustrated in Diagrarn 5.23.

Diagram 5.23 — Link between economic cycle and SGIN’s business cycle
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The pamary daver for SGN as mentioned eadier during the penod under consideration was
cost economization through I'T. Refer Exdubit 5.36 for the Western FEurope I'T spend and

growth pattemn.
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5.4.3.3 Transactional Ability

SAP implementation: The implementation and choice of SAP was attractive for several
reasons. On the one hand, the vendor provided both back-end and front-end packages that
worked together seamlessly, which reduced the need for expensive and time-consuming
mtegration work. On the other, a United Utilities company mn the electricity space had already
deployed the same applications and so it was possible to clone and modify them for rapid
deployment. Scotia Gas Networks pursued a sirmnilar stratepy, mirronng and tweaking Scottish

and Southern Enerpy's materials managerment system — though the implementation was on

IBM Maximo.

Diagram 5.24 - Stages of transactional efficiency
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This situation enabled SGN to not only implement the latest technology, but also to reduce

the complexity inherent in using as many as 55 National Gnd Gas systems that had evolved
over time and were, in some cases, more than 20 years old. The problem with this situation
was that there were a lot of components and linkages, so that any changes made i the one had
unplications in testing to make sure everything worked. Consequently a lot of tune, effort and
cost went into supporting applications. The strategy also gave SGN an opportunity to cleanse
their data as part of the rmigration process rather than have to undertake a separate project, the
aum bemng to wunprove the quality of corporate mformmation in order to enhance decision-

making. It also caused business process re-engineenng and strearmnlining of processes, building
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new, less complex ones from scratch in order to try and boost efficiency still further. This they
hoped would go towards mcreasing profitability — which was very important as profits were
based on being able to run the business at a lower cost than the figure set by the regulator

OFGEM. Refer Diagram 5.24 above for stages of transactional efficiency

Applications such as CRM and ERP systems: Applications such as CRM and ERP
systerns, while necessary components i a service orparnuzation, are data processing
mecharisms only. They cannot facilitate scheduling decisions that will ultimately be in the best
interests of both the customer and the service organization. To maxinmize the external impact —
in terms of delivery of service, schedule optimization technology 1s able to simultanecusly
consider numerous strategic and operational constraints when scheduling an engineer in the
field. Refer Exhibit 5.38 which depicts the service response time for SGN customers. As such,
it can consistently ensure that the best technictan with the right skills and the right tools gets to
the customer at the nght time to achieve a company's strategic goals. More than just knowing
who the customer is, where he or she lives, and what kind of problem he or she has, effective
service scheduling will take into consideration such things as which engineer has the skills to
fix the specific problem, the distance that the engineer will need to travel to get to the job, and

what parts the engineer will need to have on hand.

SGN, through TCS, inplemented such ascheduling software from Clicksoftware. This covered
the scheduling of more than 1,000 field service engmeers across Scotland and the south of
England — who eatlier had managed as part of a fleet of 10,000 nationally, using the software
installed 1 2002 for National Grid. The functions covered are emergency services, metenng,
repairs and maintenance and connections operations, as well as delivenng real time
optimization to the metering and emergency services divisions to mcrease technician
productivity. The systern was fully integrated with maintenance management systern. 'TCS
managed the services and consulting part of the contract whereas the actual implementation

and integration was done by a company called Syclo.

Integration of legacy with new systems: TCS managed the integration of some of the
legacy systerns of SGN with its new systern using a platforrn by Webmethods. These were the

customer sales and billing infonmation systems. Poor to the integration, a field agent would
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have to call up a distmbution center or go through support staft to fulfill certain orders or
obtamn mventory status on a product. Using the web Methods mtegration platfonm, it became
possible for branch agents to use the new system and view mventory in the distnbution centers

in real-time, without taking up valuable support staff time.

Integration with Symology's Insight system: TCS helped in integrating the systern with the
UK’s most successful and widely used Street Works Register Solution - Symology's Tnsight
systern. The integration was faidy complex — as all of the street works data for the SGN
regions, was stored in the UK wide National Grid Gas Street Works System (also managed
using Symology’s Insight system). However, this was a previous version — and one that had a
different data format from the newer releases of Insight. This data was required to be extracted
and converted to the latest release of Insight. In addition, real-time bi-directional XML /SOAP
interfaces were required to be developed between Insight and SGN's Maximo Works/Asset

Management System.

The overall solution was able to manage SGN's whole front-office business - everything from
emergency services through repair and maintenance to metenng. Jobs can be scheduled
centrally and dispatched together with relevant geospatial data to field engineers via mobile
devices, helping to maximize workforce efficiency. The solution also provided integration with
a number of external orpamizations via Web Services using service onented architecture. When
street work 1s required, the relevant local and highway authonties are notified automatically.
Requests for emerpency work from National Grid can be accepted and processed within four
seconds — well within the 15-second service level requirement. With the redesign of its core
business processes, SGN was able to reduce its core set of applications from 30 down to just
eight — mcreasing staft productivity and fuelling etficiency in the front office. Over 33 mullion
asset records and numerous other databases to the new platform allowing SGN to make a
smmooth, efficient transition to the new mfrastructure, without any disruption in service. Refer

Exhibit 5.37 for depiction of areas in which SGN unplemented operational efficiencies.

5.4.3.4 Impact on workers

The 1impact on workers was interesting. Diagram 5.25 below shows the Impact on workers due

to technology. On the one hand, the first wave of transformation had already taken place {and
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i some areas was taking place.) On the other hand, the merger caused the availability of
multiple technologies for similar functions. This created a high level of complexity that had to
be managed. The most unportant effect therefore was change leadership. Employees who
were accustorned to supporting one operating company in one geographic location now had to
support two operating companies across locations. SGIN started a campaign to emphasize that
as a new corporate entity the need of the hour was consolidation and working together. An
architecture group and strategy group was created that was given the responsibility to define
standards and processes. Comrmon processes were then evolved for development, change,

release, and workforce and project management in consultation with TCS.

Diagram 5.25 - Impact on workers due to technology.

1.0 -~ J0 - T au -

5.0 5.0 5.0 5.0

5.4.3.5 Security

SGN was conscious of its data secunty requirernents — not only due to compliance reasons,
but also due to the disastrous impact a breach or disruption m service would bring about to its
operations. SGN therefore used citrix presentation server and gave access to over 1,500
employees across 60 sites using thin client architecture. This reduced manageability costs for
the company. SGN also procured AppSense Performance suite licenses to increase the
performance of these Citnx servers and mmprove software licensing management, application
resource usage control, optimized performance, and improved manageability coupled with
detailed reporting capabilities. A compliance policy was formulated as well, with the Director
of regulations and CFO having the authonty to deal with any breach of secunty. SGN also
defined formal HR procedures that had standard operating procedures to handle staff transters

or migration from the company to the service provider.
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Duiagram 5.26 — Security adoption driving forces
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The key dnvers for information secunty are shown m Diagram 5.26 above. Secunty was (and
1s) a pame concern for SGN — especially from a compliance perspective. Access to systems by
stafl’ was restncted to their authonzed area through physical access password and session
controls. This prevented any relevant supplier, relevant shipper, electrcity generation business,
any trading business, its meter-related services business or its meter reading business from

having access to the confidential information except in specific circurnstances.

These debilitating factors work in reverse for the outsourcing service provider. The provider
works to economies of scale. They can more easily hire and train personnel, simply because
they need more employees. Vigilant monitoring means keeping up to date on new
vulnerabilities, new hacker tools, new secunty products, and new software release versions.
These service providers can spread such costs across all customers. A specialist security
provider also has a much broader perspective than a single company as it can leam [rom
attacks agamnst one customer, and use that knowledge to protect all its customers. It also
encounters such attacks much more frequently thus enabling it with the relevant experence to
reduce nsk for its custorners for repeat methods of attack. In addition, on the threat landscape,

secunty vendors have been coming out with a number of countermeasures that are evolving

University of Petroleum & Energy Studies Page 244



Business Transformation through IT

almost as fast as the threats themselves. Refer Exhibit 5.39 for the top secunty nsks and

vulnerabilities and refer Exhibit 5.40 for trends in these countermeasures.

5.4.4 TRENDS

5.4.4.1 Cost-performarce structures

The overall solution led to the lowest I'T costs per employee in the gas industry. Further, TCS
did a knowledge transfer exercise to enable SGN to manage its setup in-house — which 1s

further helping them save costs.

Another high cost area was licensing costs. Software licensing was (and is) a major 1ssue facing
server-based computing environments due to the fact that licenses have to be bought for every
client device that accesses the server rather than just those who would be using a particular
application. For example, 1f a server supports 40 client devices and hosts an application used
by just ten people, the organization still has to purchase 40 licenses. Through the ability to set
restnctions based on active directory users, groups, client name and IP addresses, AppSense
Application Manager 1s able to restrict access a centrally-held application to the number of

licenses purchased. Refer Diagram 5.27 for cost component reductions.

Diagram 5.27 — Cost component rechiction
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5.4.4.2 Architecture, Enterprise Management, and business continuity
Architecture: SGN from a client-server based architecture, migrated to and incorporated the

latest technology trends including server-based computing using thin chent architecture.
Additionally, they built an SOA mnto their applications and did EAL SGN realized that thick
(fat) client architecture results in large server farms and a considerable management overhead.
Thin client computing enabled SGN to lower the total cost of ownership of their data centre
while increasing operational efliciency. This powerful combimnation of reduced costs and

greater productivity made I'T an enabler of profitability rather than an inhibitor.

Enterprise Management: Application and user environments are dynamically optimized to
ensure maximum hardware utilization with an optimal, consistent quality of service. Refer

Table 5.7 for a list of technologies deployed.

With a smaller set of applications, mapped more tightly to improved business processes, SGN
benefited from increased efficiency and associated operational savings. Better integration
between applications — and between different departments within the company — leads to a
more effective use of resources. For example, with a single set of work and asset management
systerns operating across the whole cornpany, it became possible to organize the workload of
the field engineers more effectively — ensuning that the most important jobs are tackled first.

Thus also has the additional effect of increasing custorner satisfaction.

Table 5.7 — Technologies deployed in SGN

Technology Product

Operating system Windows

Database ORACLE

Enterprise Application Suite IBM Maximo

Applications Citrix Presentation Server

Appsense Management Suite
Symology Insight

Webmethods

Clicksoftware clickschedule

Serck Controls' SCX6 SCADA platform
ThinPrint print management

Business Continuity: SGN evaluated a host of technologies to meet their desired secunty

objectives as well as rmururmuize the costs of implementation as well as the level of nsk. From an
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eatlier perspective whereby iolating their systems could mitigate a sigmificant level of risk for
them, wnth the expansion and intepration measures they took, this eption no longer remained
wiable. Refer Exhibit 541 for a technology maturation path of opemating enronments
available at the time Therefore, as part of their business continuity plan, they invested 1n
penmeter secunty as well as unihied threat management applances called Content Sereen. They
also setup policies and documented nghts structures for access to systems and data residing on
ther network They also put in place patch management and anti-virus software on their

nedes. Dhagram 3.28 below depicts Business Contmuity Planning,

Dhiagram 528 —Business Continuity Planning

Plan  Life Cycle Business
Develop | Impact
Execution

Strategy
Selection

3.4.4.3 Enterprise Integration
The initiatives taken by SGN were m line with a strategy towards mowving the company

towards complete end to end integration of processes. This was keeping in line with a strategy
of mowving towards smart metermg prowisions for its consumers. Smart metenng mvolves
prowviding consumers {often termed as “prosumers’ or proactive consumers) with near real-time
data on therr usage to enable them to make better decisions for optimizing their energy
consumption Specifically, when combined with usage based pricing polisies such as time of
use pricing; the potential for expanding market share becomes ewident Such devices also
provide the company with better demand estimation and forecasting. They also allow remote
management thus reducing dependence on labor — thereby saving both time and cost. End

point momntornng alse prowides the company wnth instant mfermaton on broken hnks and
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consequently faster call resolution time. Diagram 5.29 shows the major effects of Enterpnise

Integration.

Diagram 5.29 — Major effects of Enterprise Integration
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5.4.5 EXHIBITS

Exhibit 5.33 — Tumover of 3G smce mception

Key performance indicator

Description

EBITDA'

Adjusted EBITDA'
Capital expenditure
Replacement expenditure
Debt to RAV ratio”

Employes lost time incidents

Serious or potentially serious
RTA's

Customer satisfaction

Customer satisfaction

Escapes attendance

Eamings before interest, tax, depreciation and goodwill amartisation

EBITDA excluding replacement expenditure

Additions to tangible fixed assets

The cost of planned maintenance of mains and services

The Company’s debt to RAY ratio

Incidents resulting in employees taking time off work (per 100,000 hours worked)

Number of serious or potentially serious road traffic accidents per 100 vehicles, where the
Company driver is deemed to be at fault*

Results from customer satisfaction surveys (5 = very satisfied) — planned interruptions
Results from customer satisfaction surveys (5 = very satisfied) — unplanned interruptions

Propartion of uncontrolled escapes attended in one hour — percentage (farget 57%)

Year Eleven manth

ended period ended

31 March 31 March
2007 2008
£35.4 million £44.2 million
£91.7 million £86.8 million
£40.6 million £58.8 milion
£56.3 million £42.6 million
712.5% 72.6%

0.29 0.39°

0.39 0.65°
4.00° 3.97

3.97° 3.94°

97.4 97.4

Ezhibit 534 — SGN reach m the UK market
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Source: Company documents
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Exhibit 5.35 — Energy usage in the UK
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Esxhibit 5.35 — Elements that were not outsourced
IT leadership
Architecture development and evangelism
Business enhancement
Technology enhancement
Vendor management
Innovation and Intellectual property creation
Security and compliance
Exhibit 5.3¢ — Western Europe I'T spend and growth pattern
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Ezhibit 557 — Areas in which 331 implemented operational efficiendes
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Ezhibit 538 — Service response times for 5GI customers
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Exthibit 539 Top secutity risks and vulnerabdlities

Malware: Infection of the organization®s systems or netwrork by viruses, worms,
Trojans, adware, o spyware

Phishing: Impersonation of the organization through email or electronic means
in an attempt to obtain confidential information

Pharming: Diversion of Internet traffic to an imposter site by means of DINS
poisoning or browser address bar aftack in an attempt to obtain confidential
mformation

Span: Mnsolicted of unranted email messages

Denial-of-service: Attempts to overwhelm or owvetload the organization’s
netwotrk or system resources with the intent to degrade their performance or
make them unavailable

Unawthorized access by outsiders: Unauthorized access ot use of systems or
the network by outsiders
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Vandalism/sabotage: Dlefacement, destruction, or other damage to the
ctpamization’s systems, networl, or Web site

Extortion: Dlemands for money or other concessions based on threats to use
electronic means to harm the organization’s network, systems, or reputations

Fraudulent transactions: Fraudulent electronic transactions that result in

financial loss or damage to the organization or ite customers

Physical loss: Physical loss or theft of computer, stomage media, or other
dewices and any associated data

Unauthorized access by insiders: Successful access by insiders to system
funections or information for which they are not authorized

Insider misuse: Viclation of the srganization’s policies reparding acceptable use
of computing/network resources

Ezxhibit 5.40 - Security revenues by counterm easure category
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Exhibat 538 —Technology maturation path
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5.5 Accenture

5.5.1 COMPANY BACKGROUND

Accenture Ltd. (NYSE: ACN, ISIN: BMG1150G1116) 1s a global management consulting,
technology services, and outscurcing company with its main busmess office 1n Chicago,
Mlinets, although it 1s registered 1n Hamilton, Berrmuda. With more than 170,000 employees in
49 countries and reported revenues of US$19.7 billion m 2007, Accenture is the largest
consulting firm in the world and 1s one of the larpest cormputer services and soltware

comparues on the Fortune Global 500 List.

Accenture oniginated as the consulting division of Arthur Andersen, which Arthur Andersen
and Clarence DeLany founded mn 1913 as Andersen, DelLany & Co. Accenture's ongins are in
a 1953 teasibility study for General Electne. GE asked Arthur Andersen about the feasibility of
automating payroll processing and manufactunng at GE's Appliance Park facility near
Lowswille, Kentucky. Arthur Andersen recommended mstallation of 2 UNIVAC T computer
and ponter, and GE agreed, which is the start of what became the first-ever commercial

computer in the United States.

In 1989, that division split from Arthur Andersen and began using the name Andersen
Consulting. Both Arthur Andersen and Andersen Consulting consisted of groups of locally-
owned mndependent partnerships and other entities around the world, each n a contractual
agreement with Andersen Wordwide Société Coopérative (AWSC), a Swiss administrative

entity.

Through the 1990s there was increasing tension between Andersen Consulting and Arthur
Andersen. Andersen Consulting was upset that it was paying Arthur Andersen up to 15% of
its profits each vear (a condition of the 1989 split was that the more profitable umit - AA or AC
- paid the other this sum), while at the same time Arthur Andersen was competing with
Andersen Consulting through its own newly established business consulting service line. This

dispute came to a head in 1998 when Andersen Consulting clained breach of contract agamst
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AWSC and Arthur Andersen. Andersen Consulting put the 15% transter payment for that year
and future years mto escrow and issued a claim for breach of contract. In August 2000, as a
result of a conclusion of the International Chamber of Commerce, Andersen Consulting broke
all contractual ties with AWSC and Arthur Andersen. As part of the arbitration settlement,
Andersen Consulting paid over the sum held in escrow (then $1.2 billion) to Arthur Andersen,

and was required to change its name, resulting in the entity being renamed Accenture.

By 2000, Andersen Consulting had achieved net revenues exceeding UUS$9.5 billion and had
more than 75,000 employees in 47 countnes, whereas Arthur Andersen had revenues of

US$9.3 billion with over 85,000 employees worddwide in 2001.

The company’s performance graph 1s shown m Exhibit 5.42. The CAGR from 1989-2007 1s
16%. Exhibit 5.43 shows the revenues by industry group.

On January 1, 2001 Andersen Consulting adopted its current name, "Accenture”. The word
"Accenture” 1s denived from "Accent on the future”. Although a marketing consultancy was
tasked with finding a new name for the company, the name "Accenture” was chosen by an
employee from the Oslo office named Kim Petersen, as a result of an internal competition.
Accenture felt that the name should represent its will to be a global consulting leader and high
performer, and also intended that the name should not be offensive i any country i which
Accenture operates. The choice of name also means that the company appears closer towards

the top of any alphabetical Lists, and retains the AC letter sequence of its previous identity.

On July 29, 2001, Accenture offered initial public offering (IPO) at the price of $14.50 per
share in New Yok Stock Exchange (NYSE); Goldman Sachs and Morgan Stanley served as its
lead underwriters. Accenture stock closed the day at $15.17, with the day's high at $15.25. On
the first day of the IPO), Accenture raised neardly 1.7 billion dollars.

Its organizationzl structure includes divisions based on client industry types and growth
platforms. Industry divisions, referred to as Operating Groups, mclude Products (e.p.
consumer packaged goods or industrial equipment), Communications High Technology and

Media (CHT"), Financial Services (e.g. banking, msurance], Resources (e.g. utilities, chemuicals,
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energy), and Public Service. The growth platforms are respectively tiled Management

Consulting & Integrated Markets, Outsourcing, and Systems Integration & Technology.

5.5.25ERVICE AREAS

Management Consulting

® Customer Relationship Management

¢ Finance & Perforrnance Managernent

® Human Performance

® Strategy

®  Supply Chain Management
Technology Consulting

¢ Enterpnse Solutions

® Information Management Services

°

Integration

Infrastructure Consulting Services

o [T Strategy & Transformation
® Microsoft Solutions
®  Mohile Solutions
® Research & Development
®  Service Unented Architecture
Outsourcing
¢ Application Outsourcing
¢ Business Process Outsourcing
¢ Infrastructure Outsourcing
Table 5.8 — Operating areas and industry groups
Communications Financial Products Resources
& High Tech Services
Industry Groups Industry Tty G Industry
Groups Groups
Communications Banking Automotive Chemicals
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Electronics & Capital Consumer Goods & Services Enerpy
High Tech Markets Health & Life Sciences Natural
Media & Insurance Industrial Resources
Entertainment Equipment Retail Utilities
Transportation & Travel Services

Table 5.9 — Service areas and products

Service Client Industry Product
Consulting
Systems  Integration and | Banking Alnova Fmanaal Solutions-
Technology Cost Management Systern
Outsourcing Accenture Delivery Suite for
Outsourcing
Business Intelligence and BustinessObjects™ XI-
Performance Management Petformance  Management,
Query and Analysis Solution.
telecommunication
Energy and utilities aspenONE V2006
Energy Accenture e-partner-
Electronic Billing
Business Intelligence and Enterpnse Energy
Performance Managernent Management-Reduce
ENERGY Costs
Enterprise solutions | Education(College Service) Accenture  Supply  Chain
(CRM,SCM) Performance Assessment
BPO Heatlh and life sciences Strategic  delivery  model-
CLINICAL DATA MGMT

There 1s a misconception that the name change from Andersen Consulting to Accenture was
simply the consultng firm's attempt to "hide" from the Enron scandal. This 1s not accurate
given the timing of events. The split from Arthur Andersen was requested by the consulting
side in 1998, and finally awarded 1n 2000; the Enron scandal (starting with the reporting of the
infamous "LJM Partnerships™) did not occur until well nto 2001, with the scandal culmmnating

in the months after that.

In reality, planning for a new name was underway before the arbitration decision was
announced (Andersen Consulting partners felt that the word "Consultng” in the name was a
drawback, since the firn was moving into non-consulting work such as outsourcing and

ventures). Interestingly, internal Arthur Andersen emails m 2001 sent to all employees
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discussed future plans for Arthur Andersen to move ahead m the market with 3 names:
Andersen Tax, Andersen Audit, and Andersen Consulting now that they had ownership over
the name. Arthur Andersen was never able to revive the "Andersen Consulting” name since it
was brought down by the Enron scandal before doing so. Accenture 1s typically listed in the
top 100 corporate brands, so the name change appears to have been a positive for the
consulting firm. The fact that it 1s disassociated from the Arthur Andersen name certainly

proved to be a posttive after the Arthur Andersen/Enron scandal.

In addition, Accenture was absolved and not held liable of any involvement in the Enron
scandal 11 court. Because of Accenture's mvestment i India, many Indian major players such
as Infosys, Tata Consultancy Services, and Wipro, along with other market-setters, such as

IBM and Siemens I'T Solutions and Services, have become its competitors.

The company’s range of services or service mix between consulting and cutsourcing services 1s

also changing as shown 1 HExhibit 5.44.

Fachibit 5.45 shows the area of operations and industnes serviced by Accenture.

5.5.3 SUBSIADIARIES

®  Cortel BPM 1s the Spanish subsidiary of Accenture devoted to software development

and outsourcing. [t was founded m 1984 and currently has 6,500 workers.

¢ Avanade is a jomnt venture between Microsoft and Accenture. It 1s dedicated to

enterprise busmess solutions on the Microsoft platform.

e Navitaire 1s a subsidiary of Accenture, dedicated to providing specialized solutions to

airdines.

¢ Accenture Business Services for Utilities 1s a subsidiary of Accenture, dedicated to

providing Business Process systems and solutions for Utilities
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® Accenture National Secunty Services 1s a subsidiaty of Accenture, dedicated to
providing services directly to United States govemment and mulitary agencies. It was
spectfically mcorporated as a US subsidiary to meet a congressional mandate that

defense contractors be based i the US.

®  Accenture Technology Solutions is a subsidiary of Accenture, dedicated to providing
technology solutions to the client. The solutions work 1s rmainly outsourced to low-
wage developing countries like India, The Philippines and Romania - Accenture India
Delivery Centre, Accenture Manila Delivery Center and Accenture Bucharest Delivery

Center.

® Accenture SAP Solutions 1s a subsidiary of Accenture, dedicated to providing SAP
solutions to the client. Tt has taken Coritel BPM SAP resources and tumed it into this

new umit called: ASAPS.

5.5.4 GLOBAL DELIVERY MODEL

Accenture follows a Global delivery model similar to TCS. Called the Global Dehivery
Network, it enables Accenture to deliver end-to-end capabilities, mobilizing the right people
with the nght skills and talents, who leverage proven assets for each preaise task. Since all
consistently use the same proven processes, methods, and tools worddwide, companies and
govemnments tapping the power of Accenture’s Global Delivery Network gamn ummediate
access to a workforce with vast global capabilities. The network enables them to focus on
achieving their prnonties rapidly, whether reducing cost, augmenting stafl and capabilities, or
implementing  high-value solutions. Accenture deals m all aspects of technology and
cutsourcing delivery, accelerating from planning through mobilization to operation, to help
organizations realize value quickly and clearly, and to achieve and sustain high performance.

Refer Exhibit 5.46 for Accenture Global Delivery Centre network.

Accenture delivery center 1s first a physical place, equipped with the most advanced
information technology and most secure infrastructure in the industry today. Every delvery

center 1s continuously linked with every other delivery center in the network to ensure that
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business continuity 1s never an issue regardless of the political or economic climate of any
given country. Each center 1s also a team of people in a fast-expanding network that numbers
more than 55,000 smart, deeply skilled professionals. Most importantly, all the professionals in
each center share common methodologies, tools, architectures and metnes for the delivery of
technology and business process services and solutions. The fact that multi-disciplinary teams
in each center all work the same way across locations ensures fast, seamless collaboration and
continuous innovation no matter where in the wotld the client 1s. Through Accenture’s Global
Delivery Network, the client has access to a number of services: system mtegration, application
development and outsourcing, infrastructure outsourcing and Busmess Process Qutsourcing.
Skillsets consist of all major development platfornmns, enterprise application suites (SAP, Oracle
Products including Oracle eSuite, PeopleSoft and Seibel), databases, nuddleware and
mamframe technology. Industry-specific technology software such as Advantage, Oracle Retail
(formerly Retek) and VisualBanker are also available. There are also specialists who focus on
the mfrastructure services such as I'T Spend Management, Service Desk, Data Center Services,
Communications Services, Secunty and Workplace Services to help you lower total cost of [T
ownership and operating costs while mmproving performance. Complementing  these
technology services and sclutions are Accenture’s Busmess Process Qutsourcing (BPO)
disciplines in Finance and Accounting, Human Resources, Customer Contact, Learning and
Sourcing and Procurement, as well as m speaialized industry processes. Accenture’s BPO
services maxrmze cost reduction from the outset, and daove innovation and hugh performance

tor the duration of the outsourcing relationship.

How can thousands of people from different countnes and cultures think and work as one?
Because Accenture’s global workforce 1s ngorously tramed in a common set of methodologies,
tools, architectures and metrics, which together are the basis tor the Accenture Delivery Suite.
Regardless of geographical location, Accenture stalf collaborates to deliver high quality, cost-

effective services and solutions to clients.

These tacilities are strategically located wherever an expansive pool of talented knowledge
workers can be tapped, and where clients need specific language skills and geographic
proximity to key global or regional markets. Many clients see multiple Accenture teamns

advance their projects daily, as work migrates from north to south and east to west, circhng the
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globe in tandem with the workday. They are able to momnitor global technology services and
solutions being engineered and business processes bemg delivered efliciently and effectively.
Standard tcols automate how they create the deliverables that contribute to services and
solutions. Architectures provide the frameworks for buillding robust I'T' solutions. And metncs
allow them to measure performance and identify ways to achieve continuous improvement.

These together compise the Accenture Delivery Suite.

Essentially, the Accenture Delivery Suite brings together mnumerable insights and proven
practices into a single, coherent, time-tested body of knowledge. Far from fixed and final, the
knowledge embodied in the Delivery Suite 1s continucusly expanding and evolving. The result
can be seen m the recognized industry-wide external certifications, such as Capability Maturity

Model Integration, eSourcing Capability Model and Lean Six Sigma, to name a few.

Accenture’s delivery center locations in China, India, the Philippines and Spamn have achieved
CMMI Level 5 certification, sigruifying a high standard of process improvement practices. In
addition, Accenture Infrastructure Qutsourcing in India achieved ISO 20000-1 certification,

which defines the requirements for a service provider to deliver managed services.

5.5.5 STRATEGIES OF GROWTH

With the company’s emphasis on high performance, there are three growth platfonms that
represent the capabilities that help Accenture deliver on promises to clients. The first 1s to
grow business consulting. Growing this part of the busmess is cntical for them, they stnve to
achieve double-digit growth in business consulting. Second, they have identified fast-growing
areas like supply chamn, customer transformation, secunty, I'T optimization, and finance and
performance management, in which they can bong innovation to a wide range of clients. They
are also creating new innovations and solutions using emerging technologies such as radio
frequency identification, mobility and msight technologies. Through information technology
outsourcing—including both infrastructure and applications outsourcing they help clients
reduce operating costs, and enable unproved enterprise outcomes across a wide vanety of

business processes. The evolution of service offenngs 1s described mn Exhibit 5.47.
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3.5.6 EXHIBITS

Fzhibit 542 — Revenues 1989 - 2007
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Ezhibit 543 - Fevermies by industry group ($m)
2004 e change 2003 % change 2002 %% change 2001
Communioaton | e 14 2.290 3 3182 ) 3,233
High Tech
Financial Services 2,771 13 2,355 0 2,360 (10} 2,027
5 ove mment 1,995 25 1,582 20 1,316 a1 1,003
Products 2,979 14 2,613 (3} 2,596 3 20624
e niones 2,178 11 1,066 i2) 2,005 4 1,955
Others o {20) 12 20 o {51} 19
‘Totals | $13,675 16%% $11,818 25 11,574 1% 11,444
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Exzhibit 544 — Changing offerings mix

Percent of Total Revenues Before Reimbursements
Years Ended August 31

@ Consulting @ Outsourcing
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2004

Exhibit 5,45 - Area of operations and industries serviced by Accenture
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Exzhibit 546 - Accenture Global Drelivery Centre network

Accenture Global Delivery Center Network

PVl

¥ Rurras Alres

# Wasuriling

Exhibit 5.47 - The evolution of service offerings

In the 1980s:

Leader in systems
integration. Best-in-
class delivery of
projects, integration
of business needs and
information technology.
Known for flawless
execution—delivering
solutions on time and
on budget.

In the 1990s:

Leader in business
integration—helping
clients align their people,
processes and technolo-

gies with their strategies.

Defined the marketplace,
building on our flawless
execution and focus on
business outcomes.
Best-in-class delivery

of complex, large-scale
change programs.

In the early 2000s:
Leader in value delivery.
Tangible outcomes for
clients that made 2
measurable impact on
top- and bottom-line
performance. Grew
business process
outsourcing (BPO)
business and developed

global delivery network.

Today:

Taking the lead in
helping clients become
high-performance
businesses. Raising the
bar again; drawing on
previous stages of our
evolution. Enabling
businesses to outperform
their peers, regardless
of business or economic
conditions. Creating
future value.
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5.6 Case Analysis 4: British Gas (Accenture Case-1)

5.6.1 COMPANY BACKGROUND

British Gas 1s UICs largest gas provider. In the UK, in 1948 the Gas Act was introduced. This
created a nationalized gas industry throughout England, Scotland and Wales, transforming the
way the gas industry operated. For over a hundred years, gas had been manufactured and
supplied by a series of private and murnicipally operated companies. Under the Act, which
came into effect in May 1949, over 1000 privately owned and municipal gas comparies were
merged into twelve area Gas Boards - each an autonomous body with 1ts own chairman and
board structure. The area boards became known sunply as "the Gas Board”, a tenm which is
still used for Brtish Gas. A Gas Council was also set up to act as a link between the area
boards and the Ministry of Fuel and Power, although the Council had no direct powers over
the boards. The Gas Counal was made up of the 12 area board chairmen and had a chairman
of its own. The use of gas continued to grow through the 1950s and in 1959 the frst toal
imports of liquefied natural gas arrived m Brtain from Lowsiana. An Esso/Shell survey
discovered an enonmous natural gas field m Holland. Technical advances herald widespread
changes. Surveys in the North Sea had indicated the enommous potential of tapping undersea
reserves of natural gas. In 1960, the decision was taken to convert Britain to natural gas, and a
yvear later the first North Sea gas was brought ashore at the Easington Terminal. Dunng a ten-
year national conversion program every appliance in the country (about 13 million homes and

factones and 34 rmllion individual applances) were converted from town gas to run on natural

gas.

The start of the 1970s saw the opening of a national control centre at Hinckley, Leicester, to
manage the operation of the growing high-pressure distabution system. The 1972 Gas Act
paved the way for greater centralization with the creation of the British Gas Corporation.
Taking effect 1 1973, the 12 old Gas Boards becarne regions, each region responsible for a
particular geographical area. In 1977 the national program to convert to natural gas was

completed. Privatization began with the 1982 Cil and Gas (Enterpnse] Act giving the
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Government the power to dispose of Bntish Gas's assets and open up the corporation's
pipelines to third-party suppliers. The 1986 Gas Act saw the retum of the gas mdustry to the
private sector and the company's name changed to Bntish Gas Ple. On 8th December 1986,
£9 bilion worth of shares were floated on the London stock market and sold around the

word.

In 1992, British Gas underwent a wide-ranging Monopolies and Mergers Commission (MMC)
inquiry to balance the needs of customers, shareholders, suppliers and employees. When the
MMC published its report 1 1993, the Government decided to open the domestic gas market
to competiton by 1996. In parallel with this proposal, Bntish Gas carned out a major
restructuring to prepare the UK business for the onset of competition. Five business units

were fOI‘I’IlEEd, EﬂCh Wlth a SPECiEC I’lﬂ.ﬁOI’lﬂl fEESPOI’lSibﬂitY:

® DPublic Gas Supply, the domestic market (now Bntish Gas Trading).

® Contract Trading (later named Business Gas, for supplies over 2,500 therms a year)

® Transportation and Storage (later named Transco) responsible for transporting and

storage of gas

¢  Service and Installation (later named Services)

o Retad (later named Energy Centres)

The Exploration and Production and Global Gas divisions continued to operate i the
international markets. On 17 February 1997, following shareholder approval, Brtish Gas ple

was dernerged mnto two separate comparnies:

Centrica PLC: Bntish Gas Fnergy Supply, Services, Energy Centres, Accord Energy and
HRL {(Morecambe gas field), The gas production business of the North and South Morecambe

gas fields were transferred to Centrica ple.
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BG PLC: Transco (Transportation and storage business), International, Bxploration and
Production (excluding North and South Morecambe gas fields,) Research & Technology and

Properties.

In December 1999, BG plc completed a finanaal restructuring which resulted m the creation
ol a new parent comnpany BG Group ple. The range of products offered by Brtish Gas in
Great Bntain was extended to include home security, plumbing, and kitchen appliance cover.
In September 2000, Bntish Gas entered another new market with the launch of its
telecommunications service. Almost one yvear later, n June 2001, Brtish Gas extended its
electrical servicing business into 80,000 more houscholds across Britain with the acquisition of

National Homecare.

5.6.2 EXISTING IT LANDSCAPE

BG (Centrica) had a legacy set of systems and applications running — some of which were 17
years old. These ncluded back office functions ke Fmance and HR, as well as plant
maimntenance and logistics. These were running on legacy hardware — which also was adding to
the costs to maintain 1t. They desired to replace these legacy systems with contemporary
systems to manage their increased load better as well as introduce flexability into their
operations. SAP was selected as the systemn of choice for this. Accenture was selected for this

and the cnteria used for the selection are outlined in Table 5.10 below.

Table 5.10: Criteria for selection of consulting company

Expertise on a varety of vendor systems and environments

Core competency i providing tumkey solutions rmanging from consultancy, design,
development, customization, deployment, performance-testing: and on-going support

Prior gas domam experience

Ability to bring business practices used by the most successtul companies to the table

Expertise coupled with the technology skills to recommend the most appropnate technology
solution and configure it to specific requirements

A past record of delivering value to clients with en-time and on-budget projects
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Additionally, a number of acquisitions had resulted i disparate systems coming together
(particularly in the area of CRM) — which resulted in Centrica not getting a single view of 1ts
custorners — a prmary deliverable of 2 CRM systern. The company’s utility products had
evolved into commodities that made differentiation difficult, and Intemet-fuelled prce

transparency was further hurting margins and market share as well.

Centrica was maintaming an old website — gasco.uk — that focused on home enerpy
management rather than being a customer-focused agent that made the most of Intemet
technology to bridge the gap between the company and its customers. For a customer holding
more than one product the company generated multiple bills — which resulted in multiple
points of contact in order to handle a customer query since employees serving these customers

only had developed skills in one particular application, be it gas, electricity, telecornmunications

or home services.

5.6.3 RESULTS - BUSINESS TRANSFORMATION

5.6.3.1 Outsourcing

Diagram 5.30: Core competencies and outsourcing
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Centnca focused on its core competencies. It had a fleet of 9,500 commercial vehicles that
were critical to its operations but required extensive management. It appointed Hitacht Capital
Vehicle Solutions to manage its cornmercial {leet and provide total support to its dovers. This
meluded providing all back-up office functions and a range of dedicated dnver help-lines.
Targets were agreed against key critena such as cost, finance, vehicle down-time, comphance,
servicing, mumstry ol transport requirements (MOTs) and telephone answenng tunes. The
core competencies of the company i1s shown in the diagram 5.30 above depicting that the
company consolidated around its core competencies (depicted by the inward pointing arrows);

whereas the outsourced elements are shown by the outward peointing arrows and denote the

elements that were outsourced. Exhibit 5.47 lists the elements that were not outsourced

5.6.3.2 Effect of business cycles

Diagram 5.31 — Relation of economic cyele to BG’s business cycle

A Business Cycle

A Economic Cycle British Gas
(Energy)

Peak
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Recovery
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Trough

Certain industries are it hardest dunng a downtum in the economy. These include
construction and allied industres like cement. There are certain favored industnes that are not
impacted to a great extent dunng such down-cycles. This 1s to say, their growth rate slows
down to low figures, yet they seldom show negative growth. Gas volumes are affected by
weather, consumer demand and network avaidability. In respect of weather this leads to gas
volumes being typically higher dunng the winter months leading to revenues bemng weighted

more towards the end of the financial year. During this period too, gas demand follows three
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repular cyclical pattems. Within a 24 hour penod, demand follows a well-known and
predictable cycle known in the industry as the "diumal swing”". Domestic demand, for
example, has a peak at breakfast time and again in the evening, and a trough dunng the night.
Demand also follows a weekly cycle, weekend consumption showing a different pattern to
weekdays. Finally, consumption through the year follows a roughly sinusocidal curve related to
seasonal changes m temperature. These three cycles are superimposed on each other and are
interrelated. Demand 1s very closely related to temperature, and any of these cycles can be
ternporanly upset by unusual temperature pattems. Other weather factors, particulardy wind,
can also distort demand, and other economic factors such as public holidays, or strkes, also
disturb the underlying patterns. I'T spend 1s typically counter-cyclical — with the previous cycle
and forecasts determining the extent of spend. This 1s tollowed by a stable peniod with focus
on maintaining the IT setup, until busmess considerations make further spend necessary.

Diagram 5.31 above depicts the relation of economic cycle to BG’s business cycle. Refer

Fahibit 5.48 for the Western Europe I'T spend and growth pattern.

5.6.3.3 Transactional Ability
Accenture helped BG mmplement over 11 SAP modules including Offshore Logistics,

Fmancials (FT), Matenals Management (MM), and Project System (PS), as well as 6 interfaces
to the other software systems (using Seebeyond) that were part of the overall I'T initiative.
They also subsequently irnplemented a data warehouse systemn to intelligently rmune the data
present i the SAP system. The SAP system handled the operational aspects, Siebel handled
CRM and Seebeyond, acted as the integration layer for the others.

One of the unique challenges faced by Centrica was its widespread reach. Besides supplying
gas, Centrica also provided banking services through its subsidiary Goldfish Bank. Also, 1t
acquired the Autornobile Association and moved into supplying electncity and phone services.
This led to the company’s customer base covering nearly 90 percent of UK households in
some form or the other. The company recognized through customer feedback a clear need for
a single, online rescurce that would give integrated access to all products and services needed
to maintain a household. Although around 250 sites exasted mn this online space, their offenngs
were narrow and none was mtegrated to offer a comprehensive solution. To fill this gap,

Centrica made a wisionary deciston to create houseco.uk (now accessed through
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bﬁﬁShgﬂS.CO.Uk) as a completely 1new, Intemet—based COITIPZIly Hlld reposition BI‘ltlSh Gas as

house.co.uk’s flagship brand. Diagram 5.32 below show the stages of transactional efficiency.

Diagram 5.32 - Stages of transactional efficiency
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The site was developed by Accenture’s interactive design group (IDG) and utilized

BroadViston’s CRM software and Interwoven’s content management solution. One of the
most important aspects of this site was that 1t was integrated with 3rd party websites —
Consigma for postal services; Rightmove for house purchases; Charcolonline for mortgages;
Experian for local information; Improveline for tradespeople; and Haster2move for online
relocation services — all of which provided complementary services that would be used by
customers through the house.co.uk portal. The site also required Accenture to develop and
implement a full content management systern, the first of its kind at Centnea, to support the
management of over 1,300 pieces of copy. This allowed non-technical employees to quickly
and easily update the site regularly and quickly. The result was a broad-based, easy-to-navigate
site that helped Centrica retain current customers and attract new ones by offering a time-
saving, no-hassle “one-stop shop” for discounts on bundled utility and home management
products, plus simple access to a wealth of estate agents, home-repair and other related
services. The fact that the site was able to offer a nch, personalized online experience to its

users also played arn irnportant role 1n 1ts operationa] efﬂciency.
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The company also transitioned and transformed from product-centricity in operations to
single-service window operations enabled by technology. Previously there were legacy
applications each handling one of the service areas the company provided. Processes within
these applications were also pre-dominantly manual with little or no process integration. Data
for all these systems resided in legacy databases — which were dissimilar and required specific
skills to handle. Post implementation, however, these databases were unified mto a single
database which lowered operating and maintenance costs as well as brought best-of-breed
business practices to the company. For a customer holding more than product, they now
offered a smgle bill, a single payment arrangement and a single point of contact to handle all
quenes and all concerns, irrespective of their request. This delivered an enhanced custormner
experience, reduced operating costs, and thanks to the package selection route, mnstead ot the

Build option, lower risks.

At the tine BG embarked on these initiatives, they had a total of approximately 8,000
engineers and were planning to increase them to 10,000. These 8,000 engmneers were handling
7.5 million service calls per annum. In a peak week, more than 160,000 calls to different homes
were handled with up to 40,000 calls in a peak single day. These calls concerned with the
multiple service offenngs and products of gas, electnaty, plumbing and drams, and kitchen
appliance covers. Different engineers had different skill profiles, and customers also had
different service contracts and SLAs. The old systems were no longer able to support the
optimal deployment of resources to support these permutations and combinations in an

effective and cost-etficient way.

Post implementation, a skills-based job allocation was done using optimization routines. This
enhanced customer service, and provided the ability to ofter differentiated services to
custorners based on customer segmentation. It also reduced operating costs, as the nght
engineer could reach the location quickly on time and a lessening of nsk that re-work would be
required — a characteristic that occurred frequently because of the inadequacies of the old
system. Refer Exhibit 5.49 for an dlustration of service level improvements in BG and Extubit

5.50 for depiction of areas in which Brtish Gas implemented operational efficiencies.
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5.6.3.4 Impact on workers
Development of the SAP system radically altered work procedures n BG and extensive

employee trammg was required to help employees fit into their new roles. To aid this process
BG employed a Business Change Manager whose objective was to move people from a basic
transaction processing mindset to one of adding real value to their roles. This covered changes
i the processes and systems, orgamization and remuneration and mcluded benefits delivery
plans so that every individual employee knew exactly why the systemns were being changed, the
tmpact the change would have on them personally, how it will change the way they work, how
they will use that system and, from a personal pomt of view, where they would fit n the

organization and how they would be paid to use the new capabuilities.

Diagram 5.33 - Impact on workers due to technelogy.
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A de-centralization of work also took place with a number of smaller, leaner teams being
formed replacing a hierarchical structure predomunant in the pre-SAP days. The most
unportant change, however was the realization on peoplée’s part that everyone in the company
understood what the data could do for them and how to put 1t to the best use. This was
accompanied by a shift i the skill-sets and roles of people from a speafic function that was
not interchangeable to a more genernc role — that could serve multiple functions and roles. This
improved the employee skill-set base and enabled them to present a face to the customer that
represented the company as a whole and not just a department or function. Diagram 5.33

above shows the umpact on workers due to technology.

The paradigm shift had other impacts as well. There was an encouragement m the form of
training provided to managers to encourage leadership. Frameworks for decision making were
created which empowered managers to take decisions and not simply rely on escalating the
problem to the next higher level. The whole orgamization underwent a cultural change in

personnel roles supported by technology that made thern independently handle custorners
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effectively. This promoted ownership and accountability on the part of employees. This sense
of ownership was further supported through proactive feedback schemes and individual
performance metnes mncluding balanced scorecards that emphasized customer value measures.
All of these coupled with rewards and incentive schemes promoted higher performance by

employees.

This shuft also created a single back office for the enerpy business. From the earlier paradigm
where gas and electneity tearns worked separately with all of the overheads associated with
each, there 1s now a single cross-functional using SAP. The team size was also reduced

naturally as the operational efficiency increased.

5.6.3.5 Security

Centrica used Stemens Insight suite of products to meet their securnty requirements. The suite

conforms to compliance standards and addresses the following needs:

Secunty managermnent
¢  Dolicy, procedures and standards
4 Management and assurance
s  BS7799/ISC 27001 compliance
¢ Risk management methods
® Risk assessment
¢ DProject nsk
¢ Legal and regulatory compliance
Continuity services
® Business continuity management
*  Civil Contingencies Act
¢ Cnsis management
® [T continuity

®  Voice continuity

Technical Security

® Technical nsk assessment
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Secure network and systerns design

Open Source Intelligence (OSINT) impact assessment
Secunty testing

Vorice and telephony secunty

VolP security

Secunty solutions

Perimeter secunty
Virtual private networks
Content management

Wireless networking

The system provides an ITIL (IT infrastructure library) based framework for the above.

Spectlically, six service elements were unplemented to enable Centnca progress through this

matunty model and achieve I'T continuity. These elements were:

Continuity reviews, audits and health checks
Defining resilience and recovery strategies
Solutions design and implementation

I'T disaster recovery hosting

IT continuity and recovery testing and

IT continuity training.

All these were deployed in terms of 6 parameters — Protect, Detect, React, Recover, Resume,

and Return (the last process dealing with returning from disaster mode to normal operations.

All IT Continuity plans should have an exit strategy that allows them to vacate their ITC

disaster recovery centre when the tine comes. This 1s illustrated in Exhibit 5.51.

The drivers affecting Centnca included compliance — Sarbanes — Oxley; single sign on across

the enterprise as well as identity and authentication for its systems. Figure 5.34 below shows an

lustration of this.
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Diagram 5.34 — Security adoption driving forces
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Centnca decided to employ the ITIL approach to secunty. Comprehensive audits could be
undertaken through the deployed HP Openview Identity and access management solution.
The solution, besides offerng self service options to more than 30,000 users also decreased the
users reliance on internal I'T" staff. This also helped them achieve the compliance objective.
Additionally, to keep up with the growing threats, systems were kept up to date through the
latest patches automatically deployed through a patch management system. Additionally, the
company upgraded its systems to the latest available technology within a short time of 1t being
made available to the market. Refer Exhibit 5.52 for the top security risks and vulnerabilities

and refer Exhibit 5.53 for trends in these countermeasures.

5.6.5 TRENDS

5.,6.5.1 Cost Performance Structures

The launch of the website house.co.uk gave the company an eatly mover advantage — with the
launch being an industry first. This comnbined the power of the British Gas brand with Internet
technology, giving the company the tool it needed to halt the loss of customers and make
sipnificant stndes in acquining new custorners. The mntegrated CRM and content managermnent

components gave the company’s marketing group a single view of their customers from its
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earlier disjoint view, enabling increased use of segmentation and personalizaton, more
effective tarmeted campaigns, and much stronger one-on-one customer relationships — all
contributing to the customer loyalty and retention. The cornpany was also able to increase its
revenues through a new ability to cross-sell and upsell its own products and services plus those
of its six third-party participants. All these benefits came with operational efficiencies as
transaction costs along with support costs reduced due to the online self-service aspects of the
website. Refer Fxhibit 5.54 and 5.55 for an dlustration of these benefits. Diagram 5.35 below

shows the cost component reduction.

Diagram 5.35 — Cost component reduction
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The results speak for themselves — at the end of 2006, Centrica came out with hard Rol figures

on the technology investnents done. These are presented in Exhubit 5.56.

Company estirnates in revenue impact are illustrated in Extubit 5.56 — which shows projected
savings in 2008 to the tune of £200m as well as the mitiative impact 1n the areas of CRM,
process improvement and engineer deployments. Further, significant impacts to the top and
bottom line were brought about in the following ways — with customer chum reducing to a

value of 3% - the lowest in the industry.

The company also established what 1t termed as a “wirtual call centre’ — where the company was

dispersed geographically across a number of locations, yet using telephony systems coupled
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with customer profiling from the CRM, as scon as irbound calls come in, they can get to
know if they are a high-walue or low-value customer, and accordingly route them. They route
lowr-walue custom ers into [VE, where there 15 a lot more automation, and high-value customers
are very quickly able to talk to a real person and get the service that they want These
technologies are leveraged to deliver a nicher experience and, more entically, an experience

with a lower cost to serve the customers.

36,22 Arcfiftecture Business Continuity and Enterprise Management
Architecture and Enterprise Management In addition to the legacy systems and network

mfrastructure that was 1n use in Centrica, the numerous acquisttions brought a mynad of
disparate systems together. All these had to be managed and needed to be available as well as
petform adequately Additionally, the apphcations that were runming on these systems had to
be operating 1n high availability mode as any downtime would result in loss of business and
revenue for the company Centrica deaided to undertake the implementation of an enterprise
management program to provide service views showing the avalability and performance of
key business processes and transactions across the organization. This meluded wews of the
Siebel CRM solution, a thin client implementation using Citrzr Windows 2000 environment
with Wyse and Pentium based thin clients, Centrica's main electneity billing system and the AA

main break-down system.

Diapgram 5346 —Business Continuity Planning
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Centrica chase BMC software to do this for them and followed the BMC service management
strategy for this. The solution began with the basics of momtonng the mfrastructure and
technology using the BMC Software PATROL solution, grouping the individual alerts to show
the service availability, and then adding process and transaction monitoring to deliver a full

view of Business Service Management.

The final full solution was multi-faceted, using many already inplemented BMC Software
solutions to help Centnca meet its goals. Custorn and off*the-shell knowledge modules are
deployed to servers that monitor several areas including operating systems, databases and log
files. PATROL Enterpnise Manager (PATROL EM) provides a central point for all technelogy
alerts and information that comes from the knowledge modules. Service views, which display
the technology alerts in the context of how these affect service, are sent to a help desk. From
there, technology alerts are raised and automatically routed via PATROL EM to the Centrica
Service Control Centre. From the Service Control Centre, I'T professionals receive trouble
tickets and erther forward those to third-level resolution groups, or more often, rely on the
PATROL solution to diagnose causes and resolve the inadents. Another BMC Software
solution, AlanmPoint Voice Server, manages the contact of the on-call resolution staff and if
needed, escalates concems to the service owners and other IS management. AlarmPoint does
this via pager alerts, ermnails, SMS text and voice messages. The enterpnise management systern
starts with the basics of mfrastructure and technology momtonng alerts, then groups the
individual alerts to show the service availability, and then adds processes and transaction

monitoring to give a full view of Busmess Service Management.

Business Continuity: As part of its business continuity strategy, Centnica adopted nearsite
(storage replication within the same cty) and remote site storage (storage replication at other
geographic locations) for its data centre operations to protect critical customer data. Since the
energy business demands protection of data without any downtime, almost all enerpy
comparies have DR sites. Most companies are now implementing multiple DR sites to ensure
business continuity. Refer BExlubit 5.58 for a technology maturation path of operating
environments available at the time. See Table 5.11 below for technologies deployed by

Centrica.
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Table 5.11 - Technologies deployed by Centrica

Technology Product

Operating system AlX, Linux, Windows

Database ORACLE 9i Rel 2

Enterprise Application Suite SAP I1S-0OIL

Modules Offshore Logistics
Financials (FI)
Materials Management (MM)

Project System (PS)

Broadvision CRM

Interwoven content management
Citrix metaframe presentation server
Siebel

SeeBeyond

BMC Enterprise management

5.6.5.3 Enterprise Intepration
After consolidating the back-office and customer facing sides of the organization, recently BG

has adopted mobile workforce enablement by providing laptops to all its field workers. These
laptops are enabled with GSM/GPRS and Bluetooth i addition to the normal Wi-fi.
Engineers use GSM/GPRS 1n their notebooks to connect to the company’s WAN from their
home or van, or the customer’s house. Once connected, they can obtam service orders, order
parts, and check other mformation that helps them move quickly through their day. And, with
a fast-growing network of public wireless LAN hot spots, enpineers have an increasing
number of places where they can use wireless technology to access the corporate WAN. Once
a fault has been diagnosed and the parts ordered, the Bluetooth interface automatically sends
data from the notebook to a laser prnter kept in the service van, which generates a high-
quality report on the work performed, as well as a safety checklist. This improved engineer

productivity by 250%. Diagram 5.27 below shows the major effects of Enterprise Integration

BG 1s moving towards further mtegrating this workforce as well as all its applications m a
phased manner. The advances to date were also broken up into 5 phases or releases as BG
termed them. Release 1 and Release 2 involved Siebel, Release 3 involved the introduction of
SAP to replace gas and electricity billing systems and Release 4 and 5 integrate the energies
business, the telecommurnications and home services business to enable the creation of a single

British Gas in terms of one unified systems environment.
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Duiagram 5.27 - Major effects of Enterprise Integration
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5.6.6 EXHIBITS

Exhibit 5.47 — Elements that were not outsourced

IT leadership

Arclutecture development and evangelism

Business enhancement

Technology enhancement

Vendor management

Innovation and Intellectual property creation

Security and compliance
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Ezthibit 5 48: Western Fuope IT spend and grouth pattem
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Ezhibit 549 — Service level imptowements

Serwce measures Improvement

Call answering time

Email correspondence handling time
Customer hand-offs
Energywatch complaints (April to June)
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Exhibit 5 50 — Areas in which BG implemented operational efficiencies
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Ezhibit 5.51 —Exit Stratepy of IT Continuity Plans

Principle

Service Element

Element 1 - IT Continuity Reviews, audits, and health checks

Element 2 - Recovery and resilience strategies

Element 3 - Solutions design and implementation

Element 4 - Disaster recovery hosting

Element 5 - IT Continuity & recovery testing
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Element 6 - IT Continuity training
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Hadhibat 552 - Tnp security tisks andvulnerabilities

Malware: Infection of the organization’s systems or netwodks by wimses,
wrorms, T tojans | adsare, or spmrare

Phishing: Irpersonaton of the orpaniration through emal or electronic
treans in an atternpt to obtain confidenti al inform ation

Pharming: Divession of Intemnet traffic to an imposter site by means of
LIS poisoning ot browser address bar attacks i an attempt to obtan
confidential information

Spam: Unsolicited ot umwanted email messages

Denial-of service: Attempts to overshelm or ovedoad the organization’s
netwotls o system resources with the intent to degrade their performance or
make them unavalable

Unauthorized access by outsiders: Unauthonzed access or use of systems
ot the networls by outsidess

Vandalism /sabotage: Defacement, destruction, or other damape to the
organiz aon’s systerms, netomoidsy, or Web site

Extortion: Demands for money or other concessians based on theeats to use
electromc tmeans to hamm the organizaton’s netwods systerns, or reputat ons
Frandulent transactions: Fraudulent electronic transactions that result m
financial loss or damage to the orgamzation orits customers

Phyzical loss: Thysical loss or theft of computer, storage media or other
dewices and any associated data

Unauthorized access by insiders: Successful access by insidets to system
functions or information for which they are not authonze d

Insider misnze: Viclation of the otpanization’s policies tegarding acceptable
use of computing fnetarotls resources

Ezhibiat 553 - Secunty revenues by countermeasure category
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Exhibit 5.54 - Benefits from accurate data analysis
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Exhibit 5.55 - Benefits from IT initiatives
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Exhibit 5.56 - Cost-benefits to P&L (pre-tax) with project impact
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Exhibit 5.58 - Technology maturation path
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5.7 Case Analysis 5: British Petroleum (Accenture Case-2)

5.7.1 COMPANY BACKGROUND

BP ple (LSE: BP, NYSE: BP), formerly known as Brtish Petroleum, 1s a British energy
company / multinational oil company ("oil major”) with headquarters in London, England,
UK. The company 1s among the largest private sector energy corporations in the world, and
one of the six "super-majors” (vertically integrated private sector oil exploration, natural gas,
and petroleum product marketing companies). Cn 14 Apnl 1909, the Anglo-Persian Ol
Company (APOC) was mcorporated to exploit thus. In 1935, it became the Anglo-Iraran Cil
Company {(AIOCY, The ATOC hecame the Bdtish Petroleum Company in 1954, From the late
1960s the company expanded beyond the Middle East to the USA (Prudhoe Bay, Alaska) and
the North Sea. Both of these fields came on stream m the mid-1970s. In the nud-1970s, BP
acquired Standard Oil of Ohio or Schio, a breakoff of the former Standard Ol that broke up
after anti-trust hitigation. Lord Browne of Madingley, who had been on the board as managing

director since 1991, was appomted group chief executive in 1995. Browne was responsible for
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three major acquisitions; Amoco, ARCO and Burmah-Castrol. This turned BP into the second
largest independent oil company m the word. Bntish Petroleurn merged with Amoco
(formerly Standard (il of Indiana), in December 1998, becoming BPAmoco untd 2000, when

it was renamed BP and adopted the tagline "Beyond Petroleum,” which remains in use today.

Refer BExhibit 5.59 for BP’s financials 2002-2006.

5. 7.2 EXISTING IT LANDSCAPE

The extsting I'T mfrastructure in B was a mamframe based one with a number of applications
running on it performing specific functions. Further, all systems were not networked with each
other thus leading to 1solated islands of automation. The environment consisted of a desktop
and mobile Microsoft environment and servers running a combination of AIX and other
flavors of UNIX. The four companies — Bntish Petroleum, Amoco Corporation, Atlantic
Richfield (ARCO) and Burmah Castrol merged between 1998 and 2000 to form BP. The new
company had more than 100,000 member stafl in rmore than 100 countries. BP integrated
these four companies onto a single Microsoft based platform as well in one of the largest
deployments of Windows 2000 woddwide. Table 5.12 lists the cntena followed for selection of

the consulting company.

Table 5.12: Criteria for selection of consulting company

Expertise on a vanety of vendor systems and environments

Core competency m providing tumkey selutions rangng from consultancy, design,
development, customization, deployment, performance-testing and on-going support

Pror o1l and gas domain expenence

Abﬂity to bring business practices used by the most successful companies to the table

Expertise coupled with the technology skills to recommend the most appropriate technology
solution and configure it to specific requiremnents

A past record of delivering value to clients with on-time and on-budget projects
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5.7.3 RESULTS — BUSINESS TRANSFORMATION

5.7.3.1 Outsourcing

From the beginning, BP has been actively setting up new, mnovative outsourcing models. The
first of these was i1ts decision to outsource its entire accounting process. In effect, BP was
proposing to pass responsibility for an entire business-critical function to its consulting firm.
Until then, outsourcing had been a realm defined by such things as payroll, cafetena support
and building services; never had a corporation handed off an entire business process to a third
party. To allow a continued focus on core operations and competencies and to reduce costs,
BP adopted a strategy to outsource non-core operations. In July 1991, 320 BP staff from six
different locations transferred to Accenture's new centre in Aberdeen. While BP retained
control of financial policy, Accenture assumed responsibility for all other accounting functions,
including forecasting of financial performance, joint venture accounting, preparing the
management mformation, prepanng group and statutory accounts, and the processing and
payment of 15,000 invoices per month. This decision had a transforming effect, not only on

BP’s accounting practices but on the managenal style of the company 1tself.

Starting in 1996 IBM was selected as the co-supplier for Accounting and Financial support for
the European Refimng and Marketing Business. Imtially, two distinet delivery models were
accepted by BP. The IBM solution required development of a regional hub supporting several
countres versus a “single office by country” solution. IBM's solution delivered lower costs,
and in 2000, IBM was selected as the sole supplier for the BP FEuropean and Marketing
business operating in 10 Countries. In 1999, BP selected IBM for a 10 year outsourcing
contract for Accounting and Financial Support and SAP support of BP's North Amerncan
upstreamn business processes, Gas and Power and some Corporate functions. Over 1500
people were mmtially transitioned from BP to IBM. IBM currently supports 20 financial process
areas in the Americas. This relationship was recently extended through 2013.

Since 1996, the IBM services scope has evolved, adapting to BP's business model which has
grown [rom a geographic to a global model. Over 1600 people currently support the scope i1 a
three tier delivery model. Through imtiatives such as global sourcing and process re-

engineenng, IBM has increased quality while reducing BP's costs. Process standardization,
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common systems platfonms, and global resourcing have enabled BP to aggressively pursue
their Global Finanaial Infrastructure (GFI) framework strategy as well as geographic Centers
of Excellence (CoE).

Diagram 5.38: Core competencies and outsourcing

Back office
functions

Document
management

Upkeep of own
machines Data centre
operations

As far as I'T outsourcing went, BP outsourced I'T in 3 phases. The first of these phases
covered data centre management, telecommunications, mamtenance, and systerns
development. It was intended to cover all BP Exploration (BPX) offices around the globe, in
eight major sites and 42 businesses. BPX contracted with an alliance of three suppliers. The
project included a global agreement to cover the general principles and objectives of the
outsourcing arrangement, which each party signed, and site-specific contracts to cover specific
deliverables. A major objective of the framework was to ensure that the suppliers would act as
a single “virtual supplier.” Seamnless service was a pononty. In spite of each contractor’s area of
expertise, for each of the company’s major business sites, one supplier would serve as the

prirnary contractor and coordinate the services provided by the other two.

The second phase took place 1 June 1992 when the BP Corporate Center (BPCC) undertook

the complete outsourcing of its data center management and of its telecommunications. The
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implementation of this strategy tock nine months and mvalved negotiations with three
suppliers: two for site services and one for WAN services. The outsourcing agreement also
covered some computing for each of BP’s business groups. But unlike the BPX project, the
BPCC project did not cover application development and support. This phase ended up with

mostly a facilities management relationship, which is fairly common in I'T outsourcing,.

A very unique proposition that BP came up with in 2006 was to outsource the maintenance of
ermnployee equipmment to the company itsell instead of using BP’s I'T support function. This was
a very innovative model and an mndustry first. According to this plan, BP gave some employees
an allowance to buy their own ['T equipment and take care of their own support needs. Access
to the scheme was tightly controlled dunng the pilot and those employees that participated had
to demonstrate a certain level of IT proficiency. BP provided the employee with the current
and licensed versions of Microsoft Windows and Microsoft Office, and still provided IT
support for corporate applications like SAP, but left the rest to the employee. The core
competencies of the company is shown in the diagram 5.38 above depicting that the company
consolidated around its core competencies (depicted by the inward pointing arrows); whereas
the outsourced elements are shown by the cutward pomnting arrows and denote the elements

that were outsourced. Exhibit 5.60 lists the elements that were not outsourced

5.7.3.2 Effect of business cycles
In 1992-93, BP faced a major crisis. The company expenenced its first losses i its eighty-year

history, while morale was battered by downsizing and organizational upheaval. BP had built its
exploration and support activities i the North Sea in a market where the price of o1l was $25
per barrel. From the beginning, the North Sea had been among the costliest places in the
wortd to drill for oil; production costs had trpled since 1980. The sudden drop in the ol price
to around $10 per barrel in the mid to late 1980s made North Sea oil even more expensive,
undercutting the viability of BP's production. The cost structure of the business had to change,
and change radically. Diagram 5.39 below shows the relation of business cycles and BP’s

activities.

Diagram 5.39 — Link between economic cycle and BP’s business cycle
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As shown m Diagram 5.40, if one maps a company nto a 2x2 matnx with core activities and

core assets as the two axes, and threatened and not threatened as the two parameters for each

axis, BP would fall into the category where core assets are constantly being redeveloped.

Diagram 5.40 - BP’s Growth Trajectory
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This redefimtion happens in repackaging assets. In the upstream sector, Oil ngs are
transformed to digital o1 platforms enabling remote management of key areas, enhancing
employee safety, achieve cost reductions and avoid total closure dunng natural calarmties due
to the remote manageability. Further, traditional oil recovery 1s being redefined as enhanced
and optimuzed o1l recovery through techniques hike 3D and 4D seismic exploration, honzontal
dolling, and de-carbonized fossil fuels. In the mud and downstream sectors, there is an
explosion of data both mn terms of quantum and data types that needs to be managed. At the
sarne tine, safety, secunty and disaster recovery are unportant considerations. BP managed this
data through enterprise systems like SAP. Simultanecusly it managed the content on its
corporate website as well as other sites through content and portal management systerns. This
was further automated using workflow automation systems, and ﬁnally, these downstream data
management systems were integrated with the upstrearmn controlling systerns using EAI

a,pplications hke Seebeyond. The ultimate 211IT1 Of these was to keep BP agﬂe B.I'Id responsive.

Diagram 541 - BP’s Challenges at the corporate level
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As tllustrated in the above diagram 5.41, there were a number of corporate challenges faced by
BP. To meet these challenges, BP adopted a layered approach. At the bottom of this were the
core operational processes supported by infrastructure and base applications. These
operational processes gave their cutputs to management processes. Together, these covered
processes at the firm level. Subsequently, E-procurement, FE-collaboration and data integration

took center stage as enablers.

E-procurement enabled quick comrmunication of demand trends across BP’s supply chain. For
example, the system could send alerts to o1l nigs to boost production in response to anticipated
increase n demand. At the same time, by reducing mventory carrying costs, and minimizing
ordermyg costs, BP was able to control overheads as well as total spending. Further, this was
clubbed by a Simpliﬁcation of the whole procurement process and 1nstant avaﬂability of

relevant information to concerned parties that further streamlined the process.

In terms of E-collaboration, it became possible to make more informed decisions through the
ability to make more accurate demand / supply predictions, as well as drawing upon a
knowledge bank that was enabled by business continuity planning. This also enabled
employees to find information in response to challenges by using the storehouse of
orgamzational knowledge contained in the systern. Additionally, it became possible to focus on
and implement new ideas comung from within the orgamization thus leading to more

consistent, less complex information management practices.

Last but not least, m terms of integration across tunctions, the technology initiatives enabled a
‘zero-latency’ enterpnse through which it became possible to have round the clock operations
in retail, as well as respond quickly to environmental changes without too many overheads.
Additionally, the systern was built on a scalable platform with the possibility of newer systems
plugoing into the existing EAI architecture. An illustration of this 1s given in the diagram 5.42.
Refer Exhibit 5.61 for the Western Burope I'T spend and growth pattern.
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Diagram 5.42 - Technologies deployed n BP
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5.7.3.3 Transactional ability
In 1996, BP Oil/Mobil was formed from a joint venture between the European subsidiaries of

BP il and Mobil and 1s now part of the energy and petrochemicals grant BP Amoco. BP
across all its divisions implemented the SAP CRM solution to tie together all sales, service and
marketing functions in one application. The database manages all market and customer
mformation and delivers a systematic management framework for customer and prospect
relationships. Thanks to the sophisticated data replication, all sales employees have fingertip
access to customer data, and recetve up-to-date mnformation about the activities of the different

sales units and business areas.

Accenture worked with BP on a ZigBee (consolidating the functions of the radio, networking,
sensing and processing components into a single chip) based sensor network to look after its
rail cars. This network will keep track of a car's whereabouts with GPS, the sensors monitor a
car's temperature, weight and whether it has been hit or impacted. These devices also enable

refinery monitoring — in terms of the location of 3,000 workers at BP's Cherry Point o1l
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refinery in Washington. The Active RFID tags are highly essential in the o1l refinery as they
inform whether the workers are in the safe zone or not. The devices also do seismic
monitonng in the undersea oilfields. Diagram 543 below shows the stages of transactional

efficiency.

When faced with Hurncane Katnna in August 2005, facilities and 1,500 employees m its Gulf
of Mexico Stratepic Performance Umt, BP had to manage eight deep-water o1l production and
dulling platforms that fed thousands of mules of pipelines and more than 100 fuel terminals
and offices. When Hurncane Katrina struck, BP needed quick access to accurate storm
mformation and a complete understanding of 1ts people and facilities process, that till that time
was managed with paper charts and pushpins that represented storm paths and employee
locations. To obtain additional data, the BP cnsis team would spend three or four hours
pulling data manually from up te 20 databases and Web-based sources. This process was
changed by using 3-D satellite imagery of Microsoft Virtual Earth mapping software and real-
time weather data with a visual, real-life representation of both BP’s people and facilities. In
addition to Microsoft’s mapping software, the solution used SQL Server 2005 database and the
SharePoint Portal Server 2003. The systermn contained symbols that represented BP’s people

and assets on a real-time basts that equipped them to respond cnsis situations within rminutes.

Duiagram 5.43 - Stages of transactional efficiency
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Another facet of initiatives was knowledge management. BP had very clear thoughts on this.
They beleved that they had to leamn better than their competitors and apply that knowledge
throughout their businesses faster and more widely than they were doing. Anyone in the
organmization who was not directly accountable for making a profit should be involved in
creating and distributing knowledge that the company could use to make a profit. BP deployed
a KM platfonm on their mtranet in the form of a simple framework, which described a leamning
cycle — before, duning and after any event — supported by simple process tools. The lessons
from that leaming loop were agreed upon by peers across the orgamization, who had a stake in
defining best practices for BP. Finally, the lessons — both specific and genenc were
incorporated as "Knowledge Assets” on the corporate intranet, where they represent a living

focus for BP's expenence around strategic and operational areas.

BP also put in substantial work on its portal in conjunction with Accenture. Using the resource
descnption framework and XML, they are working on the next generation of search using
semantics — for example, the website would be able to answer the question “can [ place an
electromic order for BP’s products so that [ get delivery from the nearest retail shop within 50
km of my location that can be delivered within 72 hours to my home between 2pm and 5pm

on working days?”’

BP also improved its internal traming and saved on delivery costs through E-learming — which
Accenture helped 1t to achieve. BP invited Accenture to assist in the creation of the Digital
Skills traning program, branded WebLearn, and the development of an eLeaming capability
for the organization. Through the program BP, employees learned how to access and use the
Web as well as communicate in the Web environment. Benefits were apparent. Savings were
realized through reductions in the cost of training delivery: eLeaming delivers substantial cost
savings m terms of tramners, matenals, travel and accomnmodation. Productivity gains were
realized through the delivery of the eatly elLeaming programs resulting from the reduced
errors, reduced tune spent in traiming, and improved performance. Most unportant i terms of
progress towards the overall vision of a web-based organization, BP has implemented a
number of eLeaming programs to support the deployment of critical business improvement

initiatives. The use of eleaming as a delivery channel has reduced the time to gain competence
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of the employses in these areas by 30 - 50%. Fefer Exhibit 5.62 for depiction of areas in which

British Petrolenm implemented operational efficiencies.

5.7.3.4 Impact on workers
BF believed that IT was the key to creating a global organization and delivering higher

productivity. As the first step, the IT function in BP underwent changes in 1989 These

changes are indicated in Table 5.13.

Table 513 -IT changes 1089-1095

1989 1992 1995
IT Budget $360m $170m $132m
IT Headcount 1400 390 150
IT Applications 170 110 75
% desktop coverage 20% 85% 995%

The changes led to a savings of $460m without any apparent loss of value or functonality. In
addition, the role of the personnel also transformed. Refer Table 5.14 for transformations in

employee rales.

Table 514 — Transformation in employee roles

FROM TO

Systems Provider Infrastructure Planner

Monopoly Supplier Mixed Sourcing

Business Standards Industry Standards

Decentralized Bias Centralized Topsight

Systems Analysts Business Consultants

Craftsman Project Managers

Large Function Lean Teams

The most striking transformation, however, was 4 paradigm shift in the IT functon moving
from being a system provider to an infrastricture planner. The staff role was to architect, plan
and oversee the IT infrastructure — and amalgamate this with business requitements. This
resulted in an increase in business acumen — wherein each employes needed to know the

business.
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Diagram 5.44 - Impact on workers due to technology.
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A unique business entity called the Business T'ransformation Group was created by Accenture
and BP to ad the transformation process. Both partners knew that, as business grew, the
company would expenence waves of change that could hinder the company’s ability to sustain
high performance if not managed propery. Furthermore, Accenture research showed that high
performers excelled in building the skills and aptitude to adapt rapidly to change. Therefore,
together, Accenture and BP developed the Business Transformation Group as a way to
mstitutionalize large-scale capabilities and provide BP Angola with ongomg management of
change initiatives—whether driven by the company’s strategic goals or launched in response to

market conditions.

The CRM inplementation led to the external sales force being enabled with the latest data on
custorners, contact persons and sales figures without the need for time consuming quenes —
thereby empowenng proactive fulfillment of customer and prospect needs. In addition, state
of the art calendar functionality helped the sales force to better manage their daly schedules
and plan new activities thereby unproving employee productivity thus leading to an inpliet
cost saving. The system alsc enabled direct access to the customer database, sohdifying
productivity gamns in the service, telesales and telemarketing staft in call centers, who could
assess customer’s situations or actively generate leads at the touch of a button. This produced

top line increases for the company.

As the capture of knowledge became a mainstream activity in BP, new roles emerged in the
organization business units — the role of "knowledge managers”, who proactively sought out
and codified lessons and better practices from their parts of the company, wlhilst
simultaneously acting as catalysts and local champions for knowledge management within their

business unit. Diagram 5.44 above depicts the impact on workers due to technology.
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5.7.3.5 Security
BP, arded by Accenture has implemented a set of best practices linking physical securnity to I'T

secunty across the company, checking, for example, if someone 1s logged on to their
workstation agamst whether they are physically in the building. This allows it to manage
secunty threats that begin in one part of the business but could go on to alfect another area.
This 1s especially important, since being a company with a global network; they are vulnerable
to attacks on multiple fronts. For example, physical attacks such as planting explosives at an o1l
pipe would require crimminals to first steal pipeline blueprints stored on information networks.
Conversely, it a worm infiltrated the network connections and was used to supply traders with
tncorrect or manipulated information on the quality of oil the damage to the company could
be catastrophie. In fact, to reduce this threat perception and risk, BP took special measures for
its mobile workforce. This nsk perception is very real as the sophistication and personalization

of targeted attacks against global cornpanies and government networks 1s increasing.

Diagram 5.45 — Security adoption driving forces

Compliance Regulations

Diagram 5.45 above shows the Security adoption dnving forces. Because of 1ts size and nature
of users, a lot of which were mobile, (though BP was faced by the usual secunty concerns,)
they came up with a novel way of combating threats from mobile wotkers laptops. They put
their laptops directly on the internet instead of on their corporate network. Effectively, they

built 3 zones of security — a restricted zone for the backend databases and application servers,
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a protected business zone where transaction security was paramount, and an outer zone
allowmg access to the mtemet. By doing this they re-defined their boundanes gomg beyond
where other companies normally go — in terms of penmeter defense. Their reasoning behind
this was that a user hiding behind a firewall simply created a false sense of secunty, which not
only did not protect the user, but also posed a serious threat to the network as the user may
have unknowingly installed a malware on his laptop. Therefore most of its 85,000 laptops are
connected straight to the internet, even when they are 1n an official location. Instead, users are
given tramning on issues like patch management and computer secunty to equip themn with the
tools to make their laptops capable of copmng with the worst security threats that malicious
hackers can create, without relying on a network firewall. This 1s tantarmount to a new model —
the 'de-perimeterisation’ of secunity. This makes BP a flag-bearer for the security mdustry to
help companies adopt products to secure every part of their networks rather than just the
pomts that face the outside world. Refer Exhibit 563 for the top secunty nsks and

vulnerabilities and refer Exhibit 5.64 for trends in these countermeasures.

5.7.4 TRENDS

5.7.4.1 Cost performance structures

BP had a 4 pomt agenda that was mtegral to its business plan.

8  Grow production 4% p.a. tll 2010
o Control cost increases below inflation
¢  Maintamn capital discipline (approx increase $0.5b p.a)

® Divest §3b per year on an average

For the BP business which had almost doubled in size in the North Sea, the Accenture
Finance and Accounting outsourcing service model achieved a better than 50 percent
reduction 1n costs. Further, the outsourcing of the SAP application mamtenance saved 45% in

terms of cost.
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BP business managers attnbuted around $260 mullion of added value as a direct result of using
and applying KM. Similar examples of mcreased performance have come from the KM
application in speeding up refinery turnarounds, developing new o1l and gas fields, business

restructuring, improving polyethylene plant reliability and accelerating new retail market entry.

Also to counter the undesirable consequences {artificially mflated quotes given by the service
provider) of cost escalation mvolved m the I'T cutsourcing, the contract focused on precise
cost targets. A reduction of costs was the prncipal objective of the operation. Cost reductions
thus superseded all other outsourcing goals and became immediately the suppliers’ pramary

concerr.

Diagram 5.46 — Cost component reduction
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Some incentives were also provided to suppliers to find ways to further reduce costs. And, as
i the BPX contract, the BPCC strategy mvolved dealing with a consortiurn of suppliers, thus
putting each 1 competitton with the others, and alleviating the measurement problems by
mntroducing a form of benchmarking. This resulted in cost control. Diagram 5.46 above shows

the Cost component reduction.

The upgrading of desktop OS licenses — though was a substantial expense, yet was treated as
an mvestment. BP estunated that even if employee productivity mcreased by 2 hours per week,
the cost would be recovered within less than 12 months; for, the new platform was more

stable than previous working environments, so there were fewer reboots. Additionally, the
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platform provided a more flexible mobile working environment to the users. To facilitate this,
BP increased the number of home PCs enabled for network access from 2,500 to 10,000. They
estimated that more flexible working results in productivity gamns of up to four additional ours
per person each week. Furthermore, the new platform, due to unification, reduced operating
costs by approximately 10 percent for prowiding services over the full lifetime cost of the
service, including support, desk-side maintenance, server systems, and employee movements

within the organization.

The CRM system’s central mformation platform enabled sales management and office-based
sales employees to access detaled information and analyses for planning, forecasts, and
campaigns. Furthermore, they could tap the benefits of campaign management functionality

fOI mzﬂhng CHITIPZigI’lS, as WEH as qUeStiOﬂﬂZifEﬁ/SUfVEy management tOOlS fOI' I’HZIkESt research.

5.7.4.2 Architecture, business continuity and enterprise management

Traditionally, BP was a mish-mash of mainframe applications. These mugrated to client-server
architecture in the late 1980s and finally to web-centnc technologies in the late 1990s. In 1996
Bntish Petroleum embatked upon a $200-million project to create a common desktop for
every user wordwide. The cormmon operating environment was designed to support
communication and shanng of knowledge on a global basis. It consisted of Microsoft
Windows 95, Office 95, Internet Explorer, Exchange, Windows N'T' Server, and a range of
legacy systems. This successful project helped BP to become an agile learing orgamization. In
January 1999, following the merger with Amoco, BP was faced with the problem of ntegrating
25,000 new users, most of whom used the Windows 98 operating system. The pragmatic
strategic decision was made to move Amoco users onto BP’s Windows 95-based common
operating environment in order to accelerate rapidly the corporate integration process. One of
the advantages was that BP’s commmon operating environment enabled users to be mobile.
Work on deploying 25,000 seats and associated servers, along with Microsoft BackOffice-
based servers, started in May 1999. BP was conscious that support for the Windows 95
platform, which was already three or four years old out of a Microsoft product lifecycle of 5
years was short-lived. Being unable to adequately accommodate the growimg portfolio of
electronic business applications that it wanted to use, BP was unable to accommodate its

digital business strategies. Users were also having problems interacting with the outside
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companies that were using different computer platforms, resulting in problems with shanng
information. The options for change were Windows 98, the emerging Windows 2000
environment, or a thin chient architecture. In 2001, the company upgraded and umified all its
desktops and endpoint computing hosts to a Windows 2000 platform — ncluding servers.

60,000 users were mugrated at a cost of several hundred rmllion dollars.

Table 5.15 — Technologies deployed in BP

Technology Product
Operating system Windows
Database ORACLE
Enterprise Application Suite SAP
Modules Offshore Logistics
Financials (FI)
Materials Management (MM)
Project System (PS)
Maintenance and Repair (MRO)
CRM
ORACLE Real Application Clusters
Share point portal
Virtual Earth
Weblearn
Knowledge Management
TIBCO EAI
VmWare
In 2001, BP also standardized on TIBCO Software's Enterprise Application Integration (EAT),

portal and busmess—to-business (B2B) mntegration soltware to develop and deploy common
business practices, seek synergies between the energy trading and supply businesses. In doing
so, BP's primary ain was to maximize the amount of busmess that could be undertaken by its
trading and supply businesses through optimizing the efficiency of their most valuable asset:
the traders themselves. This was achieved through mmproved process automation, streamlined
trading and nsk management processes and decision support prowisioning. All of this was
made possible by TIBCO's real-time mfrastructure software and its accumulation of

intellectual capital and best practices.
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Diagram 547 —Business Continuity Planning
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EFP then moved towards thin chient computing — especially for remote off-shore ngs This was
followed by a VmWare wirtualization ‘computer in a bog’ deployment to reduce remote

dowmntime in the event of comm unications systems failure for off-site locations.

All these solutions are managed by a Trvoli integrated solution. Specifically, the components
used are: The updated software components mclude the IBM Trvoli Access Manager family,
IEM Tiveoli Identity Manager, IBM Tivoli Provacy, Manager, IEM Tirvel Directory Integrator,
and TEM Tiwoli Directory Server. Using this software to automate processes reduces cost. BP
reduced, for ezample, the time it took to prowision a new user down from five days to 10
minutes. This is done with the dynamic rules engine enhancement found in Tivoli Access
Manager. Diagram 547 above shows Business Continuity Planning, Refer Exhibit 5.05 for a

technology maturation path of operating environments available at the time.

3.7.4.3 Enterprise Integration

EF i one of the best examples of Enterprise integration as it suceesstully 1s moving towards
full integration across its entire value chain through its IT initiatives. It successfully achieved
mtegration of processes across orgamizational and functional boundanes to prowide
competitive advantage. This was achieved through extensive application of IT in the correct

manner. End-to-end process integration happened effectively Orpanization-wide there was an
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mtegration of people, processes and information. Diagram 5.48 below shows the major effects

of Enterprise Integration

Diagram 5.48 — Major effects of Enterprise Integration
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5.7.5 EXHIBITS
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Exhibit 5.60 — Elements that were not outsourced
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Exhibit 5.61 - Western Europe IT spend and growth patterm.
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Exhibit 5,62 — Areas in which BP implemented operational efficiencies
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Exhibit 5.63 - Top security risks and vulnerabilities

Malware: Infection of the organization’s systems or network by vimises,
wormns, Trojans, adware, or spyware

Phishing: Impersonation of the otganization through email or electronic
means in an attempt to obtain confidential information

Pharming: Diversion of Internet traffic to an imposter site by means of
DNS poisoning or browser address bar attack m an attempt to obtain
confidential information

Spam: Unsolicited or unwanted email messages

Denial-of-service: Attempts to overwhelm or overload the organization’s
network or system resources with the intent to degrade their performance or
make them unawvailable

Unauthorized aceess by outsiders: Unauthorized access or use of systems
ar the network by outsiders

Vandalism/sabotage: Defacement, destruction, or other damage to the
organization’s systems, network, or Web site

Extortion: Demands for money or other concessions based on threats to use
electronic means to harm the organization’s network, systems, or reputations
Fraudulent transactions: Fraudulent electronic transactions that result in
financial loss or damage to the organization orits customers

Physical loss: Physical loss or theft of computer, storage media, or other
devices and any associated data

Unauthorized access by insiders: Successful access by insiders to system
functions or nformation for which they are not authorized

Insider misuse: Violation of the ormpanization’s policies regarding acceptable
use of computing/network resources
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Exzhibit 5.64 - Security revenues by counterm easure category.
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Exhibit 5.65 - Technology maturation path
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5.8 Case Analysits 6: PetroBras (Accenture Case-3)

5.8.1 COMPANY BACKGROUND

Petrobras, short for Petrdlec Brasileiro S.A, 1s semu-public Brazilian oil company
headquartered in Rio de Janeiro. The company was founded m 1953 due to the efforts mainly
of the Brazilian President Getilio Vargas. While the company ceased to be Brazil's oil
monopoly in 1997, 1t remams a significant o1l producer, with output of more than 2 million
Barrel (umt) of o1 equivalent per day, as well as a major distmbutor of o1l products. The
company also owns oil refinenies and o1l tankers. Petrobras is among the world's leaders in the

development of advanced technology from deepwater and ultra-deep water o1l production.

Petrobras controls significant o1l and power assets, as well as related business activities, outside
of Brazil in 18 nations in Africa, North America, South America, Hurope and Asia. 55.7% of
Petrobras' common shares (with vote night) 1s owned by the Brazilian government, however
prvately held portions are traded on Bovespa, where it 1s part of the Ibovespa mdex. In
November, 2007, Petrobras discovered the potentially largest o1l and natural gas field in the
wodd, off the coast of Rio de Janeiro. The Tupt o1l field, in the Basin of Santos, 1s estunated to
have a volurne of approximately 5 billion to 8 billion barrels. Should these estunates prove to
be correct, Tupt would be the world's largest new oil source since Kashagan in Kazakhstan in
2000. This would raise the country’s reserves by 62 per cent and put Tupi on par with
Norway’s 8.5bn barrels of proven oil reserves. The Financial Times listed Petrobras as one of

the world's 50 largest companies m 2007, Refer Exhibit 5.66 for the company’s financials.

In this context, globalization has put paid to the kind of regional legislation that gave a small
number of o1l producers’ exclusive nghts to supply specific markets. Already, the multinational
o1l companies are encroaching on Petrobras' former "territory”, and the next year will see the
pressure mount as further deregulation takes effect. High time then for the Brazilian o1l

company to take action to defend 1ts corner.
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5.82 EXISTING IT LANDSCAPE

The company had over 1,000 legacy custorn developed applications supporting its operations.
While these were fairly well developed, there was a clear requirement to shift these mynad
business applications onto a common platform to support integrated processes and integration
of functions. Over time, the applications had undergone a number of functional patches
resulting in inconsistent and redundant data, as well as mnformation deficits and a lack of
overall view of the organization. In 1999, the company began looking at a complete overhaul
of 1its busmess setup, including its processes, undetlying technology, and employees. The
resulting plan was to implement SAP R/3 in five business umits: o1l production (upstream),
processing/refining  (downstream), distmbution, gas and energy transportation, and

intemnational activities. Accenture was selected as the partner for this activity.

Table 5.16 — Criteria for selection of consulting company

Expertise on a vanety of vendor systems and environments

Core competency in providing turnkey solutions mangmg from consultancy, design, development,
custornization, deployment, performance-testing and on-going support

Pror oil & gas domain experience

Ability to bring business practices used by the most successful companies to the table

Expertise coupled with the technology skills to recommend the most appropaate technology solution
and configure it to speafic requirements

A past record of delivenng value to clients with on-time and on-budget projects

5.83 RESULTS — BUSINESS TRANSFORMATION

5.8.3.1 Outsourcing

Petrobras outsourced its Application development and maintenance to Accenture as well as
some of its processes in a business process outsourcing exercise. Additionally, 1t also
outsourced 1ts faclities management. Thus, a lot of I'T activities were outsourced. However,
control of the I'T function was not given up. Areas that were not outsourced are given in
Exhibit 5.67. The core competencies of the company 1s shown mn the diagram 5.49 below

depicting that the company consolidated around its core competencies (depicted by the inward
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POthiI’lg ﬂffOWS); WthEaS the OUtSOUfCEd elements are ShOWI’l by the outward POiI’ltiﬂg ATTOW S

and denote the elements that were outsourced.

Diagram 5.49: Core competencies and outsourcing
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5.8.3.2 Effect of business cycles
Diagram 5.50 — Link between economic cycle and Petrobras® business cycle

A Business Cycle

A Economic Cycle
Petro Bras
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Recession

-
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Petrobras was aflected by changes in the country’s busmess cycle with o1l prces changing to a
lesser extent than metals and minerals prices in the country. Diagram 5.50 above represents the
link between economic cycle and Petrobras’” business cycle. However, oil prices were surging
due to mncreased demand and ongoing instability mn the Middle Hast. As a result, production
and exploration had reached record high levels in 2003 and were expected to continue in the
same vern. This was i tune with the world cycle. The era of low interest rates was over and
the world was adjusting to a more expensive cost of capital. This had caused an economic
slowdown. Any downturm mn the US economy becomes something near or actually a recession,
and that puts a damper on oil and gas pnces as demand falls both from the US and from the
nations exporting to the US — including Brazil. The country, however, 1s almost completely
enerpy independent. Petrobras stock rose almost 12 tunes faster than the Dow Jones index
between 2002 and 2007. The company’s business model was to supply o1l and natural gas to
refineries in Brazil and sells surplus production mn foreign markets. It refined, transported,
exported oil, owned petrochemical comparnies and fertilizer plants, and mvested i natural pas
transportation and distribution. Hence it was not affected to a great extent by the business

cycle and managed to leverage I'T to improve bottomn its line.

5.8.3.3 Transactional ability

Imtial activities included defimng the project scope, and selecting an mnplementation partner.

The defined sclution was based on SAP R/3 4.6C, and covered SAP R/3 Controlling (CO),
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Financial Accounting (FI), Sales & Distnbution (SD), Matenals Management (MM), Human
Resources (HR), Production Planning and Control (PP}, Project System (PS), Plant
Mantenance (PM), and the downstream elements of the SAP mndustry solution [S-Odl.
Further, since the dermand already existed for new Intemet-based solutions - particulardy in
purchasmg - Petrobras also integrated the mmplementation of the mySAP E-Procurement
solution mnto the project from the start. Future e-business imtiatives were handled by a joint
venture between Petrobras, Accenture and two specialists in the design and sale of electromic
marketplaces: SAP Markets and Commerce One. The joint venture focused on both e-selling
and on augmenting Petrobras' procurement activities and transferring them to an e -business
portal. The focus of the new company was to establish an electromic trading center for
products and services for the oil, gas, and enerpy industnies. The functions covered m the
centre mcluded RFQ (electronic request for quotation for suppliers), purchases through
reverse auctioning, sales through auctioning, and catalog purchases. The benefits were
quantifiable. A lot of assets that were tied up in the inventory were [reed up leading to a lot of
cost reduction. Additionally, the centralized purchasing system helped the company get better

PI‘iCES.

Duagram 5.51 - Stages of transactional efficiency
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Benefits accruing were the successful implementation of procedures to capture, validate and
monitor the data available on the site, ensunng that the interfaces with the ERDP were working

propetly, and providing consistent and valuable information on time.

Design and implementation of a new model for the site allows all companies in the Petrobras
corporate group to use the e-comunerce client channel solution. The client channel also
supported the company’s entire order-to-cash process, including prce publications, contract
negotiations, order processing, products call-ofl’ planning and scheduling, products supply
management and invoices/ billing inquiry/ ponting. Currently, 90 percent of domestic
transactions are processed through the site. The technology also gave Petrobras the ability of
personalization on the site. Using strategic client segmentation, clients were offered
customnized transaction menus and data. This made for a lot of ease for them and contributed
to repeated usage of the site. Client satisfaction levels increased since the launch of this client
channel, and it crossed 95% in 2003. Diagram 5.51 above shows the stages of transactional

efficiency

Petrobras also used electronic data mterchange (EDT) sourced from vendor Sterling to connect
to suppliers and a systemn from specialty vendor Ci&'T for flow data, mventory, refining, and

product quality autornation processes.

The company wanted to lead from the forefront in terms of technology adoption. Pnmanly
using: Microsolt products, employees were tramned in the use of Windows Vista and the 2007
Microsoft Office system using free resources available through the Internet and through
activities in the technological community. The company was one of the early adopters of these
technologies. The products gave the I'T team greater data management capabilities. With this
larger data managernent capacity, the Budget Control and Management group of the
Technology Management Departiment can filter and group the requests of internal custorners,
orgamze and package the hundreds of requirements, consolidate budgets by area, and easily

handle visualization registers by project number, cost center, and date or bill number.

The company wanted to be Sarbanes-Oxley (SOX) compliant as well as conform to the
corporate govemance requirernents of the Basel II standard. To aclueve this, 1t followed the

Control Objectives for Information and related Technology (COBIT) standard. This has 4
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prumary sub-sets (I'l}, processes, people and environment). One sub-set in this standard — I'T" —
was met by implementing the I[TIL {Information Technology Infrastructure Library)
framework. However, a great part of the sub-sets, related to IS, required the analysis of the
company's existing Information Technology (IT) processes. To do this, a tool called Risk
manager was selected to audit the company's IS processes. Using the tool, they were able to
reduce around 50% of the IT environments analysis time, because the tool performed both
diagnosis as well as gave detailed recommendation for solving the identified non-conformities
— a process, if manually done, would have taken considerable amount of time and resources.
Refer Exhibit 5.68 for depiction of areas in which Petrobras mmplemented operational

efficiencies.

5.8.3.4 Impact on workers

The mmplemented mitiatives had sigruficant impacts on Petrobras employees. New patterns of
work orgamization emerged and affected individual jobs. Also, new groups were formed in
terms of structure, supervision and managenal roles. The organization was restructured with
special focus on functional roles. The SAP implementation, for example, changed the roles
and functions of employees who had to get used to the new processes. The company brought
employee buy-in by conducting extensive training — both through classroom delivery as well as
e-leaming modes.

Diagram 5.52 - Impact on workers due to technelogy.
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There was a movement away from a large scale, centralized orpanization to smaller working
units. Communication was increasingly limited to computer systems with the rapid
transrnission of information and immediate access to their national or international offices.
This meant that support staff no longer needed to be located within the main production unit.

Diagram 5.52 above depicts the impact on workers due to technology.
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5.8.3.5 Security

Information and communication security was crucial to Petrobras. Highly sensitive
miormation was commonly passed on between different areas and offices. Besides deploying
basic antivirus and anti-spam measures, the company felt that technologies and attacks were
becoming more sophisticated every day. A Secunty model that was essential to the
environment was considered a cntical factor in an insecure environmment that had layers of
secunty placed around it to protect it. Diagram 5.53 below shows the secunty adoption dnving
forces. In this context, they found that the secunty features available in Windows Vista very
mnportant. The integration of antispyware and a firewall, the ability to handle user profiles
(User Account Control), the control mechanisms for devices that use USB ports, and the new
tools to handle Group Policies and netwotk access and shared resources (Network Access
Protection) were very consistent solutions when it came to security administration in the
company environment. For example, Group Policies for mobile users were used extensively to
reduce the chance that viruses would affect their devices when the user connected from their

homes or other out-of-office locations via unprotected connections.

Diagram 5.53 — Security adoption driving forces

Compliance Regulations

Another important aspect that affected user and infrastructure performance, as well as the total
cost of ownership, was the size of the mformation files that employees handled. Additionally,
newer features mbuilt in the OS including file encryption, the highly improved implementation

of offline folders all contnbute to the way i which employees perform their day-to-day tasks
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mn an I'T-centrnic environment. Refer Fxhibit 5.69 for the top secunty nsks and vulnerabilities

and refer Exhibit 5.70 for trends in these countermeasures.

5.84 TRENDS

5.8.4.1 Cost performance structures

The new capabilities m the deployed environment allowed for more agility in the development
of everyday tasks, which had a potential cost of epportunity estimated at $1,300,000 per year.
Additionally, Excel spreadsheets that used PivotTable reports and lots of graphics or the level
of compression achieved with other documents that mclude graphies or images (such as
engineering or operations documents), the newer versions of Microsoft Office helped
Petrobras achieve a significant improvement in file size optimization. This had a cost impact as
well — the company estimated a savings of 30 percent in storage, which equaled $200,000 per
year in the NAS architecture used for file servers globally.

From the systerns administration perspective, update management and distribution becatne
much easter and the solution offered more maintenance and support options—all of which
were very important towards increasing manageability and enhancing productivity. Windows
Server Update Services {(WSUS) was deployed for automated patch management on the

corporate network.

Diagram 5.54 — Cost component reduction
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The E-trading mitiative enabled the constant delivery of new functionalities that add wvalue to
the clients and reduce the costs associated with the order-to-cash processes. Before the client
channel went live, costs for servicing the entire client base amounted to some $2 nullion a year,
based on 26 delivery centers supporting the financal and commercial activities of local,
regional and central tearns. Comparable costs since the introduction of the client channel
solution stand at approximately $400,000 a year. In the first year of operation, the new channel
delivered cost savings of $500 000 for Petrobras; which rose to $1.6 million in 2005 when all
clients were migrated to the solution. Diagram 5.54 above represents the cost component

reduction
Two speaific processes made a significant contabution to the cost savings:

a. Invoicing. Instead of having to be sent out by telex, invoices were made available to

clients securely via the Internet, in almost real time. This resulted in a cost reduction of

$400,000 a year.

b. Delivery Scheduling, The efficiencies generated by the client channel in just one
delivery center during the 2002 financial vear led to a cost reduction of $100 mullion.
Average cost reduction per delivery vehicle for Petrobras was approximately §6 per

delivery.

5.8.4.2 Architecture, business continuity and enterprise management

Petrobras realized that mamtaming an old-fashioned computer platform led to high
mantenance costs, extended service agreements to stretching points, increased men-hour
costs, n addition to decreasing productivity. The company applied market best practices by
renewing most of its computer platform and changing its exasting four-year hardware renewal
tineframe to three years. In addition, Petrobras also follows the Intel Stable Image Platform
Program (Intel SIPP) that enhances the software stability by ensuring that no changes to the
key platform components or davers for at least 15 months from mtroduction. This was done
with a view to secuning smooth technology transitions from one year's platform to the next

and to minimizing the costs associated with hardware qualifications. These two approaches
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reduced the complexity of the Petrobras's PC infrastructure and made 1t easier to manage it. A
logical extension of this was the subsequent deployment of the latest Microsoft platforms

towards a urnhed approach to systems management.

Diagram 555 —Business Continuity Planning

Life Cycle B
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From the IT Management pomnt of wiew, the joint deployment of Windows Vista and the 2007
Whiecrosoft Office system optimized the management of infrastructure — especially desktops and
notebooks, thereby making the company more agile and providing users with opportunities to
mprove producttiity. An example of the cost benefits m prowmsiorung 1 the equipment
administration profile manapement, which prowided a versatile way to prowde different prades
of autonomy to the users according to their needs and their position 1n the organization,
mproving their expenence and reducing the requirements from the IT department by wirtue of

automated profile definitions.

Table 517 — Technologies deployed by PetroBras
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Accenture in conjunction with Oracle Consulting assisted Petrobras design a high-availability,
fault tolerant enterprise computing environment based on Oracle Real Application Clusters as
a corporate solution of high availability for Oracle Database throughout the company. It
implemented Oracle Database with Real Application Clusters, a high-availability sclution that
provides users with non-stop access to Petrobras’ eritical applications. Oracle Real Application
Clusters were used to support the merease of data volume without affecting the performance.
The clustered environment allowed for transparent fault tolerance whereby stoppages i the
high availability environment, scheduled or not, did not affect any users and did not contnbute

to downtime either.

From a customer service perspective, Petrobras had a number of Customer Support Centers
that were responsible for call processing and problem solving, responding to requests from
both external customers and in-house personnel. To automate and improve the process in
these centres, Petrobras deployed a solution built on the BMC Remedy Service Process
Management platform. The solution was integrated to an Oracle database and to HP
OpenView, Novation, and IBM Tivcli systerns for end-to-end management. It was
implemented with four servers: one for production, one for hot backup, one for development,
and one for validation. This same structure 1s used to serve the other companies of the
Petrobras Group. Each month, the Customer Support Centers receive about 85,000 requests
by telephone, fax, letter, electronic mail, or the Web. These calls are immediately registered 1n
the system, which enables the follow-up at all stages of each request at any time. The system 1s
operated by 90 first-level attendants and over 120 troubleshooting teams of specialists of all
Petrobras departments, who, m tum, contract services [rom the Telecommunications
Management orgamization. The solution has successtully recorded up to 150 simultaneous hits
in a single second. Today, over 80 percent of mformation quenes can be resolved at the first
level of support and over 90 percent of calls are answered m less than 20 seconds. The
solution also facilitates service level monitoring by enabling the time spent for each service,
checking customer satisfaction with our services, and identifying where improvements are

needed.

Petrobras embraced the latest in terrmns of consolidation and wvirtualization technologies to

lessen the sheer number of its hundreds of servers to a smaller, more manageable number. In
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2003, they realized they needed more servers to accommodate busmess applications. At the
same time their data center had 30 colder, obsolete servers that needed to be removed. To
cornmission 60 server machine-equivalents, they procured four VMware ESX Server licenses —
one for quality assurance plus three for production — along with Virtual Infrastructure Nodes
(VINs) for optunal server management. This saved the cost of physical procurement of 60
servers 1 addition to the recurnng costs in terms of additional space, cooling and power
requirements in the data center. The consolidation produced substantial savings — on a 20:1
ratio with each server being more optunally utilized. Additionally, the deployment timne
reduced drastically as there was no physical procurement process involved. Thus, company’s
responstveness to the users mereased. Refer Exhibit 5.71 for a technology maturation path of

operating environments available at the time.

5.8.4.3 Enterprise Integration

The company is moving towards enterpnse integration and is faidy advanced along the
technology adoption path. It is achieving integration of processes across organizational and
functional boundanes to provide competitive advantage through extensive application of IT in

the correct manner.

Diagram 5.56 — Major effects of Enterpnise Integration

| Anywhere, Access 8§
o\ and Availability /a8

Efficiencies in
Transaction
Processing

I“forma 1 Personalization‘:‘l Built-in

Resiliency and
 Compliance

Scheduling

University of Petroleum & Energy Studies Page 321



Business Transformation through IT

585 EXHIBITS

Exhibit 5.66 — Petrobras financials 2002-2006
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Exhibit 5.67 — Elements that were not outsourced
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Exhibit 5.68 — Areas in which Petrobras implemented operational efficiencies
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Exhibit 5.69 - Top security asks and vulnerabilities

Malware: Infection of the organization’s systems or network by wviruses,
worms, Trojans, adware, or spyware

Phishing: Impersonation of the organization through email or electronic
means in an attemnpt to obtain confidential information

Pharming: Diversion of Internet traffic to an imposter site by means of
DNS poisening or browser address bar attack in an attempt to obtain
confidential information

Spam: Unsolicited or unwanted email messages

Denial-of-service: Attempts to overwhelm or overload the organization’s
network or system resources with the intent to degrade their performance or
make them unawvailable

Unauthorized access by outsiders: Unauthorized access or use of systems
or the network by outsiders

Vandalism/sabotage: Defacement, destruction, or other damage to the
argamization’s systems, network, or Web site

Extortion: Demands for money or other concessions based on threats to use
electronic means to harm the organization’s network, systems, or reputations

Fraudulent transactions: Fraudulent electronic transactions that result in
financial loss or damage to the organization or its customers

Physical loss: Physical loss or theft of computer, storage media, or other
devices and any associated data

Unauthorized access by insiders: Successful access by insiders to system
functions or mformation for which they are not authonzed

Insider misuse: Yiolation of the orpanization’s policies regarding acceptable
use of computing/network resources
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Bazhibat 5.70 - Security revenues by countetmeasure category.
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Exhibit 5.71 - Te chnology maturation path
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5.9 Capgemini

5.9.1 COMPANY BACKGROUND

Capgermuni {Buronext: CAP) i1s a major French company, one of the world's largest
information technology, management consulting, outsourcing and professional services
comparues with a stafl of 77,669 operating in 30 countres. (Refer Exhibit 5.72). It is
headquartered in Pans (Rue de Tilsitt) and was founded in 1967 by Serge Kampf, the current

chairman. CEO Paul Hermelin has led the company since his appointment in December 2001,

Revenues for first-hall’ 2007 came m at €4.397 million (Refer Extubit 5.72), versus €3,784
million in first-half 2006, a rise of 16.2% based on published figures and of 11.5% on a like-
for-like basis (constant Group structure and exchange rates). Refer Hxhibit 576 for the

company’s analysis of capital.

The Company, founded as an enterpnse management and data processing company, was

inaugurated as the Société pour la Gestion des Enterprises et le Traitement de Tnformation

(Sogety).

® In 1973 Sogeti acquired a majonty stake 1n 1ts major European I'T services competitor,

CAP.

o In 1974 Sogeti acquired Germimi Computers Systemns, a US company based i New
York.

® [n 1975, following the two major acqusitions of CAP and Gemini Computer Systems,

Sogett renarned itself as CAP Gernini Soget.

¢ In 1981, Cap Germumi Sogeti launched US operations following the acquisition of
Milwaukee-based DASD Corporation, specializing in data conversion and employing
500 people 1n 20 branches throughout the US.
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o In 1986, Cap Germini Sogeti acquired the consulting division of US-based CGA

Computer to create Cap Germuni Amenca.

¢ In 1991, Gemiru Consulting was fonmed by mntegrating two management consulting

tirms (United Research and The MAC group).

* In 1996, the name was sunplified to Cap Germim with a new group logo. All operating

COI’HPHIliES WOI‘ldWidE were re—branded to operate as Cap GEIT].H’II

¢ In 2000, Cap Gemum acqured Erst & Young Consulting and sunultaneously

mtegrated Gemim Consulting to form Cap Geruni Ernst & Young.

* [n 2002, Cap Gemini re-launched its Sogeti brand, creating a new legal entity bearing
the original name of the company, headquartered in Brussels, Belgtum. The new

company delivers I'T' services to a more limited range of markets.

e [n 2003, the firm acquired Transiciel and merped into Sogeti-Transiciel (later

consolidated within Sogeti n 2006).

* [n Apnl 2004, the Group reverted to Capgemini (its current name).

® In the summer of 2005, because of heavy financial losses, Capgermimi sold its North
American healthcare consulting practice, mncluding both payer and provider practices,

to Accenture but retains its life sciences practice.

® [n September 2006, Capgemint acquired a 51% shareholding in Unilever India Shared
Services Lirmited (Indigo), a provider of financial shared services and Sarbanes-Oxley
compliance services to the global Unilever Group. Indigo has operating centres in

Bangalore and Chennai and employs approximately 600 staff.

® In October 2006, Capgemini agreed to acquire Kanbay Intemational for US$1.2 billion
mn cash ($29 per share). The acquisition will increase Capgermini's India staff to 12,000
employees. The deal was completed on February 8, 2007.
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8 In October 2006, Capgerniru was given the contract by the Bntish government to
design ContactPomt, a database holding information of all children under 18 in
England and Wales.

¢ (On February 8, 2007, Capgemim announced the acquisition of Software Architects, a

US-based consulting company, to expand its US business.

Capgemini's regional operations include North Amernca, Northem Europe, Asia Pacific and
Central and Southern Europe. Services are delivered through four disciplines - Consulting,
Technology, Outsourcing and Local Professional Services. The latter 1s delivered through
Sogett, a wholly owned subsidiary. Capgemini is ranked among the top three outsourcing

vendors in the world.

5.9.2 ORIGIN AND EVOLUTION

Founded by Serge Kampf i Grenoble in 1967 and led by CEO Paul Hemnelin since
December 2001, Capgemini has become one of the top five I'T services and consulting

companes worldwide.

The long-term growth and the accompanying expansion of its service offenng has depended
on both acquisitions and organic expansion. Among its most notable acquisitions are Sesa in
France (1987} and Hoskyns m the UK (1990), which gave Capgermini a foothold in the
outsourcing market, as well as Volmac m the Nethedands (1992) and Programator in

Scandmawvia (1992}, which established its solid base in Northern Europe.

In the 1990s, Capgernim built a2 wodd-class management consulting practice, partly through
the acquisition of United Research (1990) and the Mac Group (1991) in the US and Gruber
Titze and Partners (1993) and Bossard (1997} in Europe. The acquisition of Emst & Young
Consulting in 2000 tripled the size of Capgenuni’s operations i North Amernica—the world’s

1Eﬂdiﬂg rnarket fOI' IT SEEI’ViCES*ZI]d Strengthened the COITlPELI’ly)S POSiﬁOI’l iI’l EUIOPE as WEH
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As the global IT market has evolved, the Company has mcreased emphasis on two of its
businesses: local professional services and outsourcing. The acquisiion of Transiciel in
December, 2003 enabled it to double the size of 1ts local professional services umt. Today, the

Sogett unit contributes 15 percent of Capgemini’s total revenue.

The Company has also developed an approach they call Rightshore, which relies on both
offshore capabilities (including 12,000 people in India as of February 2007 with the acquisition

of Kanbay) and near-shore resources in countries including Poland and Spain.

593 AREAS OF OPERATION

Capgermuni operates in the following sectors/ mndustnes:

Table 5.18 - Areas of operation of Capgemini

Services Industries segments Solutions

Product Lifecycle Management, | Automotive
Financial ~ Centrol,  Supplier
Relatonship Management

Extended Retail Solutions, and | Consumer Products, | CP-Connect {in collaboration with HP
Global Data Synchronization Retail and Distribution and Intel)

Business Process Outsourcing, | Energy, Utlities  and | Solutions include:

SOA, IT Transformation — | Chemucals 1. Asset management I'T systems
Strategy & Architecture 2. Asset effectiveness monitonng
3. Automated fault detection and
reporting
4. Automated metering
5. Broadband over power line
6. Device self reporting
7. Maintenance, reliability

centered

Market-based rates

9. Real-time dynamic load
modeling

10. SCADA netwotk penetration
providing customers with
shorter ime to market

o«

Transformation consulting, | Financial Services
CRM, IT strategy, Finance
transformation, Business

Intelligence, Business Process
Qutsourcing, IT outsourcing,
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Asset admimstration, Sales &
service mmnovaton

Business Strategy and
Transformation, Clinical
Transformation, Revenue Cycle
Management,  Supply  Chain
Management, Health ERP
Packages, Qutsourcing Services,
Payor Services

Healthcare

Work with HP: Enterpnse Resource
Management, Oracle solutions as well

as

Customer,/ Patient
Management,

Relationship
Supply  Chain

and

Content Management solutions.

Busmess Strategy and | Life Sciences
Transformation, Financial

control services

Forecasting, inventory | Manufactunng

management, financial control
services

Customer satisfaction

Public Sector

Work with HP:

1.

Regional Government
solutions using HP’s e-
government platform
combined with Capgemini’s
CRM transformation expertise
Tax & Treasury solutions with
an mnovatve services-led
approach using the web and
assoctated technologies to
dnve out costs

Defense & Security solutions
to help agencies reduce
budgets and create shared
services based on a common
services architecture

Transforming legacy
organizations, New products and
services  creation, Operational
transformation

Telecom, media
entertainment

and

Industry-wise business highlights

Automotive

®  Works with 14 of the world’s 15 largest automotive vehicle manufacturers and 10 of

the 12 largest suppliers.

¢ Ranked as a leading systemns integrator in the automotive sector in the U.S. with major

enterprise applications providers such as SAP and others.
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¢ [s a leading automotive consultancy as recogmzed by the Institute of Transport

Management and other independent orgamzations

Consumer Products, Retail and Distibution

®  Adwises 24 of the woild’s 30 largest consumer products comparues.

e Named as a leading consultant for the consumer products industry by Consumer

Goods Technology magazine’s annual reader survey.

Energy, Utilities & Chemicals

o  Over 75% of the top 20 pavate and public utihties (Platt’s 2006 Top 250 enerpy
company rankings) and 9 out of the top 10 Ol and Gas ‘super majors’ as clients.
Representing 13.1% of total Group revenues in 2006— Utilities represents two thirds of

the activity while Energy & Chemicals {01l and gas) represents one third.

¢ Offers umque mndustry-specific solutions to help companies meet their mmarket

demands.

Financial Services

¢ Develops the right solutions with the best strategic partners like IBM, Microsoft,
Oracle, SAD, Siebel and specialty partners such as Chordiant, Finarch, Guidewire,
SunGard, Thomson Financial and TIBCO

¢ Represents 14% of Group revenues in 2006

®  Has over 900 clients worldwide, including the world’s top 5 banks

- 5 of the top 10 credit card 1ssuers

- 11 of the 15 largest global msurers

- 'The 5 top Investment Firms
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- 11 of the top 12 asset finance companies

Healthcare

¢  Gartner, Inc. named Capgernim the #1 Top Consultant and Systern Integrator, and the
#1 Top Outsourcer worldwide in the health provider market

¢ [Kennedy Infommation, Inc. ranked Capgermum #1 in the provider, payer and life
sciences catepories in a report entitled “The Global Healthcare Consulting

Marketplace.”

Life Sciences

o The firm rankslst in the life sciences category, st in the provider category, and 1st in
the insurer/payer category i Kennedy’s Information ranking of the largest healthcare

COI’ISLI]tiI’lg practices

Manufacturing, Distribution and retail

* Represents 29% of Group revenues in 2006

¢ MRD client base of over 1,000 companies throughout the wordd including 70% of the

larpest general manufacturers

e Client base includes 13 of the largest OEM’s, 8 largest networking and telecom
equipment manufacturers, the leading computer and electronics manutacturers, and

several top aerospace and defense companies

Public Sector

e Client portfolio spanning all sectars of public service across the world, with dedicated

public sector units in the various regions.

® Representing 27.8% of total Group revenues in 2006
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® Telecom, media and entertainment

® Representing 9.6% of Group revenues and over 16% of consulting and project

management activity in 2006

® [as already delivered benetits to 300+ customers worldwide.

5.9.4 FOCUS AREAS

Capgernini works with its clients to develop busiess strategies and technologies tailored to
their particular requirements. The Company offers a wide range of sclutions within four key

areas of focus:

5.9.4.1 Consulting Services

The consulting services teams focus on six key areas:

Customzer Relationship Manggewsent — The CRM teamns help compames improve mteractions with
their most important partners—their custormers. Capgemini 1s recognized as a pioneer i the
development of CRM solutions, and 1its alliances with leading technology providers deliver

measurably faster, better, and more sustanable results from CRM mvestments.

Finance and Employee Transformation: In collaboration with its clients, Capgernin makes finance
and human resource functions more efficient and more effective. From developing functional
strategies to designing operating models, and from defining compliance processes to

implementing technical solutions, Capgemint’s expertise m the area 1s recognized worldwide.

Global Sourcing: Capgernint’s Global Sourcing model 1s called Rightshore. With a far-reaching
network of onsite, onshore, nearshore and offshore resources, Rightshore cuts across
geographies to access the nght IT service, m the nght place and at the nght price. By selecting
the most advantageous mix of resources worldwide, Rightshore 1s known to lower costs and

boost business performance.

Umversity of Petroleum & Energy Studies Page 332



Business Transformation through IT

Operational Research: Capgemini helps comparies make better informed decisions by applying
modeling, quantitative analysis, objectivity and ngour to munwmse nsk and uncertanty within

complex business problems.

Supply Chain: Capgernim helps build adaptive supply chains that integrate demand and supply

managernent, target customers to boost revenue, and maxirmize profit and shareholder value.

Transformation Consulting: Capgermni 1s known to achieve tangible business results, shanng the

risks and leading the transfer of skills and knowledge to client organizations.

5.9.4.2 Outsourcing Services

Capgernint’s collaborative approach allows orpamzations worldwide to achieve better, faster
and more sustainable results. With over 30 years’ experience and a global workforce of over
15,000 outsourcing professionals, Capgernuint 1s currently collaborating on some of the word’s
largest outsourcing contracts. Leading companies have entrusted 1t as a results-driven busimess

partner to solve their most complex business problerns.

The breadth of Capgemint’s cutsourcing portfolio extends not just to technology, but also to
deep process expertise. The Company oflers a full-spectrurn of services, including applications
outsourcing, infrastructure managemnent, business process outsourcing and transformational

outsourcing, to align to a company’s business goals.

5.9.4.3 Technology Services

Capgernini helps companies master their I'T environments, reduce costs, and mitigate risk. It 1s
known to consistently deliver technology services that exceed client expectations — from
agents to SAP, application integration to web services, aerospace to retail. Its technology

collaborations are successful because of the substantial advantages it offers:

¢ Consistent, Reliable Delivery: Capgermint’s global network of Accelerated Delivery
Centers 1s ISO9001 certified, its North Amenca and Europe centers operate at CMM
Level 3 while i1ts India centers have been assessed across all process modules at CMMi

Level 5.
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The Right Alliances: Global alliances with Cisco, HP, IBM, Intel, Microsoft, Oracle,
SAP, Siebel, Sun, and industry-specific IT partners provide access to leading-edge

technologies while lowering the overall cost of I'T ownership.

Unparalleled Speed: Its woddwide Accelerated Solutions Enwviromments and
Accelerated Delivery Centers dramatically reduce the time required to move from

strategy to execution.

Proven Sourcing Advantages: Its Rightshore® approach combines onsite, onshore,
nearshore, and offshore sourcing to unprove efliciency and quality while delivenng

cost savings of up to 50%.

Matchless Vision: Capgermnint’s thought leadership on industry-defiming technology

advances and challenges ensures lasting business value.

5.9.4.4 Local Professional Services
Sogeti, a subsidiary of Capgemuru, specializes in providing local professional services expertise

in three business areas:

Apphication Services: Consulting and integration of management applications.

Infrastructure  Services: Techmcal mfrmastructure and mformation technology

production.

High Tech Consulting: Scientific engineenng, techrmcal and industnal information

technology, mechanics and electronics i major ndustnal R&D projects.

These mformation technology services are provided to businesses and public sector

orgamzations. Sogett employs about 13,500 employees in 11 countres mcluding France, Belux,

Germany, The Netherlands, Spain, Switzerand, Sweden, United Kingdom and the US.
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595 STRATEGY

5.9.5.1 Collaborative Business Experience

Capgermuni has a umique way of working with 1ts clents, called the Collaborative Busmess
Expenence. Collaborative Business Expenence 1s designed to help the clients achieve better,
faster, more sustamable results through seamless access to its network of world-leading
technology partners, and collaboration-focused methods and tools. Through commtment to
mutual success and the achievement of tangible value, 1t helps businesses implement growth

strategies, leverage technology, and thrive through the power of collaboration.

5.9.5.2 Distributed Delivery Framework

Capgemini subdivides its framework mnto a senes of definitions, estimates, and checklists. The
Company defines what the client wants, when the client wants 1t, providing estimnates as to
what resources can be used at what times for particulars projects. With these estimates in place
it defines its overall approach to the unplementation detailing vanious work products and
deliverables at the differentstages of the project using its RAPID Methodology. These
deliverables and work products are talored m vamous stages of RAPID with ownership

assigruments to different teams.

Capgemint’s methodology 1s known to prowvide its clients with a built-to-run transition,
meaning that at the end of the unplementation the company is ready to realize the full

potential of their investment.

Using its strong global presence, Capgemini has implemented Oracle software solutions in ﬁfty
seven different countnes. Based on the past implementations they've discovered the proper
balance between onshore and offshore resources. Such an educated alignment of activities 1s
instrumental in delivering on time and satistactonly. They establish a tineline where the
different deliverables are due at different tunes to continually build momentum and then assign
accountability of these deliverables to different sites. The onsite tearn imtiates the project with

a clear picture of the abilities and availability of the oftshore team.

One of the main success factors for Capgemini has been that it has worked as a umified team.

Commumnication has played a major role as adhesive to forge various teams at different sites to
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lock as a unified team. Hssentially what Capgermini creates 1s not a “network”™ of different
teams spread across the globe occupied with the same goal but one, umfied team with
international, round-the-clock capabilities. This has also been accelerated by vanous proven

tools which Capgemini brings to the table.

5.9.5.3 Rightshor program
Capgernint’s Rightshor program provides an orpamization the nght resources at the nght

location at the right time to accomplish everything it needs. Capgernuru has employees spread
across the globe in its onshore, near-shore and offshore offices which gives it the ability to
wotk around the clock to quickly execute a client’s project. Of course many companies,
including 1ts chief’ competitors also offer the same type of service but it 1s unique because of its
proven best practices, its Collaborative Business Expenence and its Distnbuted Delivery

Framework.

5.9.5.4 Major acquisitions
Refer Extubit 3 for 40 acquisitions by Capgemini in its 40 year history. In 2000, Cap Gemim

acquired Ermst & Young Consulting. [t simultaneously integrated Germim Consulting to form
Cap Germmi Emst & Young creating the new consulting finm of Cap Gemini Emst & Young,

which was later renamed Capgernini. The transaction enabled the combined Group to:

®  become a major player in the US and strengthen its position in Germany

® cenjoy an extensive mdustry coverage and thus be the fimn of choice for major

WO rld\mde organizations

¢  cxpand considerably in consulting, a high added value segment of catical unportance
which provides clients with the complete range of services they need for their strategic

1moves

¢ implement on a larper scale all skills required to help its clients facing the challenges of
the “connected economy™: strategy consulting, mnovation, deployment of “state of the

art” technologies, knowledge management, hurnan resources and marketing,
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Teorarards the end of 2004, Capremini acquited Kanbay- a leading sector focused IT services
firm which wras founded in 1988,

Diagtam 557 - Capgemini + Kankay: a powrerful combination

SOMLE TLCHNOUIY PIWERNG 1R NSO RMAS D=

? Capugl nini KAN BAY" \

CONSULTING. TECHNQIDGEY.DUTIDERC NG

(AARRSS

a powerful combination

This acquisition is fullyin line with Capgemini’s expansion strategy

*+  The company significantly increased Cappemini’s presence in India - altnost 89%. The
aembined company had a headoount reaching 12,000 employees at the end of 2006 in
India which therefore made India the second largest country (with 14% of total

headcount),

s it strenpthened Capgemini®s presence in Motth America and confinmed the Group’s

ambition in that market;

s it positioned Capgemini 45 a leader in the Financial Services sector - which accounted

for 22% of the global IT martket - and enhanced its domain expertise.

The combination of Kanbay and Capgemini helped create a top-tier global IT services firm
writh unparalleled domain knoewledge in the financial services vertical, seamless consulting and

technelogy expertise, and market leading offshore resources
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Dhagram 5.58 - Rationale of Kanbay acquisition

Strang strategic fit Significant synergy potential

@ Accelerate growth in India @ Revenue synergies through sirong
(+88% headeount) domain expertic2 in Financial

@ Reinforee North America CS/TS pesition Services & Consumer goods
(+45% revenue increasa) @ Operational and Tax cost synergies

@ Consolidate leadership in Financial Services
{+25% revenue increase), biggest IT servicas
market

Straight forward integration Financially attractive

@ Cultural and managerial fit @, Accelerate top line growth
¥, Great Management Team ¥ EPS accretive: mid single digit in
@ Simple integration model 2007 and low double digit in 2008

5.9.5.5 Developing off-shore capabilities

Dhagram 5.59 - Dieveloping off-shore capabilities

Total ofishore

{IndiafChina/Polandl Morocco)

» Maln growth from low market share

countries (NA, Central Europe) & Sogeti
16 300 employees (+134 %) (4 000 ey
20% ol global headcount

23% of global headcount Limi g
: o imited Growth in Onshore TS
20% of T5105 headcount 32% of TS+0S headcount 3

The Cotnpany has ambitious plans for the coming years. It aims to;

¢ deliver 8% growth in 2008 and then push it to at least 10%
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® increase resilience at the bottorn of the cycle

¢  sustain growth above market

First-half 2007 at Capgemini saw acceleration in the uptake of the Group’s resources located in
the emerging economies of India, China and Poland. The United States is now largely supplied
by the Group's India-based production units, which represent one-third of the headcount
deployed on that market. The United Kingdom and Scandinavian markets also expenenced a
very sharp increase in their utilization of the Group’s offshore service capacity, and the same
trend 1s also apparent on a number of major accounts in the other continental European

countries.

Against this backdrop, the Group rolled out the first stages of the 13 transformation prograrm,
which 1s set to keep Capgermini a step ahead of changes in the IT services business model over

the coming years.

I° iz a business transformation program designed to help Capgemini deliver on its 2010
strategy as encapsulated by the three strategic pillars of building client intimacy to dove top
line growth and long termn customer relationships; differentiating services through relevant and
targeted mnovation; and doving efficiency by leveraging olobal tools and methods through
industralization. Capgerram has elected to undertake this program to capitalize on the
successful tumaround the Group has achieved in the recent years to continue to increase
operating margins and grow market share. In essence, 1° represents the wvision of how

Capgernini aspires to becorne an ‘Industry Shaper’ always delivenng value to its clients.

The 13 program focuses on: {Refer Extubit 5.75)

® industnalizing processes and tools and increasing the proportion of work done in

emerging countries

* creating strong partnership relations with major clients and
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* innowating within the Group’s various businesses on a daily basis, and takes its name

from these three levers: innovation, industrialization and intim acy.

Dhagram 5.60 - Capgenmint's ambition- 13 program

Focusing on 3 key levers

Industrialization with a significant growth
in offshore (25,000 employees in 2010) and invesiment
I‘5 In productivity Improyement

Innovation with a strong focus on selective domain sxpertise

Intimacy to strengthen client relationships
and increase our share of wallet

3.9.6 INDUSTRY STANDING OF CAPGEMINT

Capgemini is ranked at 855th in the Forbes 2000 listing, and 12th in the Software & Services
catepory of year 2007, Capgemini performed well in the industry and country sections of this
year's ranking, placed in front of all of the major Indian and Buropean competitors, and in
front of some of the biggest names in corporate France, The Forbes Global 2000 lsting is an
annual ranking of the top 2000 corporations in the wotld based on a composite of sales,
market value, assets and profits. Since the inaugural 2005 listing, Capgemini has moved up
dmost 400 places,

Capgemini’s world ranking amongst IT services companies was Gth (Source: Gartner

Dataquest IT Services Market Metrics, Shares of World Market, Aupgust 20048

5.9.7 HUMAN CAPFTAL

7 - Mumber of Strategic Business Units: Continental Furope and Asia/Pacific, Western

Burope, IMorth Amernica, India, Cutscurcing, Sogeti and Financial Services.
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8 - Number of different nationalities represented in the Management Team (Australia, France,

Germany, Holland, India, Switzedand, the Umted Kingdom and the United States).

7 - Capgermint’s founding values: honesty, boldness, trust, freedom, teamn spint, modesty and

lel’l :

80,000 - The Group’s total employees today, or 25% more than in 2006,

35.9 years old - Average age of the Group’s employees.

25.3% - Percentage of women working in the Group.

4,000 - Total number of recipients of stock options, worth 34 rmillion Euros distnbuted since

1987,

6,900 - Number of partictpants at Capgenum University in 2006, 40% more than in 2005;

satisfaction rating: 4.3 out of 5.

1 - A unifying intranet site; “Talent”, counting 20,000 unique users.

23% - Percentage of offshore staft today (approx. 16,000 m India, 2,000 m Poland, 500 in
China and 50 m Morocco).

88,000 - Number of CVs recerved in India in 2006 to recrumt 4,000 people after 16,000

interviews.

40,000 - Projected number of employees m India between now and the end of the decade.

350,000 - Number of engineers trained in India every year (as compared to fewer than 20,000

in France).

19 - Total number of languages spoken by employees at the BPO centre in Krakow in Poland.

23,000 - Total number of new recruits expected in 2007,

3,700 - Total number of new recruits expected in France alone in 2007.
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598 EXHIBITS

Exhibit 5.72 - Consolidated Fiancial statement, H1, 2007

In millions of euros Consolidated financial stataments

Full-year 2008 First-haif 2008 First-half 2007

REVENUES 7,700 2,784 4,397
OPERATING EXPENSES 7,253 3,603 4,128
OPERATING MARGIN

= Amount a47 181 269

- % 5.8% 4 8% 6.1%
OPERATING PROFIT

- Amount 334 139 229

- % 4 3% 3.7% 5.2%
ATTRIBUTABLE PROFIT FOR THE PERIOD 293 71 168
NET MARGIN (%) 3.8% 1.9% 3.8%

EARNINGS FPER SHARE

Weighted average number of ordinary shares 132,782,723 131,568,116 144 414 280
- Basic earnings per share (in euros) 2.21 0.54 1.16
Number of shares at period end 744 081,608 131,753,496 144, 619,065
- Eamings per share al period end (in euros) 203 0.54 1.16
Weighted average number of ordinary shares (diiuted) 147,241,326 146,470,095 159,767,912
- Diluted earnings per share (in euros) 207 0.53 1.09
NET CASH AND CASH EQUIVALENTS 1,632 789 452

at period end

AVERAGE NUMBER OF EMPLOYEES 64,012 62,230 77.669

TOTAL NUMEER OF EMPLOYEES
at period end 67,8839 63,680 79,981

Exhibit 5.73 - An International Group from Grenoble to Mumbai

40 - Number of acquisitions made by the Group in 40 years.

32 - Number of countries in which the Group operates.

393 - Number of sites spread across the world, representing a total of 867,000 square meters.
18 - Number of time zones covered by the Group from Los Amngeles to Sydney.

109 - Number of consolidated companies in the Group as of 31 December, 2006.
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Exhibit 574 -Capgemini’s 40 acquisitions

CAPGEMINI IN...
40 AQUISITIONS

1970 February
Solame (France)

1970 March
Sorgas (France)

1970 November
Infor-Algoe (France)

1971 August
Perfo-Service (Switzerland)

1972 October
Software International (France)

1973 February
Sesi (France)

1973  July

CAP (Centre of Analysis and
Programming), first French computing
services firm and a pioneer of computer
progranuning (purchased 49% then 100% in
March, 1974).

1973 October
Soref (France)

1975  August
Cap Europe (France)

1976 December

Bossard (France), first French management
consultancy (purchased 51% then 100% in
January. 1997).

1980 April
Data Logic (Norway)

1981 January
DASD (United States. Milwaukee)

1982 NMay
Spiridellis & Associates (United States, NYC)

1982 December
Sesa (France). systems integration specialist
(purchased 35% then 1002 in July, 1987).

1986 January
CGA (United States)

198¢ October
Ibat {Germany)

1986 November
GEDA (Ttaly)

1986 December
Sycomm (United States)

1987 August
ITMI (France)

1988 February
ADE&GD (Denmark)

1988 February
Sofcom (Denmark)

1988 May
Data Logic (Sweden)

1988 December
Hiekkamalki (Finland)

1989 January
Comp.Act Data Systems (United States)

1989 February
Systemation Inc (United States)

1989 October
Merit Systems (United States)
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1990 January
Gamina International (France)

1990 May
United Research Corp. (United States)

1990 July
SCS (Gennany)
1990  July

Hoskyns (United Kingdom), Europsan
leader i outsourcing

1991 January
Meac Group (Uniled Slales), stalegic
consultant.

1002  February
Volmac (Netherlands), Europe’s most
profitable computing services firm.

1992 My
Programator (Sweden)

1997  January
Géislogiea (Portugal)

1999 April
Beechwood (United States)

2000 AMlay
Emst & Young Consulting (United States), the
consulting division of one of the “Big Five™

2003 October
Transiciel (France). Iocal professional services
specialist in 11

2006 August
FuE (Germany)

2006 September
Unilever Shared Services Lunited (India)

2007 February
Kanbay International (United States), financial
services specialists with a presenec 1o India and
the United States.

Exhibit 5.75 - Dretails of the 13 program

Industrialization: Implement a next generation global delivery model
Objectives

= Triple headcount in India to 40.000 by 2010

= Grow from a locally designed/locally delivered operating model to a globally
driven/locally delivered global operating model

= Establish specialized workforce competencies both on and offshore

Tactics:
= Accelerate the Rightshore® agenda
= Develop client-onshore-offshore partnerships
»  Embed standard tools. methods and measures
= Develop skills and capabilities on a broad portfolio of offers tailored to clients needs
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Innovation: Develop undisputed areas of Innovation & domain expertise

Objectives:
»  Develop a strategic approach to selecting. developing and exploiting innovations from
the market. clients and people... establishing the company as market and thought
leaders in key growth areas

Tactics:
= Develop global leadership in :
= Payment systems renewal (Financial Services)
» Billing applications (Telco)
Merchandising and Supply Chain (Retail)
= Automotive Customer Relationship Management (CRM)
= Invest in critical Emerging Technologies: Business Application Consulfing (BAC);
Business Information Management (BIM): and Open Souice Services (OSS).

Intimacy: Bring the full scope of the group’s services to key clients

Objecfives.
" TFine (une g way Capgeinini builds suslained business relationships willl elients aud
s1aff

Tacries:
®*  Fine tune the ‘account centric management® approach for key accounts to ensure all
disciplines and sectors are aligned 1o meet client needs using a common approach.
B Implement a Client Satisfaction Index

Exhibit 5.76 - Analysis of Capgemini’s breakdown of capital

Breakdown of capital

As at Decembar 31, 2006

Non-French instiutional French institutional Adiin
Shareholders Shareholders smhmu ey
60 % 21% 7% 4%

| l | |

i I T

Consulting services
Technology Servicas
Outsourcing Services

Local Professional Services
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5.10 Case Analysis 7: HPCL (Capgemini Case-1)

5.10.1 COMPANY BACKGROUND

Founded 1n 1974, Hindustan Petroleum Corporation Limited (HPCL) 1s India's second largest
o1l company and one of the largest PSU companies in terms of revenue. Refer Exhibit 5.77 for
HPCL’s financials performance. It deals with the refining and retailing of petroleurn products.
HPCL 1s a Fortune Global 500 company as per the ranking of 2006. It was ranked at position
378. It moved to posttion 336 for 2007 rankings.

5.10.2 EXISTING IT LANDSCAPE

HPCL used a mux of HP - UX, WIN NT, SOLARIS, NETWARE, and LINUX for data
processing, corporate applications, databases and other applications. Netware servers are for
office automation & Mail. Larpe locations like Petrolenm House (PH)/Mumbai Refinery (MR)
/Nizag. Refinery (VR) typically have about 5+ servers; smaller locations like Zonal Offices
(ZO) /Hindustan Bhavan (HB) etc have 3 - 4 servers; still smaller locations make do with
about 2 servers - 1 for On Line Information System (OLIS) and one for Office Automation
and Mail. Almost all locations have Ethernet LANs implemented excepting some of the
remote regional offices. Inter - location connectivity 1s through a mux of leased hines, VSATS,

ISDN, VPN, radio links and even dial-ups in a few cases (only for mail access)

To automate its functions, HPCL used 3 prunary systems - the IMS (mtegrated management
system), RIS (Regional Information System) and OLIS (On-line information system). These

systems supported operations i the following ways:
IMS was a tully integrated system consisting of the following functional modules:

Financial Management — It provided standard accounting functionality like General Ledger,

Profit & Loss, Balance Sheet, unlimited Subsidiary Ledgers & MIS as well as Accounts
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Recetvable and payables that mamntained customer accounts, printed statement of account, did

an age analysis and gave exception- reports.

Billing —This operated as a control and audit mechanism. It was used where a central database
was not used for invoicing at the points of sale. It established accuracy of the rates charged to

customer for each invoice & mamntained control on all vanations.

Sales Analysis — This provided reporting sales and their performance analysis with objectives

and histoncal for all products by customer, sales area at all levels.

Inventory Management —This maintained stock balances at rnultiple locations based on all
transactions and provides for inventory venflication as well as tracked inter-location stock

transfers. Multiple MIS and Exception Reports could be generated.

Payroll — This provided for automated time scale increments, computation of overtime,

deduction of salary for absence, PF, other statutory requirernents,

Materials Management — This was used for receipt and 1ssue of materials and costing. It
generated re-orders, material specifications, pending purchase orders follow - up, and provided

data to the purchase module.

Purchase —This module maintaned descoption of iterns and vendor profile and perfonmance.

It handled requests, mnquiries, financial evaluation, placement of Purchase Order and follow-

ups.

These modules were complemented by a decision support system that provided the following
functions likke the capital budget rnonitoring, production and yield accounting, and crude

tanker chart monitoning, employee advances & claims, and bank account reconciliation.

The regional information system (RIS} helped HPCL’s regional offices to maintain current
information of all types of dealers and customers related transactions. This system allowed
Regional Offices to pick up daly Sales transactions and Inventory of products from all
locations enabling them to deaide product movements and Sales strategies. It was

complemented by a coastal movement & perfommance analysis (COMPASS) that helped
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supply and distrbution departments to monitor coastal movement of products and

performance analysis of tankers on vanous parameters.

HPCL also unplemented a point of sale system called the retail outlet accounting systemn
(ROAS), which was a PC based solution for use at retail selling outlets that covered functions
like billing, stock accounting, sales analysis, and shift analysis. [t generated penodic bills for

credit customers and maintained receivable accounts.

A corollary to this systemn was a system made for HI”s sister concem Hindustan Petroleum
Gas Agency Scftware (HPGAS) called the LPG dealer's package. This systemn kept track of
vital information like Connections, registrations, LPG cylinder receipts, issues, retums to the
plant, with respect to a LPG Dealer. It helped to process refill orders quickly, respond to
quernes, process and update data, where at the end of week it automatically generated weekly
report cumn reconailhiation of cylinders, which had to be submitted to the concemed LPG

Plant.

Last but not the least, the online mformation system (OLIS) was a software package designed
for bulk storage and distribution outlets to assist in total accounting, operations and control.
This system generated accurate invoices and other documents on the user’s termninal when the
product was sold, moved or recerved and cash collected with the help of extensive input
validation, databases and complex billing logic built mto the system. It also provided sales and
stock accounting, deposit accounting and maintained receivables and payable accounts. It
provided functionality for making payments to transport contractors, Govemment and local

bodies for any taxes etc.

While HPCL’s I'T application deployment was extensive, it was disparate. T'o unily the 1slands
of mformation, and to help HPCL in its business management and unprove customer service,
HPCL implemented an advanced enterpnise resource planning (ERP) systern based on range
of JID Edwards Enterprise One applications from Oracle. The J.ID. Edwards platform was
integrated with mamntenance systemns at refineries, electroruc weight bridges, and truck loading
systerns. These interfaces simplified wotkflows and reduced the need for manual intervention,

minmmizing human error.
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The ERP system was implemented at more than 430 locations across India from 2003 to 2005,
and 1s currently used by over 2,000 employees. CapGernim was selected as the implementation

partner. The criteria used for selection are outlined in Table 5.19 below.

Table 5.19 — Crteria for selection of consulting company

Expertise on a variety of vendor systems and environments

Core competency m providing tumkey solutions manging from consultancy, design,
development, custormization, deployment, performance-testing and on-going support

Prior o1l & gas domain expenence

Ability to bang business practices used by the most successful companies to the table

Expertise coupled with the technology skills to recommend the most appropnate technology
solution and configure it to specific requirements

A past record of delivering value to clients with on-time and on-budget projects

5.10.3 RESULTS-BUSINESS TRANSFORMATION

5.10.3.1 Outsourcing
HPCL, decided to outsource part of 1ts I'T operations — like most companies in India. The

common thread running through these large organizations i1s that all of them chose
outsourcing as a strategic business decision to gamer tangible and mtangible benefits in the
near and long run. The major dnving factor for this was cost. Given the pressures of a
competitive market, orpanizations tend to focus on their core activities — activities that link-
up directly with the revenues and hence the profitability. In such a scenano, comparnes tend to
outsource their non-core tasks to focus on business decision-making. And I'T infrastructure
easily lends itself to outsourcing. HPCL was no exception to this. They outsourced desktop
chent management, server management, cable management, firewall management, patch
managerent, software license managernent, IT audits, backbone and connectivity, and IT
infrastructure managerment. This resulted m the company getting the ability to offer services to
its clients that were more innovative, sigruficantly more customized, and better aligned with
their requirernents. They also used a judicious mix of hire-purchase schemes, infrastructure on-
demand, and pay-as-you-use options provided by service providers. The core competencies of
the company 1s shown in the diagram 5.61 below depicting that the company consolidated

around its core competencies [(depicted by the mward pointing arrows); whereas the
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outsourced elements are shown by the outward Pointing arrows and denote the elements that

were outsourced. Refer to Exhibit 5.78 for elements which were not cutsourced.

Diagram 5.61 - Cote competencies and outsourcing

Coesktop client

Connectivity
managerment

Security
epcrztions

Neowork
managerent

5.10.3.2 Effect of business cycles
HPCL had a desire to be present in every cycle of the business, be it E&P, refining or

petrochermeals. The raticnale behind this was that with thus strategy it could offset the mmpact
of a downward cycle in one sector with its presence in the other. The cut in custorns duties
and hike m excise duty i the budget in 2005 came as a dampener to refiners and marketing
companties while a hike in global crude prices only complicated matters. Durning this period,
HPCL’s stock prce fell by 18.7 percent as did those of other PSU o1l companies. At the same
time, arch nval Reliance gamed over 5 percent due to its booming petrochermical business.

Since refiners were getting irnport parity prices on their pfoducts like petrol and diesel, thetr
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refinmmg margins of 5-10 dollars a barrel remained protected techmcally and hence pure refiners
did not bear a significant adverse impact of msing crude prces. Oil refining companies were
adversely impacted by the cutting of import duty on petroleurn products like petrol and diesel
from 15 per cent to 10 per cent which resulted in lower revenues for refiners as they received
unport panty prces for petroleum products - the lower customs duty resulting m lower
realizations. However, companies like HPCL that were into retal suffered as domestic prices
were not increasing in proportion to the increase in crude price. The budget ssmultaneously
raised excise duty on petrol and diesel which further worsened the impact. To counteract these
mfluences, HPCL had to depley I'T and technology initiatives to improve its bottom line. This
was done by reducing 1ts GRM to low levels as well as expanding the 9 MMT refinery of Vizag
to 15 MMT and exporting the petro-products and E&P activities. HPCL behaved like a typical
cyclical — where I'T spend happened when the cycle was at a downtum and measures needed
to be taken to improve the bottom line of the company. This is illustrated i the following

diagram 5.62.

Diagram 5.62 — Link between economic cycle and HPCL’s business cycle

A Economic Cycle
HPCL

(Oil & Gas)

-
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5.10.3.3 Transactional Ability
The real time, on-line availability of mformation from across all the geographically spread

locations of the corporation on a centralized system, enabled HPCL to improve efficiencies in

the areas ol tracking and monitoring customer receivables, credit management, mventory
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management and provide enhanced service to customers and other stake holders. Most
importantly, upgrading an integrated business management platform gave HPCL an enterprise-
wide view of its finance, manufacturing, human resources, and sales and distnbution processes.
Cnline access to information ensured managers could keep track of procurement, mventory,
production schedules, and customer orders. The company also standardized business practices,
ensuring process consistency across multiple locations — a factor that was mmussing in the earlier
deployments. Tighter control of its business also helped the company improve productivity. In
addition, a better understanding of its day-to-day operations assisted senior managers to make
faster, better-informed decisions. For example, sales reports were electronically generated and

delivered to repional managers and sales officers every day.

Diagram 5.63 - Stages of transactional efficiency
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Another mitiative was the implementation of a document archival system as an integral part of
the ERP system, allowing HPCL to store invoices, purchase orders, checks, and other matenal.
This ensures employees could locate critical documents quickly and efficiently while saving on

the physical space requirements to store the hard copies of these documents.
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A third inttiative was the establishment of an extranet that the company designed in the form
of a portal. The portal accessed mfommation stored m the ERP’s database to provide clients
with dispatch details, account statements, and a history of sales transactions completed over
the past three years. Customers could log in to the portal using a secure user [ID and password.
Separate portals for aviation, direct sales, LPG, and retail customers were established. HPCL
realized further efficiency improvement when it streamlined its distnbution processes and
implemented new notification alerts. For example, the company’s dealers and distributors
began receiving e-mails and text messages via their cell phones mforming them of the
impending shipments. This greatly enhanced efficiency of the whole supply cham. The
information 1s sent to dealers and distnbutors immediately following the generation of an
invoice, enabling them to keep track of their orders. Diagram 5.63 above shows the stages of

transactional efficiency

HPCL also developed an electronic payment systemn to promote faster payments to its
vendors, contractors, transporters, and other service providers. The system was integrated with
the company’s bank, enabling payment information to be searnlessly transmitted between the
two organizations and ensuring timely payment to suppliers. The company 1s replicating this
model with multiple banks to offer the service to vanous categones of payees. The ERP
commuricates directly with the bank’s systemns to enable payment information to flow
securely. The payment 1s effected by the bank through ECS, account transfer, EFT or by
cheque. The mmplementation of e-payment has brought about transparency in the payment
process and at the same time ensured timely payment to all vendors as well as reduced cycle
tirnes. The systern has also been expanded to mnclude on-line vendor registration through the
Internet as well as hosting of tenders on the mtemet. HPCL 1s also working on a pilot for E-
procurement that would gradually be expanded to cover procurement of a wider range of
products and services and is expected to yield substantial cost savings. Exhibit 5.79 depicts the

areas in which HPCL implemented operational efficiencies

5.10.3.4 Impact on workers
The organization underwent associated changes with the advent of the ERP. A change

management program was established to facilitate a smooth transition to the new system for

employees. Comprehensive training was provided to stafl dunng the implementation, followed

Umversity of Petroleum & Energy Studies Page 353



Business Transformation through IT

by refresher courses post-deployment. Competency development programs for speafic user
groups such as regional managers, finance staff, heads of terminal/depot/LPG plants, sales

officers, project engineers, HR officers and clencal stafl were also conducted regularly.

Diagram 5.64 - Impact on workers due to technology.

R
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The organiZation also took initiatives into the e—leaming space by organizing virtual training
sessions from time to tume to allow stafl m remote locations to leamn about new system
features. This reduced travel time and cost for participants and enabled quick dissemination of
new mformation to users. Diagram 5.64 above represents the impact on workers due to

technology.

5.10.3.5 Security

HPCL has one of the strongest secunty setup in the country. Starting from priontizing it's
secunty policies to mapping business to these policies and installing a number of secunty
related products, HPCL tock sufficient measures to make its I'T infrastructure secure. The
company ammed for a zero inadent culture, which believed in dealing with attacks, rather than
making a systern without attacks — which 1 today’s world 1s a virtual impossibility. HPCL

continuously stays current with emerging technologies and upgrades technology as applicable.

The company devised a wide range of secunty policies, which were reviewed annually and
continuously updated as and when needed or with a change in technology. The secunty policy
covers five major areas — Information Systern Securnity Policy statement (ISSP), coverage and
objective of the policy, roles and responsibilities of varicus entities m the corporation with
respect of mnformation secunty. The ISSP covers in detail areas hke Secunty duties and
responsibilities, access controls, soltware secunty, hardware secunty, communication secunty,

business contiuity planning, e-mail and Internet usage.
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Diagram 5.65 — Security adoption driving forces

Compliance Regulations

In HPCL, auditing was performed on a quarterly basis and a trend analysis done as part of a
nisk assessment based on audit reports. Varous processes were used for nisk modeling, which
mncluded phases like asset gathenng, asset valuation and risk management. Qualitative value of
asset was derived based on the business impact on the three parameters - loss of
conlidentiality, integrity and availability. Refer to table 5.20 for a list of software deployed in
HPCI..

Table 5.20 - Software deployed by HPCL

Table xxx - security systems deployed in HPCL

Software Vendors

Anti-virus for access node security | Trend Micro
OfficeScan

Anti-virus for storage security Trend Micro
ServerProtect

Anti-virus for SMTP security Trend Micro IMSS

Anti-virus for Web security SWS

Anti-virus for Domine Trend Micro Scanmail

Anti-Spam Trend Micro

Two Factor Authentication ACE RSA

Server

NIDS Symantec

Firewalls Symantec
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HIDS Symantec
M Tivoli

Policy and Audit Nessus/Tivoli
WAP Defense Pro Radware

Any new business mitiative had to go through the clearance of the secunty function in HPCL.
This meant that every contract at the purchase requisition stage itself had to be vetted by the
security tearn, which has a checklist for vanous aspects Lke Access, Hardware-Software
requirements. Various secunty hardware devices like firewalls, content filters, NIDS, HIDS,
IM, WAP and security management have been implemented for making the entire structure
less vulnerable to external attacks. Cisco and Fortinet provides Firewall and NIDS for HPCL.
Symantec Hnterprise secunty 1s used for Security management. HPCL installed various
antivirus systems for access node security, storage secunty, SMTP secunty with anti-spam |,

Web Secunty, and Domino, all provided by different manufacturers. Apart from these secunity

measures, the also deployed biometric access for data centre access and encryption.

Refer Exhibit 5.80 for the top security risks and vulnerabilities and refer Fxhibit 5.81 for

trends in these countermeasures.

5.10.4 TRENDS

5.10.4.1 Cost performance Structires
The ERP systern has substantially reduced the tirne taken for closing the quartedy, half yearly

and annual accounts for HPCL. Tracking of cost of operations has become easy wath the
implementation of this system. There 1s an 1mprovement in the management control due to

standardization of various business processes.
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Diagram 5.66 — Cost component reduction
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5.10.4.2 Architecture, Enterprise Management, and business continuity
Business Continuity: As HPCL’s operations are entirely based on the ERP systern, a highly

available infrastructure was required. In addition to the routine backups, a separate disaster
recavery centre (DRC) was set up to provide backup m the event of an emergency. The DRC
mirrored the main server and ensures continuous system operation if the pnmary site
experiences any problems or difficulties. It also enabled the mamn server to be shut down for
maintenance work, HPCL focused on IT service continuity, and IT nsk mutigation. HPCL
users expected 100 percent network uptine. Managing such a huge network with multiple
redundancies was a major challenge to the IT department since subdivisions of the company
were totally dependent on the central data center for their day-to-day operations. Networks
were required for operation 24/7 and 365 days a year, and therefore they needed to be
managed and momitored with proactive corrective action. Refer Extubit 5.82 for a technology

maturation path of operating environments available at the tume.

Enterprise Management: HPCL's network has a star-and-mesh architecture connecting over
300 locations. All these locations operate on different bandwidths, and these bandwidths
depend on the volume of transactions handled. The primary network 15 VPN from a single

service provider. In addition, the corporation has also unplemented a satellite network (VSAT).
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Diagram 567 —Business Confinuity Planning
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A state-of-the-art data centre in the Head Office at Mumbai hosts powerful enterprise servers,
which manage the entire data and applications in a centralized architecture. The server
funetions have been consolidated to manage these servers. Some of the server functions are
ERP, messaging systems, intranet portal decument management systems, performance
management, SCK, mobile computing, the active directory and systems management and

mformation secunty These applications are hosted at the central data center 1 Mumbar,

Table 521 - Techneolo gies deployed by HPCL

Technology
{Jperating : Triclo AR ~E, and

tion Suite

ct i [F

AAarnce: 3

3.10.4.3 Enterprise fategration
HPCL 15 strrvng towards enterprise integration. [t 1s taking all necessary intiatives to bring the

company towards intepration of internal processes as well as external linkages with suppliers

and customers.
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Diagram 5.68 — Major effects of Enterprise Integration
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5.10.5 EXHIBITS

Exhibit 5.77 — HP revenues 2002-2006.
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Exhibit 5.78 — Elements that were not outsourced
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Exhibit 5.79 — Areas i which HPCL implemented operational efficiencies
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Exhibit 5.80 - Top security nsks and vulnerabilities

Malware: Infectuon of the organization’s systems or network by wviruses,
worms, Trojans, adware, or spyware

Phishing: Impersonation of the organization through email or electronic
means in an attempt to obtam confidential information

Pharming: Diversion of Intemet traffic to an imposter site by means of
DNS poisoning or browser address bar attack i an attempt to obtan
confidential information

8pam: Unsolicited or unwanted email messages

Denial-of-service: Attempts to overwhelm or overload the organization’s
network or system resources with the intent to degrade their performance or

make them unawvailable

Unauthorized access by outsiders: Unauthonzed access or use of systems
or the network by outsiders

Vandalism/sabotage: Defacement, destruction, or other damage to the
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organization’s systems, network, or Web site

Extortion: Dlemands for money or other concessions based on threats to use
electronic means te harm the organization’s network, systems, or reputations
Fraudulent transactions: Fraudulent electronic transactions that result in
financial loss or damage to the orpanization or its customers

Physical loss: Physical loss or theft of computer, storage media, or other
devices and any associated data

Unauthorized access by insiders: Successful aceess by insiders to system
functions or information for which they are not authonzed

Insider misuse: Viclation of the organization’s policies regarding azceptable

use of computing/network resources

Exzhibit 5.81 - Securnity revenues by counterm easure category.
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Exhibit 582 - Technology maturation path
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5.11 Case Analysis 8 ERG (Capgemini Case-2)

5.11.1 COMPANY BACKGROUND

ERG 1s the largest independent [talian group in the energy and petroleurn sectors that is
quoted on the Italian Stock Exchange. Refer Exhibit 5.83 for diversification and revenues of
ERG. It 1s active in the processing of crude oil, i the distnbution of petroleurn products and
production of electncal power. ERG accounts for 22% of the Italian refining capacity and it 1s
the second operator in Italy in the sector. Its sales in the domestic market account for 9% of
the national o1l products consumption. Having 2246 emplovyees, it is Ttaly's largest independent
Italian Group in the Energy and Petroleumn sector and the most important Italian exporter of

petroleum products (mainly, gas, o1l and petrol).

Its main activities are logistics and marketing in the domestic market. The ERG logistics
system 1s one of the most extensive in Italy and it 1s strategically positioned to allow for the
distribution of petroleun products throughout the country. Via the subsidiary company ERG
Med (100% ERG), into which the ISAB Sud and [SAB Nord refineries in Prolo Garpallo
(Syracuse) have merged, ERG manages one of the largest and most efficient refinmg
complexes in BEurope. Via the subsidiary ERG Power & Gas (100% ERG), ERG manages and
develops the production and marketing of electrical power, steam and gas. In particular, ISAB
Energy, certified ISO 14001, produces electricity via a power station with a capacity of 524
MW/, which uses as its fuel syngas denved from the gasification of residues from the ISAB Sud
refinery. Projects are already underway for repowering the two power plants inside the ISAB
Sud and Nord refinenes to 99 MW and 450 MW respectively. They will have natural gas as a
feedstock. Via the subsidiary ERG Petroli (100% owned by ERG) ERG manages the
marketing and logistics divisions; furthermore, ERG Petrali owns important shareholdings mn

two refinernes: one in Trecate, near Milan, and one near Rome.

ERG Petroli distnbutes o1l products throughout Italy wia its 2,032 outlets which account for
7% of the national market. Besides this ERG Petrol also sells m the wholesale market, petrol,
gasoil, fuel oil, bitumen and GPL through a network of wholesalers both in Italy and
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Switzerland. ERG Petroli, also supplies other petroleurn companies operating throughout the
country with products. ERG Petroli distubutes o1 products throughout Italy via its 2,032
outlets which account for 7% of the national market. Through ERG Petroleos (wholly owned
by ERG Petroli) ERG Petrol 15 also active in the retail and wholesale market in Spamn. ERG 1s
also active in the power space and manages its activities for the production and sale of

electricity through ERG Power & Gas (owned 100% by ERG).

5.11.2 EXISTING IT LANDSCAPE

ERG’s aurn was to take the lead as eady adopters of technology thus leveraging I'T' for strategic
advantage. ERG was growing rapidly and needed to go beyond its 1solated [T systems and
standardize all business processes across Italy. Qutdated mamnframe and disparate software
plattorms i place were lacking scalability. ERG’s attention was focused on creating one
common system, company-wide for [taly enabling all locations to operate 1n harmony thus
maxirnizing shareholder value by increasing cash flows, employing capital efliciently and
stabilizing earnings. Additionally, they were diversifying mnte becoming a multi-enerpy
company, widening the portfolio of products traded and produced in refining, marketing and

logistics, power and gas.

CapGemini was selected as the unplementation partner. The cnteria used for selection are
outlined in Table 5.22 below. Capgemin tock ERG through three projects, from Business
Process Reengineering to unplementation of IS-Cil components and business intelligence
using the SAP Business Warchouse. The system was interfaced with GEIS (General Electric
Information Services) that allows ERG to receive during the might all the stock movement
(purchases) made among the other subscnbing o1l companies. ERG has now moved to a fully

integrated systern that is ready for future expansion as the business grows.
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Table 5.22 — Criteria for selection of consulting company

Hxpertise on a variety of vendor systems and environments

Cote competency i Provj:d'mg turnkey solutions ranging from consultancy, design, development, customizatiorn,
deployment, performance-testing and on-going support

Prior oil & gas domain expetience

Ability to bring business practices used by the most successful companies to the table

Expertise coupled with the technology skills to recommend the most appropriate technology solution and
configure 1t to specific requirements

A past record of delivering value to clients with on-time and on-budget projects

5.11.3 RESULTS-BUSINESS TRANSFORMATION

5.11.3.1 Outsourcing

Diagram 5.69: Cote competencies and outsourcing
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ERG irutially chose not to outsource its operations and to perform its tasks in house using its
own employees. For tlus a separate division was established that dealt with the areas of
network management, desktop admirustration, security as well as development. However, in
2005, they decided to outsource these areas to give them cost advantages as well as enable
them to focus on their core competencies. While they retained ownership of the assets in
terms of hardware and software systems, their operation was outsourced. Strict SLAs govermed
the agreement. The decision proved to be a good one for them as it gave them substantial cost
savings as envisaged. At the same time, they did not outsource the IT wisioning for the
company. The core competencies of the company 1s shown in the diagram 5.69 above
depicting that the company consolidated around its core competencies (depicted by the inward
pointing arrows); whereas the outsourced elements are shown by the outward pomnting arrows

and denote the elements that were outsourced.

Refer to Exhibit 5.84 for elements which were not outscurced.

5.11.3.2 Effect of business cycles
ERG began in the Cil & Gas space and hence was affected by the business cycles prevalent in

oil and gas. These are shown in Diagram 5.70 below. However, one of the primary objectives
of the company was to stabilize revenues. To do this they began diversifying into other energy
verticals like Power and Wind. These cycles had an impact on their bottorn lines with their
marketing costs escalating without showing their proportionate retums. Simultaneously their
GRM (gross refinmg margms) reduced as well. To achieve their growth objective, they chose
to seek the help of I'T through the initiatives they deployed. At the same time, focus on the
alternative, clean energy areas especially in their wind power generation sector through their
subsidianes like Enertad helped them nde out the effect and lessen the impact of down-cycles.
However, I'T- spends overall increased even during down-cycles with the primary aim being to
drive down costs and increase the bottorn line. Refer Exhibit 5.85 for the Westem Europe I'T

spend and growth pattem.
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Diagram 5,70 — Link between economic cycle and ERG’s business cycle
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5.11.3.3 Transactional Ability

The 1mutiatives of change began with an extensive business process reengineenng exercise. This

was preceding the ERP implementation. Capgermini defined an Enterpnise Model for ERG’s -

‘mega process’ and ‘major processes’ compnsing:

strategic planning
network optirnization
market scenanos

supply and refining
operation to production
distnbution

retail infrastructure
non-retail sales

Business mfrastructure.

For each of these processes, Capgermini defined and examined ERG’s operating procedures

for people, processes and technology before selecting SAP Oi & Gas mdustry vertical

solution, IS-Oil. Diagram 5.71 below shows the stages of transactional efficiency
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ERG was the first o1l and gas group in Italy to implement SAP IS-Oil. The Exchange &
Throughput Handling modules for Supply within IS-Oil supported the core business functions
of ERG. Capgemini upgraded to 4.6b release modules and unplemented new modules euro
Conversion, Service Station Retailing, Fleet and Credit Card, Franchising, Real Estate. The
non-oil SAP R/3 modules m place at ERG were FI, CO, MM, PM, and PS.

ERG decided to manage directly its service stations (approx. 40). In order to do thus, ERG
created two companies as new businesses. For these, Capgermnini implemented modules F1,
CO, MM and the SAP interfaces to take information directly from the field (Pump Sales Meter
Data and Retail Shop Cash Registers).

Diagram 5.71 - Stages of transactional efficiency
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Capgermini recetved the first custorner shipment of BW in the word for versions R2.0A and
BC Is-OIL. This project, for ERG, included Data Modules SI> MM for Oil (Wet Stock), MM
(non Ol - Dry Stock), PM, PS, SSR (Service Station Retailing).
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Capgermini interfaced the ERG SAP system with GEIS (General Blectre Information
Services) to exchange the Bill of Loads with the other Itahan o1l companies. This allowed ERG
to receive during the might all the stock movement (purchases) made among the other
subscnbing oil companies and permits visibility on information with an updated bill of load.
This was the only world-wide area network that allows oil companies to balance their
exchanges and acted as a revolutionary concept in terms of information mterchange withim a

vertical.

The benefits ERG due from the SAP and Capgemini Strategic Global Alliance partnership

included:

® A wider and broader geographic reach with the ability to provide customer mtimacy
with local operations in multiple geographical regions.

® Access to a die vanety of global sourang, skills and competencies (facilitated by
onshore, nearshore and offshore models.)

¢ Increased doman knowledge through an Oil & Gas Center of Expertise (CoE) —
which 1s a2 community of consultants using industry-specific process scenarios and
providing helpdesk facilities and access to specialized SAP consultants.

¢ ‘The SAP IS-Oil solution was the first industry solution installed at the Capgernim
Center for Connected SAP Solutions (CCSS). The CCSS prowides tramning &
demonstration support in Walldorf, Germany as well as in other European Capgernim
offices.

¢ The deployment gave ERG the technological base to move to a fully integrated systern
that will be ready for future expansion as the business grows.

¢ The systern offered ERG more focus on its market through enhanced wisibility into
patterns of data provided by the data mining sclution. This led to the more efficient
customer handling and improved reporting and information managernent.

® ‘'The system also enabled ERG to get a greater level of visibility mto its operations and

perform profitability analysis across all its business areas.
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® Drovided ERG’s distnbutors and partners with the flexibility to mmplement local
marketing programs throughout the distnbution network by virtue of the information
they could access.

¢ DProvided the marketing department with strategic information inputs to be used for
shapmyg campaigns.

o Enhanced levels of I'T and data secunty

¢ FEnabled real-time sunulations, compansons, and analysis to unprove business
mtelligence

® FEnabled budget construction based on quantitative and econommic elements hinked with
commercial levers identifying key decision-making vanables

Exhibit 5.86 shows the areas in which ERG implemnented operational efficiencies

5.11.3.4 Impact on workers

The company wanted to gain vistbility into profitability across all business areas and provide
distrbutors and partners with flexability to implement local marketing programs throughout
the distribution network. The challenge was to provide marketing network with strategic
support, enhance I'T" and data secunty and improve market insight. The company unplemented
Cracle infrastructure software to create a cost-effective, high-performance IT platform as the
foundation for the company's Opera system. The company enabled real-time simulations,

compansons, and analysis to improve business mtelligence.

Diagram 5.72 - Impact on workers due to technoelogy.
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The orpamization also faced a number of necessary intemal changes because of the
unplementation. There was a delegation of power and a shuft from a hierarchical structure
towards smaller tearns that worked across boundanes, which were empowered to make

decisions supported by IT. This led to the staff most farmihiar wath temntory requirements, to
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make sales and marketing recommendations quickly — which were accepted. The system also
enabled ERG Petroli’s data warehousing and mining system to penmit whataf analysis of these
marketing recommendations—from simulating new discounts to invoicing pricing changes.
The simulations were representative of real world situations and this contrbuted to increasing
the employee efficiency, since the possible business results of a decision could be predicted

within certain parameters.

ERG also deployed TradeCapture's ICTS Symphony and Transportation Management
products to integrate its crude o1l and refined products trading business. ICTS Symphony 15 a
tully integrated, multi-commodity trading and risk management system that operates across the
entire transaction cham and supports all Physicals, Swaps, Futures, OTC Options and
Exchange Traded Options. It pipoints the value of a position in real-time, precisely tracks the
total nisk position under any given set of transaction vanables and manages all paper and
physical transactions in one system. The soltware eluninated data entry duplication and it
benefits its users with improvements in workflow, sk management, identification of trading
opportunities and overall efficiency. TradeCapture's Transportation Management system
manages all the vanous oil products transportation phases, ranging from contractual activity to
costs finalization. Transportation Management also manages the operational logistics area
referred to as "mantime transportation” and "transportation via pipeline.” Diagram 5.72 above

shows the impact technology had on workers.

5.11.3.5 Security
ERG, over a period of time had deployed a number of enterpnise applications. While these

applications helped the company to streamline businesses processes, at the same time, if they
were not properly managed, they had the potential to create an environment where user
nformation was fragmented and difficult to manage centrally. The company also had a
business need to make internal applications available to partners and customers, while assuring
the secunty of cntical corporate resources. ERG adopted an application server (middleware)
approach towards implementing its secunty. They used directory based access to define user
roles and access permissions across the enterpnse. This enabled them to implement mtatives

like single sign-on (SSO) across the enterprise and not have to depend on multiple
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amthentication meodes for different applications, The security architecture adopted by them is
llustrated in diagram 573 below.

Dhagram 5 73 — Secunty architecture at ERG
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ERG deplowed agents on a varety of platforms such as web-servers and prosy servers to
centrally control all access requests and, based on centrally stored and managed policies,
challenge the end user for anthentication according to the required security lewvel Miarosoft
Adtive Directory domain logon wia Kerberos tickets and impersonation was deployed such
that the anthentication manager could actually trust a session initiated in the user’s Windows
desktop. This eased user administration tremendously. To protect its end point desktops and
gatewrays, they deployed the Symantec suite of products — Mail security, and the Corporate
enterprise edition suite. The main drivers for its security model are shown in the Diagram 574

belomsr.

Unrersity of Pettoleurn £ Energy S tadies Page 371




Business Transformation through IT

Diagram 5.74 — Security adoption driving forces

Compliance Regulations

Refer Exdubit 5.87 for the top secunty nisks and vulnerabilities and refer Exlubit 5.88 for

trends in these countermeasures.

5.11.4 TRENDS

5.11.4.1 Cost-performance structures

The choice of architecture had an impact on cost structures reducing the total cost of
ownership for the company for purchased hardware. More unportantly, however they also
realized cost savings in the deployment of the SAP GUI as it was one of the streaming
applications that was centrally installed on the servers. Thus, newer releases of the GUI could
be provisioned m a fraction of the tune and cost to unplement on local desktops or mobile
devices across ERG’s user base. Additionally, since the applications execute on the Citrix
server, only munimal data is sent over the network, compared to a traditional SAP client/ server
architecture. Bandwidth needed to access SAP was thereby reduced by up to 60%, saving
money and improving performance over the existing network. Additionally, the secunty

solution deployed helped them avoird downtime and data losses per employee thus raising
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productivity per employee. This translated to savings of more than $1,50,000 a year. Diagram

5.75 below shows the cost component reduction

Diagram 5.75 — Cost component reduction
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5.11.4.2 Architecture, Enterprise Management, and business continuity

Architecture & Enterprise Management: The company moved from its mainframe based
environment to a thin client based one based on Citrix Metaframe Presentation server running
on Windows 2003. Clients from multiple locations could get access to streamed applications
based on their requirements from a remote server farm. Additionally, ERG went m for
virtualization — using VmWare ESX server. This allowed the company to consolidate all the
different SAP software components onto a single server, while still bemng able to mamtamn each
component as a single entity. Additionally the system also handled load balancing requirements
across the SAP software components and yet allowed dedicated resource allocation in an
mmplementation of ‘on-demand’ computing. By wvirtualizing CPU and I/Q capaaties, the
systemns had the flexibility to accommeodate changes in workload characteristics, yet retaining
scalability. In addition, with all SAP software components residing on a single server, network
traftic was minumized — resulting in better overall performance especially m conjunction with

the Citnx environment.

University of Petroleum & Energy Studies Page 373



Business Transformation through IT

Table: 5.23- Technologies deployed

Technology Product
Operating system Windows, SOLARIS and LINUX
Database ORACLE
Enterprise Application Suite SAP IS-QOil
Modules Offshore Logistics
Financials (FI)
Materials Management (MM)
Project System (PS)
Maintenance and Repair (MRO)
Oracle Database
Oracle Partitioning
Oracle Application Server
Oracle Real Application Clusters
Qracle Enterprise Manager Grid Centrol
Oracle Developer Suite
Oracle Business Intelligence
Citrix Metaframe Presentation Server

Business Continuity: ERG chose Tiveli Storage Resource manager to handle the

Backup/Recovery and Archiving functions enabling the centralized management of all backup
and archiving processes for the entire SAP software landscape. High availability was a key
requirement, as the entire operation depended on centralized systerns. The desion needed to
cover two distinct cases: first, the unpredicted failure of systemn components (either hardware
or software), and second, the planned downtune required for system and component
mamtenance. To sumplity matters, both cases required a single outcome. As system
mantenance was a regular task performed multple timnes every year, it provided an
opportunity to practice the procedures for failover to the secondary systern. In case of an
unplanned systern failure, these tested and venfied procedures are executed autornatically.
They adopted a two data center strategy to ehminate single system failure (e.g. power outage,
fire, etc). The second data center would come into play i case of major outages like
earthquake, chemical disaster in the prnmary location etc. Each data center was equipped with
sufficient machines to run the entire SAP solution landscape. For workload balancing, the

production workload was split across the two data centers.
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Diagram 57d —Business Continuity Planning
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The complete environment is located on a Fiber Channel attached storage ervironment (SAIN)
and mirrored through the Logical Velume Manager (LVM) to the secondary stte. Failovers are
mplemented automatically if the system detects that one of the resources required for the
whole operation (OS5, Application server, or Central instance) is faling. The only exception to
the mirroring with LV 1s the database component which was implemented as a hot-standby
Thus reduced the fad-over time for the database to seconds. Twoli Storage Wanager (TSI was
also used to set up a fber-channel based (LAIN-Free) backup sclution for the major SAP
components. Diata was transferred from the storage systems directly to a tape library managed
by Tald, minim izing the impact on CPU and I/ swithin the production environment. By
focusing less on single points of failure and more on total system avalabihty, the high

availability architecture went a long way in ensuring business continuty for the company

Fefer Exhibit 5,89 for a technolopy maturation path of operating environments available at the

tirn e,
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5.11.4.3 Enterprise Intepration
Dragram 577 — Major effects of Enterprise Intepration
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The company 15 moving towards enterprise intepration. It has successfully consolidated and

integrated its internal processes and is moving towards external linkages in its operations.

5.11.5 EXHIBITS
Ezhibit 583 — Dirversification and revenues
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Exhibit 5.84 — Elements that were not outsourced
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Exhibit 5.85 — Western Europe I'T spend and growth pattern
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Exhibit 5.86 — Areas in which ERG implemented operational efficiencies
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Exhibit 5.87 — Top security risks and vulnerabilities

Malware: Infection of the organization’s systems or network by wviruses,
wormns, Trojans, adware, or spyware

Phishing: Impersonation of the organization through email or electromc
means in an attempt to obtain confidential information

Pharming: Diversion of Internet traffic to an imposter site by means of
DNS poisening or browser address bar attack in an attempt to obtan
confidential information

Spam: Unsolicited or unwanted email messages

Denial-of-service: Attempts to overwhelm or overload the organization’s
netwotk or systemn resources with the intent to degrade their performance or
make them unavailable

Unauthorized access by outsiders: Unauthorized access or use of systems
or the network by outsiders

Vandalism /sabotage: Defacement, destruction, or other damage to the
orgamzation’s systems, network, or Web site

Extortion: Demands for money or other concessions based on threats to use
electronic means to harm the organization’s network, systems, or reputations
Fraudulent transactions: Fraudulent electronic transactions that result in
financial loss or damage to the orgamization or its customers

Physical loss: Physical loss or theft of computet, storage media, or other
devices and any associated data

Unauthorized access by insiders: Successful access by msiders to system
functions or mfermation for which they are not authonzed

Insider misuse: Violation of the organization’s policies regarding acceptable
use of computing /network resources
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Exzhibit 5,88 — Security revenues by counterm easure category
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5.12 Case Analysis 9: OMV-Petrom (Capgemini Case-3)

5.12.1 COMPANY BACKGROUND

Petrom 1s 2 Rornaruan o1l company, the largest corporation in Romania and the largest gas and
o1l producer in Eastern Europe. In the late 2004, Petrom was privatized by the Romanian state
and sold to Austnman oil company OMV. As a consequence, OMV/Petrom has a de facto
monopaly on the o1l production of Romania and OMYV has now doubled 1ts market share in
the Danube region to 18% to become the largest o1l and gas company in South-East Europe.
As of 2005, it was the largest privatization deal in Romania's history. OMYV controls 51% of
Petrom's shares. The other shareholders are the Romanian state (40.74%), EBRD (2.03%), and
others (6.23%). Apart from its operations in Romania, the company operates m Bulgana,
Serbia, Hungary, Moldova, Kazakhstan, Iran and Russia. In Moldova 1t operates 73 filling
stations, being one of the leading o1l companies, alongside Lukoil. In Hungary, there are 2
Petrom filling stations. In January 2006, Petrom purchased OMV's operations m Romana,
Bulgana and Serbia and Montenegro. Refer Exhibit 5.90 for financials of Petron. As a result of
the transaction, 178 OMV stations operating at the highest standards belong now to Petrom
and will continue to operate under the OMV brand. With sigruficant investments of €500
million until 2010 in the marketing business alone, Petrorn will consolidate its leading market

position i1 SEE.

5.12.2 EXISTING I'T LANDSCAPE

CapGemini was selected as the consulting company collaborating with OMYV 1n developing the
post-acquisition strategy for the Finance and I'T division and conducting the inplementation.
The criteria used for selection are given in Table 5.24 below. The company had a complex [T
landscape — OMV was at the forefront of technology having implemented a number of
imitiatives. The orgamzation was leaner than Petrom. However, Petrom had scale gomg for it.
The company faced the problem of administration, provisioming and maintenance services

delivered by multiple third-party providers, not to mention the headache of stonng and

Umversity of Petroleum & Energy Studies Page 380



Business Transformation through IT

retrieving vast volumes of associated documentation. Additionally, there were a number of

manual processes supported by a lot of paperwork.

Table 5.24 — Criteria for selection of consulting company

FExpertise on a vanety of vendor systems and environments

Core competency in providing tumnkey solutions ranging from consultancy, design,
development, customization, deployment, performance-testing and on-going support

Prior o1l & gas domain expernence

Ability to braing business practices used by the most successful companies to the table
Expertise coupled with the technology skills to recommend the most appropnate technology
salution and configure it to specific requirements

A past record of delivering value to clients with on-time and on-budget projects

The transformation, due to be comnpleted in 2008, represents the largest project ever in

Romania to centralize I'T and accountancy services.

5.12.3 RESULTS-BUSINESS TRANSFORMATION

5.12.3.1 Outsourcing

Petrom adopted a unuque model m terms of cutsourcing — whereby 1t not only cutsourced its
non-core activities but also some of its core ones. SGS signed a long-term agreement with
OMV, Central Europe’s leading o1l and gas group, to operate OMV’s engine test bed facility in
Schwechat, Vienna. Under the outsourcing agreement SGS operated the facility which
provides engine, gear and injector testing; evaluation ol new engines for durability, wear
propetties, fuel consumption, lubncants and ermissions studies. This was later expanded to
have SGS operate its tank farms i Austna, starting on November 1st 2006 in Graz. This
agreement involves the management of all operations of the tank famm, which stored and
handles mineral oil fuels and heating oils. The core competencies of the company 1s shown in
the diagram 5.78 depicting that the company consolidated around its core competencies
(depicted by the inward pointing arrows); whereas the outsourced elements are shown by the

outward pointing arrows and denote the elements that were outsourced.
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Diagram 5.78: Core competencies and outsourcing
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The tank farm provided services for clients and distnbutors operating mn Austria and
neighboring Slovenia. On the I'T front, they cutsourced the operation of their entire corporate
network for 5 years to Siemens Information and communications group in Austna. This
compmnsed the operation of all fixed-line, mobile and data communications in Austria and all
OMV locations i 15 countries around the wotld. As part of this full cormmunications
outsourcing over 8,000 users m Austna alone were networked wath the latest in advanced
telecommunications technology. This was the first project of its kind 1 Austra and was run
centrally from Vienna for locations across the world. Exhibit 5.91 lists the elements that were

not outsourced.
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5.12.3.2 Effect of business cycles

Diagram 5.79 — Link between economic cycle and Petron’s business cycle
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OMV-Petrom operated 1s an economic climate mmproved steadily since 2001. At present
Romania still has growth-rates of more than 5%. This was more than double the size of the
EU average. Inflation and unemployment seem to be larpely manageable at under 6% in each
case. Sorme sectors, such as the autormotive industry, are boorming. The currency, the new Leu,
seems to be stable and consohdated. Due to its multi-product presence m multiple sectors of
O1 & Gas and Petrochemicals, OMV I'T investments were counter-cyclical. For example, in
petrochermeals, investment was deliberately made when the plastics industry was at the bottomn
of 1ts economic cycle in order to benefit from an expected upturn in 2005/06. This was also in
tune with global business cycles — where there was an increasing demand for plastics in Asia.
This trend accelerated in that region and impacted Europe mn the second half of 2003. Due to
this factor, the business cycle of Petrom was linked to the business cycle as depicted in

diagram 5.79 above and I'T investments were made correspondingly.

5.12.3.3 Transactional Ability

The large-scale transformation process centralizing all relevant Finance and I'T functions to the
biggest Service Center mn South-Hast Hurope is at the heart of the program. Based in
Bucharest, the Center will mamtain all relevant Petrom Finance and I'T processes across the
entire company. All major processes are aligned, and SAP 1s implemented in Finance, Logistics

and Hurnan Resources as the core I'T systemn. Thus, the entire I'T infrastructure of Petrom will
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be upgraded to a common intemational standard. These activities need to be coordinated wnth
relevant partners for areas such as HR or Facility Management, and aligned with requirements
of vanous Business Divisions. Hence, the overall process has to be well structured and
orgamzed. Plannming the Service Center rollin comprised intense communication and systerns
preparation following branch visits and deregistration. Important first steps were implemented,

substantially increasing closing speed and reliability dunng the first months.

Diagram 5.80 - Stages of transactional efficiency
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Another mitiative inplemented was a web analytics solution for their website — which evolved
mnto a portal. OMV's enterprise portal was launched m September 2002. It was unique in the
sense that it successfully integrated the company's mtranet, extranet and Internet pages
through a single site, www.omv.com. Running an effective and successful portal depended on
getting timely information to broadly three types of mformation consumers. The first type —
content managers wanted to know how many and what sort of people have seen the content
they have published. They wanted to know which the most popular pages were and how long
visitors stayed to read them. Portal managers needed figures on the general traffic on the
peortal: how many people visited, where they came from, which campaigns were the most or
the least successful, and other relevant aspects of the portal’s usage. Finally, portal
adrmnistrators wanted to see ligures on the current data volume, to be able to forecast trends

to ensure that the infrastructure had the capacity to meet the future traffic loads. Therefore,
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eatly n 2003 OMV teamed up with SAS on a project to provide standard and customn
statistical reports together with sophisticated analysis of portal activity. This would prowide the
necessary mformation for the strategic development and planning of the portal — for example,
by enabling OMV to structure content according to the profiles of particular target groups
(personalization) and by developing the portal in line with the e-business requirements of both
OMV and target groups. These target groups were not necessarily just other companies, but
rather interested parties or groups of people with whom OMV was in contact with through
the portal: custorners, shareholders, employees, suppliers, subsidianes and jont venture
partners, governments, banks, joumalists and mterested members of the general public. In
other words, OMV's portal attracts a highly diversified audience, with different information
requirements and a wide range of languages. All the raw data to answer these questions existed
in the Web content management logs and in the observation log files. The basic service
requirement was to mntegrate that data and to present 1t through standard and ad hoc reports.
SAS Web Analytics offered key benefits like expandability, scalability and ease of mtegration
making 1t an ideal choice for Petrom. The project began 1 2003 and finished in two months.
Petrom was able to get reports on 50 content groups (internal and external) to 15 content
managers, covering statistics on the number of sessions, page views, average dwell time and
top 25 content pages as well as a set of standard reports meeting portal managers' needs for
information on traffic, session duration, forecasts, searches, referrers and so on. Finally, I'T
reports give the portal admimistrators the mformation they need on the current volumes and

trends.

In a Bl implemnentation, these reports were archived over tune, organized m tumne-penod
hierarchies so that the most recent reports were most rapidly accessible. The reporting process
happened in two phases. Each day an extract, transform and load (ETL) process moved data
from the database and observation logs into SAS data marts. SAS Web Analytics then
performed a second extract and load to integrate the data from the Web server logs and to
separate the processed data mto two Web marts — one for tralfic on the external portal and
one for the mtranet traffic. These processes generated standard reports that could be easily
accessed from an ordmary Web browser. the OMYV portal had a highly complex techmcal
infrastructure featuring several Web and application servers, load balancers and a clustered

Oracle database in a high availability environment.
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The web analytics project delivered key benefits and retum on mnvestment to the company. For
example, search-stning analysis enabled OMV to find out what sort of mfommation the
different categones of internal and external visitors were looking for, while clickstream analysis
reveals how quickly and easily they could find it. By acting on this information, OMV
increased the satisfaction of their external target groups as well as the portal usability for
employees. For instance, they found one of the most frequent searches bemg among
employees was for the orgamization chart, they then modified their intranet so that this could
be accessed with a single click. The statistics also helped OMV to direct and control its
marketing activity. Analysis of referrers demonstrated the effectiveness of online banner
advertising and sirnilar activity. Further metrics employed were e-mail campaign analysis,
analysis of the success in converting guests to registered users, cost analysis by page view, user

and employee, and application-specific analysis.

The second imtiative was do with process optirnization. OMV’s refinery in Schwechat, Austna,
1s one of the most modern in Burope manufacturing more than 700 products in line with strict
environmental requirements. Efficient maintenance was cntical to ensunng that the facility ran
smoothly and complied with industry-specific safety regulations throughout the plant life cycle.
Over 90% of the associated tasks — from repairs to upgrades during ongoing operations to
major overhauls — were handled by the extemal service providers. Moreover, managing
interactions with some 50 subcontractors, plus the vast volumes of data and docurmnents
involved, was a major challenge. OMV’s existing asset-management processes were largely
manual and paper based. To overcome this problem, OMV deployed the SAP Service and
Asset Management solution. The systemn, deployed by Capgernumi, contained comprehensive
service spectfications, detailing prices and quality requirements for mamtenance tasks —as fixed
rates or 1 terms of time and effort. This information was then used by the external service
providers, as well as by OMV’s procurement staff. Maintenance agreements were also centrally
stored and seamlessly integrated with all the other steps of the mamntenance process. The
systern enabled the external service providers to access through a web browser their tasks,
service specifications, and other information. And they could quickly and easily confirm
service delivery via the same channel. Photographs of completed work and other relevant

docurnents were bar-coded, enabling themn to be automatically assigned to the correct business
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objects (such as contracts) when they were scanned mto the SAP systemn — making for easy

storage and retrieval.

Another inmtiative was the migration of all IT applications to the Linux/Cracle operating
systern. At this time OMV was runming its SAP in a very complex IBM systern environment.
The planned solution had to fulfill two requirements. It had to lower operating costs and

facilitate flexible, eflicient I'T operation.
Refer Exhibit 5.92 for depiction of areas in which Petron implemented operational efficiencies.

5.12.3.4 Impact on workers
The acquisition, the largest in OMV’s history, represented the biggest foreion investment ever

by an Austrian company. The deal meant that OMYV, with 6,500 staff, acquired a former public
company with more than 50,000 employees. A transformation of this scale could only be
successful if the emnployees supported the change. Therefore, Capgemnim also had to support
Petrorn in several change management measures such as recruttrment and mobilization of] and
communication to, more than 1,000 employees. Staff from more than 100 subsidianes were
not only motivated to move to Bucharest but also prepared m advance for their new roles

through intensive traning programs.

Diagram 5.81 - Impact on workers due to technology.

ZU 2.0 - 4.0 a 4.0

5.0 _-5.0 5.0 _~S.0

These measures were the first stage n developing a new corporate culture at Petrom. The next
step was establishing a central IT orgamzation towards making ashared-services based
organization. In addition, a central master data center within the Service Center was also set
up. By centralizing finance operations, transfernng legacy systems and relocating staff from
branches to Bucharest, the development of the Service Center continued successfully.

Simultanecusly, the SAP munplementation was prepared and future users on the systemn were
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tramned 1n new processes and functionality. Diagrain 5.81 above shows the impact technology

had on workers.

5.12.3.5 Security

Diagram 5.82 — Security adoption driving forces

Compliance Regulations

Diagram 5.82 above shows secunty adoption doving forces OMV selected the Syntex
IMPACT ERM Suite to help streamline their incident & audit management systems across all
orgamzational elements. The solution provided OMV with a fully-integrated, enterprise-wide,
electronic mnadent, investigation, and action management solution. The swte provided the
framewotk and functionality meet the general needs of OMV as well as the specific and unique
needs of each OMYV business unit. such as Health, Safety and Environment, Exploration and
Production, Refining and Marketing, as well as other business divisions including AMI, Gas
and Petrom. The most important transformation was that the solution enabled all levels of the
workforce to engage in discovering and resolving exposures, and captuning the wide range of
data, which created standardization across the enterprise to reduce and mitigate the risks. The
systemn also reduces losses and mmproved performance by enabling in-depth analysis of key
operational metnes and integrating management systern processes at the site, company and
enterprise levels. It became possible for OMV to investigate mcident, near muss and
investigation tracking with critical proactive processes such as corrective action and assessment

management, knowledge shanng, and comprehensive analytical reporting for continual process
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mmprovement thus moving 1t further towards its compliance goal. The sclution also manages
OMV’s initiative to support SEPA (Single Buro Payments Area) compliant cross-border
transaction processing solution in Central and Hastem Europe. OMV has comrmenced
mugration of its decentralized acquining operations at filling stations, mcluding several third-
party service providers in 12 countnes, to a smgle central SEPA compliant processing platform
for approxumately 5,000 point-of-sale (POS) terrminals as well as POS managernent and fuel
card authornization services. The service provider (Furonet) leveraged 1ts m-country Furopean
operations to provide 24x7 operations support including local language custorner support to
OMY across the 12 Central and Eastern BEuropean (CEL) countries. This mitiative enhanced
the security requirements of OMVY since payment transactions had to be secured and the

infrastructure deployed had to be able to support ever increasing scale of operations.

Refer Exdubit 5.93 for the top secunty nsks and vulnerabilities and refer Exhibit 5.94 for

trends in these countermeasures.

5.12.4 TRENDS

5.12.4.1 Cost-performance structures

The web analytics not only saved the company a lot of time and resources by showing them
useful information that helped them serve customers better by improving the usability and
quality of the Web site, but also enabled the company to focus on exploiting that information

for greater comnpetitive advantage.

Diagram 5.83 — Cost component reduction
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The SAP system, not only enhanced mteraction with services providers but also gave the
company much greater visibility when it came to planmng. The company could foresee work
and costs three or four months in advance — enabling them to budget better and enter into
long-term contracts with service providers thus gaining cost benefits as well as better service
levels. The software also greatly enhanced OMV’s document management, increasing
productivity. It became possible for the extensive documentation associated with maintenance
to be reproduced and reexamined instantly and converuently — without the need for extra staff
to do this work. Quantified, this produced retums on mnvestment within a span of less than
two years for every function that was added or upgraded in the system. Further the migration
of the SAP to Linux created savings to the tune of EUR 1m per year. Diagramn 5.83 above

shows the reduction in cost component.

5.12.4.2 Architecture, Enterprise Management, and business continuity
Enterprise Management: The existing SAP systemns numbered about 35 — including include

SAP for production, SAP for system development, and SAP systems specifically for Eastem
European subsidiaries as well as those running the subsidiary refineries. The systems were
mnitally running on a mix of Windows and AIX. However, the company saw it prudent to
consolidate these systems on Linux running on an IBM Z-series mainframe. The configuration
was designed as a geographically dispersed parallel sysplex (Geoplex). The servers and
memories were 1 the separate locations and were connected to each other redundantly using
an ICF (Integrated Coupling Facility) in order to ensure mnterrupt free fault tolerant operation.
The changeover from one location to another occurs completely automatically. The parallel
sysplex solution also permuts linear scalability through the use of parallel database technologies
in order to meet the growmg requirements for system performance without changing the
architecture. T'wo IBM RS/6000 SPs with 40 nodes and 20 AIX servers are also used as
application servers for certain applications and are linked to the database servers via a gigabit
Ethemet. Four disk sub-systems that undertake automatic data mirroring using the peer-to-
peer copy lunction were used for storage. A snapshot function was used for back-up and
cloning SAP R/3 systems so that OMV could secure all the data as quickly as possible. System
management and workload scheduling tasks were completed using the IBM Tivoli Enterprse.

Several systems ran on one server under the z/OS operating system without difficulty. This
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brought with 1t substantial consolidation effects Gower ERLL Memory and disk requirernents),

caused no additional costs and reduced the total cost of ownership.

This setup was changed i 2005 with a rmugration of the systern to cluster via two redundant
computer centers at separate locations in Vienna. HP provided its proven ServiceGuard
solution, which 1s fully certified by SAP, for the clusters on the Linux platform as well. The
core of the new platform consisted of four HP Integrity rx8620 servers with 16/32 Itanium?2
processors as database servers and a semes of rx1620/2620s with Itantum?2 processors as
application servers. Two new EVAB000 HP StorageWorks arrays and the use of the HP MC
ServiceGuard cluster software ensured optimnal protection agamnst fallure and ease of operation.
During the migration HP tock on full organizational and technical responsibilities, from the

set-up of the mfrastructure to the completion of the project.

Table 5.25 - Technalogies deployed by Petron

Technology Product

Operating system HP - UX, Windows, AlX, and LINUX
Database ORACLE and DB/2

Enterprise Application Suite SAP 18-QOil

Modules Offshore Logistics

Financials (FI) _

Materials Management (MM)
Project System (PS)

Maintenance and Repair (MRO)
ORACLE Real Application Clusters

Business Continuity: The company set up two data centers located about 1600 rniles away

from each other. These data centers were the centralized service hubs for the business units
located in their respective areas. In terms of storage, each data center had a mux of SAN, DAS
and NAS residing within them from a range of vendors such as NetApp, Hitacht and EMC.
The quantum of stagnant data was about 50 percent and the rate of growth was an average of
2 'TB of data per day. Having so rnuch data in production systems caused problems. In terms

of recovery, for example, it took about 8 t010 hours to recover 200 to 250 GB of information.
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Diagram 524 —Business Confinuity Planning
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The company analyzed and went in for a strategy to plan and forecast business continuity on 3
parameters — [nformation protection, data management and capacity planning. The first of
these, informaton protection dealt with how the data on the storage was to be secured and
hmited to authentic use. The second, data management was to determme what data should
teside on which media and should be available within what time frame The solution to all
these problems was tiered storage — whereby dormant mformaton could be moved to lower
cost storage. In such an environment, near line storage hardware is fed stagnant data. The data
mover migrates the data automatically from primary to secondary storage. Technologies used
were disk-to-disk, snapshot, ete. in order to integrate into the existing processes. The tiers used
were Tier 1 on a SAMN to host the databases, data warehouses and for online transactions
processing (OLTP); Tier 2 i the form of NAS for active data such as file servers, setsmic files,
Excel spreadsheets and email, Tier 3 based on ATA disk and tape for static data such as
reports, images and nearline archrving; and Tier 4 as offline tape for inactive data required for
legal retention and compliance. This was replicated across both centers to prowide fatlover
capability and business continuty. Refer Exhbat 595 for a technology maturation path of

operating environments available at the time,

3.124.3 Enterprise Integration

OV was a fairly advanced company in terms of technology whereas Petron was not so. Their
mtegration meant a lot of systems coming together The company 15 moving towards

entetprise integration and as a first step has consclidated its systems on a single platform. It s

Univer gty of Petroleum & Energy Studies Page302



Business Transformation through IT

also trying to reach out to external partners and customers through getting varnous insights

nto its business.

Dhagram 5.85 — Major effects of Enterprise Integration
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5.12.5 EXHIBITS
Exhibit 5.90 — Net income (EURm) OMV-Petrom 2002-2006
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Exhibit 5.91 — Elements that were not outsourced
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Exhibit 5.92 — Areas in which ERG implemented operational efficiencies
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Exhibit 5.93 - Top secunty risks and vulnerabilities

Malware: Infection of the organization’s systems or network by wruses,
worms, T'rojans, adware, or spyware

Phishing: Impersonation of the ocrgamzation through email or electronic
means in an attempt to obtain conhdential inform ation

Pharming: Diversion of Internet traffic to an imposter site by means of
DNS poisoning or browser address bar attack mn an attempt to cbtain
confidential infermation

Spam: Unsolicited or unwanted email messages

Denial-of-service: Attempts to overwhelm or overlead the organization’s
network or system resources with the intent to degrade their performance ot
make them unawvailable

Unauthorize d access by outsiders: Unauthonzed access or use of systems
ot the netwerk by cutsiders

Vandalism/sabotage: Defacement, destruction, or other damage to the
organization’s systems, network, or Web site

Extortion: Dlemands for meney or other concessions based on threats to use
electronic means to harm the orpanization’s netwotk, systems, or reputations
Fraudulent transactions: Fraudulent electronic transactions that result in
financial loss or damage to the organization or its customers

Physical loss: Physical loss or theft of computer, storare media, or other
devices and any associated data

Unauthorized access by insiders: Successful acesss by insiders to system
functions or information for which they are not authorized

Insider misuse: Violation of the organization’s policies reparding acceptable
use of computine/ network resources

Ezxhibit 5.94 - Security revenues by counterm easure catepory
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Exhibit 5.95 - Technology maturation path
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