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        ABSTRACT 

Proliferation of satellites in various application areas have led many nations and 

companies to launch spacecraft for various applications namely weather 

prediction, communications, cartography, surveillance, deep space exploration, 

astronomy, ocean monitoring, agriculture, city planning etc.  The achievement of 

mission objectives is of paramount in any satellite operations. Certain factors 

impede or may jeopardize the success of mission. Faults, failures and anomalies 

arising in the satellite being the primary   causes.  

Anomalous conditions manifest as faults/ failures, if left unattended. Therefore, 

identification of anomaly is of vital importance these days in satellite operations 

as this could prompt the operators to adopt a prognostic approach and take pre-

emptive corrective actions thus by preventing a fault or failure.  

 Traditionally, fault detection is carried out on satellites using Quantitative and 

Qualitative modeling techniques. These methods are not suitable for present day 

satellites due inherent limitations like complexity and volume of effort, modelling 

errors, robustness to noise, unknown fault identification, non-prediction of 

anomalous behaviors, limited employability of models on different satellites etc. 

and hence are not suitable for scaling for designing or maintaining large 

constellations. Therefore, data driven approaches wherein Artificial Intelligence 

and Machine Learning methods are being utilized have gained prominence. 

In this thesis, anomaly identification in satellite health is carried out by employing 

Machine Learning models which are built using heuristic telemetry data of 

satellite sub systems. This thesis covers two types of anomalies namely point 

anomalies and contextual anomalies.   

Point anomalies are local to sensor and is entirely or moderately different from 

the neighborhood occurrences.  For point anomalies, 41 orbits of telemetry data 

of BUS CURRENT sensor from Electrical Power Sub system (EPS) of satellite 

was considered. This sensor plays a critical role in various modes of operation of 

satellite and can act as general representative of the overall health of the satellite. 
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As a preliminary step, Univariate Exploratory Data Analysis (EDA) was carried 

out on the data. Trivial outliers were identified and removed.  Missing value 

analysis as part of EDA revealed that 75% values were missing. Therefore, instead 

of discarding the missing values, back fill imputation of the values was resorted. 

The best imputation method was finalized after carrying out comparison among 

seven different imputation methods namely front fill, back fill, linear, polynomial 

second order, polynomial third order, second order spline and cubic spline. 

sampling frequency was analysed and it was observed that BUS CURRENT was 

sampled at 0.8 seconds interval. To reduce the number of samples, this was up 

sampled to 1 second interval. Additive and Multiplicative decomposition-based 

trend and seasonality analysis was carried revealing presence of seasonality and 

absence of trend.  Stationarity analysis, which was carried using four methods 

namely histogram method, rolling mean method, segmented mean method and 

ADF test which revealed data was stationary. Lastly, Autocorrelation (ACF) and 

Partial Autocorrelation (PACF) plots were generated to ascertain the suitability of 

data for auto regression models and also for determining the order of model.  

Negligible ACF and PACF existed indicating that employment of this data for 

auto regression models would not be effective.  

As a next step in identification of point anomalies, four different anomalous 

conditions namely stuck, spike, drift and out-of-limit anomaly which frequently 

occur in satellite health keeping data have been synthetically injected into BUS 

CURRENT sensor of EPS of a LEO satellite. The test and training data sets have 

been prepared for varying contamination levels ranging from 0.2% to 1%. 

SMOTE Tomek Link method was used for making the unbalanced data sets to 

balanced sets. Seven different supervised ML classification modelling approaches 

namely logistic regression using linear classifier, naïve Bayes based probabilistic 

classification, support vector machines using gaussian kernel, decision tree based 

parametric classification, distance-based classification using k-NN. A deep 

learning-based classification was also implemented using ‘Keras’ classifier has 

been used for training models. Each of the models was used for inferencing using 

the test data separately using a balanced test data (using SMOTE Tomek links) 

and unbalanced test data to compare the performance.  F1 score was used as 

metric. Overall, decision tree models were able to identify three types of point 
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anomalies whereas random forest and k-NN were able to identify two types of 

anomalies. ANN, logistic regression and SVM were able to identify one each type 

of point anomalies.  

Contextual anomaly is an occurrence which is anomalous in a specific context but 

not otherwise termed as a contextual anomaly. As the first step in identification 

of contextual anomalies, Multivariate EDA was conducted. 40 orbits of data of 

189 sensors from five different satellite subsystems were considered. Data 

preprocessing steps like removal of trivial outliers, label encoding and resampling 

was carried.  Thereafter, data was split into two groups based on payload ON and 

OFF conditions for identifying the nominal and abnormal behavioral patterns of 

telemetry data during both conditions. As a next step, 22 critical sensors (referred 

to as 22 feature set) were identified and correlation analysis carried out on all 189 

sensors and on 22 feature set. Correlation analysis of 22 feature set revealed that 

BUS CURRENT sensor has the highest correlation. 2D and 3D PCA was carried 

out for all 189 sensors and 22 critical features separately which revealed presence 

of anomalous regions in the data corresponding to orbit no 7132.  

ML Models were built for identifying Contextual anomalies based on the 

processed 22 feature data set. Both unsupervised learning and supervised learning 

approaches were used for building ML models to detect contextual anomalies. 

The 6 ML algorithms broadly encompass kernel based (SVM- Linear and RBF), 

probabilistic based (Naive Bayes), tree based (Random Forest), regression based 

(Logistic Regression) and deep learning based (ANN) algorithms were compared 

for their performance. In supervised learning, three different methods using 6 

different ML algorithms were carried out. The first method used only inherent 

anomalies present in data set. The second method used inherent and injected 

anomalies data set. In both methods, feature importance was carried out to 

understand the relevance of particular features. In third method, based on the 

results of feature importance, modelling was carried out using only subset of 

features to improve memory and latency performance.   

Unsupervised learning proved to be highly effective due to large number of false 

positives. The unsupervised learning offered F1 score of 87.33% which is lower 
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compared to F1 score obtained in supervised learning method-1 (99.8%), method-

2 (92.5%) and method-3 (99.9%) indicating that modelling with subset of features 

yields high F1 scores.  

In supervised learning, when compared among method-2 and method-3, method-

3 offered excellent average F1 score of 99.6 compared to average F1 score of 

92.5% in method-2. In supervised learning method-3 RF models have greater 

convergence time and consumed lesser memory but offered good F1 scores 99.6 

compared to 98.9 of SVM-linear of method-2. Method-3 also offered average 

convergence time offered by RF models is 1.43 seconds with an average memory 

consumption of 0.4 MB compared to 0.3 sec of average convergence time and 

0.85 MB memory consumption of SVM-linear in method-2. In all the supervised 

learning methods, tree-based models (Random Forest) have shown a superior 

performance and was optimized in processing time. 

As a last step in thesis, the SOP was worked out in employing ML Models for 

anomaly detection. Towards this, data drift in telemetry needs to be identified 

initially. Therefore, a univariate data drift detection for satellite health keeping 

data was carried out by using 38 orbits of BUS CURRENT sensor data.  The data 

set was separated into two subsets corresponding to payload ON and OFF 

conditions. Firstly, KS test was carried out on the data using two methods. In first 

method, initial 10 orbits were taken as reference. In the second method, each new 

orbit was taken as reference and compared with its immediate successive orbit. 

The results were analyzed, and it was found that KS test was not yielding accurate 

results due to its high dependency on instantaneous data distribution. Therefore, 

a Novel statistical method was designed where in the dynamic limits of BUS 

CURRENT sensor were considered. These dynamic limits are decided at the 

preliminary design stage and correspond to the chronological life spent by the 

satellite in space.  In this method, a window size of the first 15 orbits was used as 

baseline distribution and a block of 05 orbits each is used as test distribution. 

Standard Deviation (SD) error plots are used for representing each orbit data. The 

SD error plot has a tail and head where the head represents mean+1SD and tail 

represents mean-1SD. The mean (μ) and 75% quartile (Ɵ) are used as statistical 

indicators for identifying the drift.  If the mean (μ) and 75% quartile (Ɵ) of 
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incoming orbits data lies within the maximum tolerance and minimum tolerance 

limits for both Payload ON and Payload OFF condition, then data drift has not 

occurred. The SD error plots coupled with 75% quartile and mean would together 

indicate statistically whether data drift has taken place or not. To validate, 

synthetic drift was ingested in data and passed through the algorithm which 

detected the drift in data. This novel method proved to be robust to noise and 

instantaneous changes in data.   
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Chapter 1 
 

INTRODUCTION 
 
1.1   Overview of Satellite Health in Outer Space 
 

Space technology has grown leaps and bounds since the launch of first satellite Sputnik-1 by 

erstwhile Russia.  Though satellites were limited to scientific missions in the early days, they 

have made far inroads in daily applications today. The benefits offered by space technology in 

general and satellites in particular have led many nations to launch spacecraft for various 

applications namely weather prediction, communications, cartography, surveillance, deep 

space exploration, astronomy, ocean monitoring, agriculture, city planning etc. As can be seen, 

each application is different and hence warrant different mission objectives. This translates to 

a different spacecraft or satellite design in order to meet the varied mission objectives. 

 

Satellites operate in a harsh space environment throughout their lifetime. Factors like highly 

ionized outer space, total ionization dose that is getting impinged on a satellite, thermal cycling, 

solar effects etc. manifest in anomalous conditions in satellites. The other factors which 

contribute to failures include manufacturing defects, ageing components, faulty design [1]. The 

other trivial factors include operational mistakes committed by humans, material failures etc. 

Anomalous conditions manifest as faults/ failures, if left unattended.  Satellite designers follow 

“design heritage” principle while manufacturing a satellite to minimize failures, they still occur 

in satellites due to various reasons. Therefore, satellite health keeping plays a vital role in the 

success of a mission. 

 

It would be prudent, firstly, to understand the basic structure and sub-systems of a satellite to 

understand the concept of health of a satellite.  A spacecraft or a satellite as a system broadly 

consists of two elements: payload and a platform. The Payload is part of a spacecraft that 

actually does the primary job or tasks for which a spacecraft is launched.  The payload in broad 

sense is the element that achieves the mission goals. For example, in a communication Satellite, 

the payload is a communication transponder that offers communication bandwidth to the users. 

An imaging satellite may have an Electro Optical camera or Synthetic Aperture Radar (SAR) 

as a payload. The platform on the other hand, is the infrastructure that houses the payload and 
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provides the necessary environment and facilities for the payload to safely and satisfactorily 

operate. The platform in satellite terminology is also known by a more general term called as a 

“Satellite Bus”.  The Satellite bus consists of sub systems like Attitude and Orbit Control 

subsystem (AOCS), Thermal Control subsystem, Payload subsystem, Electric and Power 

subsystem (EPS), Reaction Control subsystem, Propulsion subsystem etc.  The fulfilment of 

mission objectives would therefore depend on the health of the sub systems and the payload 

that constitutes the satellite bus. A good health of these sub systems would indicate satisfactory 

performance of the Satellite. 

 

The health of the satellites’ platform and payload are continuously monitored by various sensors 

onboard a satellite and the data is sent to On Board Computer (OBC). The OBC processes the 

data and as per the coded information, undertakes certain corrective actions to address any 

malfunctioning in any subsystem. The sensor data is also sent to the ground stations in the form 

of Telemetry Data (TM data) by the OBC.  Certain faults that cannot be handled by OBC are 

handled by ground control operators after analyzing the downloaded TM data and then issuing 

necessary corrective commands to satellite to resolve the fault/failure. As evident, the success 

of a space mission depends on the adequate response to spacecraft anomalies and time sensitive 

problems arising from unexpected environmental changes and fault or failure of components 

and/or sub systems [2]. Therefore, satellite designers employ a technique known as FDIR (Fault 

Detection, Isolation and Reconfiguration) in satellites to deal with faults or failures.  However, 

anomalies arising in the satellites, currently are not identified   onboard in majority of satellites. 

Identification and addressing anomalies are left for ground control teams. Anomalies if 

unattended manifest as faults and may lead to failures. Therefore, timely and accurate 

identification of anomalies can lead to avoidance of catastrophic faults. 

 

1.2     Concepts of Satellite FDIR 

 

1.2.1   Definition of Faults and Anomalies   

             
The International Federation of Automatic control (IFAC) Safe Process Technical committee 

defines fault as an unpermitted deviation of at least one characteristic property or parameter of 

the system from the acceptable or usual or standard conditions. Such malfunctions may occur 

in the individual unit of the plants, sensors, actuators or switching logic components [3]. Ex, a 

temperature that is out of range or a single bit that has flipped in a register are examples of 

faults. on the other hand, a failure denotes the total cessation of a function of a sub-system’s or 
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of the total system. The main goal of satellite designers would be that a fault should not mitigate 

into a failure to guarantee availability, reliability and performance [4]. An anomaly on the other 

hand is defined as an event that do not conform to an expected pattern or other events in the 

data set. Anomalies are of specific interest to operators as well as designers because many a 

times, anomalies indicate a trend of malfunctioning or degradation in performance of a 

subsystem. An untreated anomaly could result in failure. Therefore, identification of anomaly 

is of vital importance these days in satellite operations as this could prompt the operators 

to adopt a prognostic approach and take pre-emptive corrective actions thus by 

preventing a fault or failure.  

 

1.2.2 Types of Anomalies in Satellite Telemetry data 

 
An important aspect of an anomalies and their detection is the nature of the desired anomaly.  

In general, anomalies can be classified into the following three categories [5]. 

• Point Anomalies: An occurrence which is entirely or moderately different from the 

neighbourhood occurrences or with respect to the rest of the occurrences are considered 

as point anomalies. This is the simplest type of anomaly. As an example, if a temperature 

sensor which nominally records values in the dynamic range of ± 20◦ C has recorded 

values in the vicinity of +23◦ C for a finite amount of time, then such values are 

considered to be anomalous w.r.t to their neighbourhood occurrences and are termed as 

point anomalies. 

 

• Contextual Anomalies: An occurrence which is anomalous in a specific context 

but not otherwise is termed as a contextual anomaly (also referred to as conditional 

anomaly). The notion of a context is induced by the structure in the data or on a specified 

mode or phase of operation of the equipment and has to be specified as a part of the 

problem formulation. Each instance of occurrence is defined using either a behavioural 

attribute or a contextual attribute or both. For example, in a Satellite, the temperature 

sensor on the solar panel’s records temperatures close to 250◦ to 600◦ C (depending on 

the orientation of solar panels to impinging sun radiation) when the satellite is in sunlit 

portion of orbit. However, when the satellite moves behind the earth and is in eclipse 

phase of orbit, the same solar panel temperature sensor would record clod space 

temperature values which are close to -200◦ to -300◦ C. These reading are context based. 



4 
 

In this case, context is whether satellite is in sunlit or eclipse portion of orbit. If the 

temperature sensor records values that are not corresponding to the dynamic range of 

context, then it would be termed a contextual anomaly. 

 

• Collective Anomalies: If a collection of occurrences is anomalous with respect 

to the entire set of occurrences, it is termed as a collective anomaly. The individual 

instances in a collective anomaly may not be anomalies by themselves, but their 

occurrence together as a collection is anomalous. For example, in a satellite, a ‘power 

system reset flag’ may come up when there is an excessive current drawn by battery for 

its charging. This is a safety feature and a normal behaviour.  Excessive current is drawn 

by battery when the payload is switched on which again is a benign phenomenon. But 

in case a power system reset flag bit is set when the load is minimal and payload is not 

on, then it can be termed as a collective anomaly. 

 

Point anomalies can occur in any individual scenario where the occurrences are mutually 

exclusive, whereas collective anomalies can occur only in cases in which occurrences are 

related. In contrast, the occurrence of contextual anomalies depends on the context of 

occurrence data. A point anomaly or a collective anomaly can also be a contextual anomaly if 

analyzed with respect to a context. Thus, a point anomaly detection problem or collective 

anomaly detection problem can be transformed into a contextual anomaly detection problem by 

incorporating the context information. 

 

1.2.3   FDIR Strategies 

 
FDIR development practices for satellites are derived from the development processes defined 

by European Cooperation for Space Standardization [6]. This document outlines two 

approaches known as FTA (Fault Tree Analysis) and FMECA (Failure Modes, Effects and 

Criticality Analysis) for arriving at the FDIR strategy.  The FTA and FMECA are done during 

the design process of the satellite.  

  

FTA is a top-down approach where in major failure like complete power loss, attitude loss is 

listed and the causes or fault in components that can lead to this major failure are listed in a tree 

fashion. The parent node for each branch of the tree is a major failure case. FMECA is a bottom-

up approach. In this approach, latent failure of bottom level components is assumed, and the 
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effects of such failures are listed.  This will help to arrive at the most significant contributing 

components for a critical failure. 

 

Generally, the following tasks are part of a modern FDIR system [7] is shown in Figure 1.1 and 

are as described below: 

• Fault Detection (FD) is the determination of the presence of faults in a system and their 

time of occurrence. 

 

• Fault Isolation (FI) is to determine the type and location of faults. 

 

• Fault Identification aims at determining the size and time varying behaviour of the faults 

as well as estimating the severity of the fault and its possible effects on the system 

 

• System reconfiguration compensates the identified faults Ex: by switching to a 

redundant system.  

 

For FD, detection can be done on the basis of violation of thresholds values, by detecting 

discrepancies between expected value and actual value. Whereas, anomalous behaviour cannot 

be identified based on fixed threshold violation logic.  

Fault Isolation and Reconfiguration  (FIR) aims to finds the Root Cause of Fault of that has 

been isolated by FI module. Once the probable cause is identified, it tries to cure the failed 

component by generating one or more instructions or by suggesting a routine to be executed to 

bring back the faulty component to a normal state [8]. FD is the primary starting step for FDIR 

implementation.  

 

Figure 1.1: Tasks of Satellite FDIR System [7] 
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1.2.4 Hierarchical FDIR 

 
For technical, development and programmatic reasons, FDIR functions of a spacecraft are 

arranged in a hierarchical architecture as depicted in Figure 1.2 [7]. Several levels of faults are 

defined from local component/equipment/unit level up to global system failures. The higher the 

level, the more critical the fault but lower the occurrence probability of the fault [9]. 

 

As shown in the above Figure 1.2 [7], the hierarchy is composed of five levels which have 

different reaction times and are activated successively by order of criticality. The faults are 

filtered at each level: a higher level can only be called when the lower level has been activated 

several times (or when a fault depending on this level occurs). The various aspects of fault 

levels are as follows: 

 

• Level 0 deals with failures having no impact on the Satellite’s subsystem performances 

and matches faults which can be recovered by local correction (bit flip, CRC etc.). 

Detection is performed internally in the units. The recovery is autonomous and local to 

the unit. 

 

• Level 1 deals with failures requiring switching a unit to a redundant one. Detection is 

performed outside the unit and the recovery is done by the subsystem in which the unit 

is involved. The effect of such a failure can led to temporary degraded mode without 

any effect on the mission goals. For instance, when a sensor fails, the subsystem can use 

the last measure to perform its processing or extrapolate the next values in some cases. 

The recovery is autonomous and has an effect on the subsystem. 

 

• Levels 2/3 are often mixed due to the fact that they have the same kind of detection and 

recovery action. They deal with performance losses for a subsystem. 

 

• The most critical level is Level 4, which is activated in case of several alarms from 

Levels 2/3 arise or in case of critical hardware alarms. Ex: complete power failure from 

Solar Arrays, Body attitude rates in roll axis is more than a pre-defined limit resulting 

in orientation loss of Satellite. These kinds of alarms are the last ones which can be 

raised by the Satellite and are consequent to a critical breakdown leading to safe mode. 

Recovery in this case is done by the Ground and the mission is interrupted. Most of the 

detection and recovery actions are software, except for Level 4.  
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Figure 1.2: FDIR Hierarchy for Satellite [7] 

 

Degraded modes are associated with the faults activating Level 1 or 2. A pertinent point here 

to consider is that, through these five levels the identification is seldom considered due to the 

fact that the detection is sufficiently precise to perform the identification at the same time. 

 

1.3  Motivation for Research 

 

1.3.1   Limitations of Current FDIR Strategy 

 
The current FDIR implementations are a tested, proven and vintage concept. However, it is not 

scalable and cannot meet the futuristic as well as present FDIR requirements of satellites owing 

to its limitations. Mega satellite constellations are opening new challenges in design, operation, 

and research sectors. [10]. Though limit-checking has an advantage that it is simple enough to 

be applied to any types of satellite, it lacks flexibility and expressiveness and suffers from the 

problem of false alarms [11]. Moreover, selecting the thresholds in limit –checking on unit or 

equipment level is a compromise between the detection size of deviations and the false alarm 

rate [12]. In addition, the current FDIR method suffers from limitations like lack of ability to 

provide prognosis for imminent failure [13], requiring expertise for setting up of threshold 

limits [14], threshold limits not defined for all system parameters [15], lack of timely reaction 

to fault, non-identification of anomalies etc. This is amplified by the frequent lack of ground 

contacts periods due to limited ground station resources available, increased complexity in 

satellites resulting in accumulation of voluminous telemetry data which need to be acted upon 
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by ground control teams and lastly, as the complexity and number of satellites increase, it takes 

a proportionately large number of personnel to control the satellites [16]. 

 

Presently, in most Earth observation satellites, the ground-based mission controllers download 

voluminous TM data from the Satellite (typically a small satellite may contain 2000 to 5000 

sensors data sampled at different intervals) and analyze the data. Though certain threshold-

based warnings are available to controllers for a few critical measurands, most of the contextual 

information is left to be derived by them. This is a time consuming and error prone operational 

methodology as many critical faults may go unnoticed. 

 

Due to the above factors, the need of the hour is the next generation of FDIR strategies which 

are foreseen to be both a centralized and distributed one. Centralized in the sense that on-board 

decisions should be from a single location offering a synthetic view of the satellite state. 

Distributed aspect will allow us to keep a local FDIR at the subsystem and the unit levels. Using 

dedicated FDIR algorithms is a cornerstone of a distributed FDIR strategy due to the fact they 

limit the amount of required on-board resources, and they minimize the information required 

by the algorithms [17]. Current FDIR implementations do not meet this requirement. 

 

1.3.2   Need for Autonomy 

 
FDIR functions that are to be handled by satellite itself are traditionally implemented by On 

Board Control Procedures (OBCPs) or threshold logics. OBCPs are scripts in a kind of macro 

language, which is interpreted and executed (time coding is also possible) on-board. With these 

OBCPs also a limited reaction to certain events (switch to redundant battery bank etc.) is 

possible automatically [18]. A pertinent point to note here is OBCPs are still automated way of 

functioning but not autonomous way of functioning. 

 

All the FDIR functions that are to be handled by the ground segment are implemented by either 

Flight Control Procedures (FCP) or Mission Timelines (MTL). MTLs are a series of time tagged 

commands that are uplinked well in advance and get triggered when their time tag expires.  

FCPs are executed step by step by a ground operator, which involves sending Tele Commands 

(TCs) to the spacecraft and checking telemetry downlinked to ground. For using FCPs or MTLs, 

the ground crew has to download the voluminous Tele Metry (TM) data which consists of the 

health of all satellite subsystems and then analyze them to arrive at the state of health of satellite. 

Based on the outcome of analysis, again initiate corrective actions by using either FCPs or 
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MTLs and uplink them to satellite.  This approach is capable of providing adequate results for 

captured system configurations which are static in nature but deal poorly with the dynamic 

aspects of the systems, such as recovery actions and reconfiguration. They do not address 

evolution of the system characteristics and history of the system interaction with the 

environment [19]. Hence, automation of FDIR implementations would only serve the purpose 

so much and cannot truly facilitate for large scale and safe deployment of Satellites. Therefore, 

the need for migration from automation approach to autonomy approach in FDIR is strongly 

felt. Autonomous FDIR operations of Satellite would only pave the way for scalable, 

economical and robust implementations which can meet mission goals even under critical 

conditions. 

 

The guidelines and requirements that cover the autonomous operability of spacecraft have been 

already laid by ESA and are available to the spacecraft manufacturers [20]. FDIR autonomy 

levels as defined by ESA are given below in Table-1.1. As seen from Table-1.1, level F1 

indicates an autonomy level in which in case of critical failure, the satellite is placed in safe 

mode, the satellite reconfigures onboard systems and the fault is reported to ground. However, 

in case of F2 level, the satellite reconfigures to a nominal level and continues its mission 

operations even in case of a critical failure.  

Table 1.1: FDIR Autonomy Levels 

Level Description Function 

F1 

 

Establish safe space segment 

configuration following an 

onboard failure 

 

Identify anomalies and report to ground 

segment. 

Reconfigure on-board systems to isolate failed 

equipment or functions. 

Place space segment in a safe state. 

F2 Re-establish nominal mission 

operations following an on-

board failure 

 

As F1, plus reconfigure to a nominal 

operational configuration. 

Resume execution of nominal Operations. 

Resume generation of mission Products. 

 

1.4 Objectives for Research 

 
It is evident from the above discussion that autonomous FDIR functions are an obligatory 

requirement for large constellations of satellites. Keeping in view the limitations that emerged 

from preliminary literature review like the lack of support for anomaly identification by the 
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current methods, the need for bringing in Machine Learning methods for bringing in autonomy 

in anomaly identification, the following objectives are selected for current research: 

 

(1) To identify the best candidate Machine Learning algorithms for detecting point and 

contextual anomalies arising in Power, Attitude and Orbit Control system (AOCS) and Thermal 

Sub systems. 

 

(2) To optimize the models for achieving a trade-off between computational resources for 

inferencing against the model prediction performance parameters. 

 

(3) To specify a Standard Procedure for using Machine Learning models for achieving Onboard 

Autonomy in FDIR. 

 

1.5   Organization of Thesis 
 

This Research work has been presented in eight chapters. A chapter wise summary is as follows: 

 

Chapter 1:    This chapter covers the introduction and concepts of Faults and anomalies in 

satellites, basics of FDIR concept in satellites, hierarchical FDIR, FDIR strategies, limitations 

of present FDIR strategies. It then deals with the motivations of research and the research 

objectives. 

 

Chapter 2: The second chapter presents an elaborative literature review on the methods for 

bringing in autonomy in FDIR namely quantitative, qualitative and data driven methods. 

Quantitative modelling methods which rely on first principles like parity space methods, 

particle filter (or parameter approximation) methods, observer methods, stochastic methods and 

H infinity (H ∞) methods have been discussed in detail and the related works which are 

covered. In qualitative analysis methods which rely on expert knowledge like expert systems, 

Signed Di Graphs (SDG), fault trees, fuzzy logic systems are discussed in detail in this section.  

In data driven methods, the specific technique which involves learning patterns from historical 

process data known as Machine learning (ML) is covered in detail. Various approaches of ML 

like supervised learning, unsupervised learning is covered. In supervised learning, various 

classification methods like probabilistic classification, kernel-based classifiers, and distance- 

based classifiers are discussed. Other methods like statistical methods and deep learning 

methods like Neural Networks are also covered. Merits and demerits of the quantitative and 

qualitative methods are also discussed. 
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Chapter 3:   This chapter deals exclusively with the univariate exploratory data analysis of 

BUS CURRENT sensors data of satellite Electric Power System (EPS). The various steps 

involved in data preprocessing and analysis of raw telemetry data like structure and statistical 

analysis, missing values analysis, removal of outliers, sampling frequency analysis, trend and 

seasonality analysis, stationarity analysis, selection of imputation method and finally auto 

correlation and partial auto correlation have been carried out in detail in this chapter. The results 

of this chapter helped in employing the right kind of ML models. 

 

Chapter 4: This chapter starts with the definition of four types of point anomalies and their 

characteristics. Seven different supervised ML classification modelling approaches namely 

logistic regression, naïve Bayes, support vector machines, decision tree, random forest, k-NN 

and deep learning-based classification were implemented. The classification report along with 

classification metrics for each of the iterations along with the model building times were 

tabulated and results are analyzed. 

 

Chapter 5: In this chapter data preprocessing and the multi variate exploratory data analysis 

for identification of contextual anomalies is covered. Satellite telemetry data of 189 sensors 

from 05 sub-systems are used for data preprocessing. The modalities of data preprocessing steps 

like outlier removal, resampling, missing values imputation, label encoding are discussed. 

Then, EDA analysis was carried out separately for payload ON and OFF conditions for 22 

critical sensors as specified by mission operations manual.  As part of EDA, correlation analysis 

and Principal Component Analysis (PCA) are covered and their outcomes for understanding 

the anomalous regions in data are discussed. 

 

Chapter 6:   This chapter deals with methodology of building ML models for identifying 

contextual anomalies. Various unsupervised and supervised modelling approaches which are 

used for modelling are discussed. Also, this chapter deals with methodology in which inherent 

and synthetic anomalies are used in various modelling scenarios. The performance metrics like 

memory consumption and processing latency are compared and discussed.  

 

Chapter 7: This chapter covers the paradigm onboard training and on ground training of ML 

models, concept of data drift in satellite telemetry data. It covers Kolmogorov Smirnov Test 

which is used for detecting data drift and its advantages and limitations. Univariate data drift 

detection was then carried out using KS test and Novel statistical method. The limitations of 
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KS test and the advantage of Novel statistical method are discussed. Lastly, Standard Operating 

Procedure which was devised to ascertain the optimal moment for retraining and updating ML 

models is discussed. 

 

Chapter 8: The conclusions drawn from the extensive results of the ML models developed as 

part of this work for identification of point and contextual anomalies are summarized in this 

chapter. A few suggestions on carrying out future scope related to the work are also discussed. 

 

1.6   Chapter Summary 

 
 Satellite FDIR is an essential and a critical aspect which determines the longevity and success 

of satellite mission. Present FDIR implementations suffer from limitations because it is mostly 

threshold logic driven and cannot identify an imminent or an impending failure.  Also, it does 

not scale up well for mega satellite constellations. Therefore, a strong felt need exists for 

migrating from an automation approach to Autonomy approach in FDIR for satellites. On-board 

(and autonomous) FDIR is needed which should have the capability to reason about anomalous 

observations based on the global knowledge of the system and its capabilities, system 

environment, and system-environment interaction in the presence of uncertainty, dynamic 

evolution, and partial observability. It has to provide the system with prognosis on the 

operational status to be taken into account for autonomous preventive as well as reactive 

recovery actions.  Anomaly identification therefore forms the bed rock for autonomous 

FDIR as it preempts failure and can thus provide the operators with valuable reaction 

time to take corrective action. Onboard autonomy for anomaly or Fault Detection can be 

implemented by various approaches. Understanding of these approaches is relevant as each of 

these approaches have their own limitations and advantages. Study of such adopted approaches 

are undertaken as part of Literature Review. 
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Chapter 2 

 

LITERATURE REVIEW 
 

 

This chapter covers comprehensive literature review about the methods or approaches for 

bringing in autonomy in satellite FDIR. Three approaches, namely quantitative modelling, 

qualitative modelling and data driven methods which are being employed for autonomy in 

FDIR are covered.  Key works under each of these approaches which were employed for various 

satellite FDIR functions are also discussed. Advantages and limitations of each of these 

approaches are also ascertained in this chapter. The chapter concludes with the advantages 

accrued by migrating towards data driven approaches and the various ML methods under data 

driven approaches. 

 

2.1   Introduction 

 

The design and implementation of autonomy features on-board is yet to become standardized. 

On the other hand, guidelines and requirements that cover the autonomous operability of a 

spacecraft have been already laid by ESA and are available to the spacecraft manufacturers 

[20]. In general, the design of the on-board autonomy should take into account high level 

operations characteristics such as: 

 

• Maximum level of mission outage that is considered acceptable. 

• Ground Control Station access durations and timings. 

• Maximum period of ground segment outage to be foreseen Certain values, 

characteristics of each mission, should be defined when designing a space mission. 

• An autonomy duration, that is the time the spacecraft can continue operations without 

instructions from ground. 

• A storage duration, that is the maximum time interval that the spacecraft can continue 

storing new mission data, without downlink and subsequent erase. 

• A maximum time during which the spacecraft can autonomously manage its operations 

in the presence of a single failure. It also includes the time spent by the Mission Control 

to detect, identify and plan the recovery action for the failure. 
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• The design of the spacecraft behaviour in the presence of a failure shall take into account 

a minimum reaction time of the Mission Control. 

• The Mission Control, through defined Ground Control Stations, should be able to 

override any on-board autonomous function. 

 

These requirements are mapped into four mission execution autonomy levels as shown below 

in Table 2.1.  These levels mentioned in Table 2.1 related to aspects of general mission 

operations and are broader in scope whereas the fault management autonomy levels mentioned 

in Table 1.2 in Chapter 1are much narrower in scope and are limited to autonomy in fault 

management only. 

 

Table 2 .1: Mission Execution Autonomy Levels of ESA 

Level Description Functions 

E1 Mission execution underground 

control; limited on-board capability 

for safety issues 

Real-time control from ground for 

nominal operations. 

Execution of time-tagged 

commands for safety issues 

E2 Execution of pre-planned, ground 

defined, mission operations on-board 

Capability to store time-based commands 

in an on-board scheduler 

E3 Execution of adaptive mission 

operations on-board 

Event-based autonomous Operations. 

Execution of on-board operations control 

procedures 

E4 Execution of goal-oriented mission 

operations on-board 

Goal-oriented mission re-planning 

 

2.2   Methods for Brining in FDIR Autonomy 

 
Autonomous fault or anomaly detection can be implemented in various ways. Basic a priori 

knowledge that is needed for fault detection is the set of failures and the relationship between 

the observations (symptoms) and the failures. A diagnostic system may have them explicitly 

(as in a table lookup), or it may be inferred from some source of domain knowledge. This prior 

domain knowledge may be developed from a fundamental understanding of the process using 

first-principles knowledge. Such knowledge is referred to as deep, causal or model-based 

knowledge. On the other hand, it may be gleaned from past experience with the process. This 

knowledge is referred to as shallow, compiled, evidential or process history-based knowledge.  
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The model-based priori knowledge can be broadly classified as qualitative or quantitative. The 

model is usually developed based on some fundamental understanding of the physics of the 

process. In quantitative models this understanding is expressed in terms of mathematical 

functional relationships between the inputs and outputs of the system. In contrast, in qualitative 

model equations these relationships are expressed in terms of qualitative functions centered 

around different units in a process. These methods are depicted in Figure 2.1 in a tree structure 

for quick understanding [21].  

 

 
Figure 2.1: Fault Detection Approaches Tree [21] 

 

In contrast to the model-based approaches where a priori knowledge about the model (either 

quantitative or qualitative) of the process is assumed, in process history-based methods only 

the availability of large amount of historical process data is assumed. There are different ways 

in which this data can be transformed and presented as apriorist knowledge to a diagnostic 

system. This is known as the feature extraction process from the process history data and is 

done to facilitate later diagnosis. This extraction process can mainly proceed as either 

quantitative or qualitative feature extraction. In quantitative feature extraction one can perform 

either a statistical or non-statistical feature extraction. 

 

As mentioned above, model-based approach has two subdivisions namely quantitative 

modelling and qualitative modelling. In quantitative models this understanding is expressed in 

terms of mathematical functional relationships between the inputs and outputs of the system. In 

contrast, in qualitative models these relationships are expressed in terms of qualitative functions 
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centered around different units in a process. Prior process knowledge of   system plays a crucial 

role in anomaly or fault detection through such models. The concept of analytical redundancy 

comes into play for Model based Anomaly/fault detection methods. 

 

2.3   Concept of Analytical Redundancy 

 
All model based FDI methods (and many of the statistical diagnosis methods) require two steps. 

The first step generates inconsistencies between the actual and expected behavior based on the 

model. Such inconsistencies, also called residuals, are ‘artificial signals’ reflecting the potential 

faults of the system. The second step chooses a decision rule for diagnosis. The check for 

inconsistency needs some form of redundancy. There are two types of redundancies, hardware 

redundancy and analytical redundancy. The former requires redundant sensors. It has been 

widely utilized in the control of satellites. Hardware redundancy is costly and additional space 

is required. On the other hand, analytical redundancy (also termed functional, inherent or 

artificial redundancy) is achieved from the functional dependence among the process variables 

and is usually provided by a set of algebraic or temporal relationships among the states, inputs 

and the outputs of the system. 

 

The essence of analytical redundancy in fault diagnosis is to check the actual system behavior 

against the system model for consistency. Any inconsistency expressed as residuals can be used 

for detection and isolation of anomalies or faults. The residuals should be close to zero when 

no fault occurs but show ‘significant’ values when the underlying system changes. The 

generation of diagnostic residuals requires an explicit mathematical model of the system. Either 

a model derived analytically using first principles or a black-box model obtained empirically 

may be used [22]. The basic building blocks of analytical redundancy is shown in    Figure 2.2. 

 

Figure 2.2: Analytical Redundancy Building Blocks 

 

In this system, the observations (input variables, output variables, and control signals) are 

processed by the mathematical model built into the system and deviations would manifest as 

residuals.  Under ideal conditions, the presence of residuals indicates a fault. But residuals may 

also appear due to modelling errors, presence of noise (internal or external), and disturbances. 
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A single fault instance can be successfully detected by a single residual, whereas isolation of 

fault would require a group of residuals. Multiple weak residuals are amplified for 

accomplishing fault isolation [23].  

 

2.4    Quantitative Modelling Methods 

 
Quantitative modelling approach is based on analytical redundancy. In this approach, the 

system is modelled based on the first principles in the form of mathematical equations. 

Quantitative modelling requires extensive knowledge of the domain and expertise to transform 

it into mathematical equations. Due to the wide scope of this topic, it will be difficult to discuss 

all the approaches and methods. However, key approach methods would be covered in detail. 

The most significant methods are parity space methods, particle filter (or parameter 

approximation) methods, observer methods, stochastic methods and H infinity (H ∞ ) methods. 

 

2.4.1 Parity Space Methods 

 
The preliminary approach in model based FDIR is the parity space approach. It is a signal space 

method where the residual generation relies upon the nature of input and output signals and 

their relations. A parity space is nothing but a residual space. A parity equation is a relation 

among inputs and output signals that would generate a residual. A parity space matrix 

transforms the residuals to a null space. In space applications, parity space is applied for 

mechanisms where hardware redundancy is present [24]. There are two broad steps involved in 

fault detection using parity space methods, the first being residual generation. The inputs and 

output of system's are processed are generated based on an algorithm. This algorithm generates 

residual signals. If the residual signals are close to zero, it indicates an error free condition. If 

there is a non-zero residual it indicates that there is fault. The second step is decision making 

step, where based on the set thresholds or defined rules, the probability guess for the occurrence 

of a fault is determined. Thresholding, employment of moving averages, decisions making 

based on statistical data etc. are the various methods that could be employed for framing 

decision-making rules [25].  The problem of active diagnosis of faults where in unambiguous 

diagnosis of faults in case of hybrid systems like satellites is solved using Parity space approach 

in [26]. Satellites have both continuous dynamics and specific events thereby making it a hybrid 

system. The nature of fault should be unambiguously established while considering both 

continuous dynamics coupled with discrete events (called mode of operation of satellite). The 

Parity space approach has been used in this work for continuous systems for generating 
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residuals for each mode of satellite operation. These residuals represent signature events of the 

satellite. These events are fed to discrete event model of the system so as to arrive at the actual 

and exact state of satellite, thereby making the process of active diagnosis reliable and accurate.  

 

Accurate detection of faults of satellite attitude sensors like Fiber Optic Gyros (FOG), star 

trackers etc. is still a challenge due to phenomenon like gyro drift, gimbal locks, albedo effects 

etc. and also due to operating environment of satellite. This problem is circumvented in [27] by 

employing an integrated FDIR scheme where parity equations are used for detecting faults in 

FOGs. 

 

A new method called extended parity space approach for identifying two sensor faults where 

there is a large fault direction angle is proposed in [28]. Parity space method has been applied 

for Attitude and Orbit Control system (AOCS) of a satellite [29]. IMUs in a Satellite are 

normally arranged in a dodecahedron, octahedron or dedicated pyramidal configuration. Each 

axis has a gyro and accelerometer and act as redundant units to prevent single point failure. In 

such an arrangement, the parity space approach is best suited as hardware redundancy is present. 

A greater number of measurements are carried out than the variables and inconsistency in 

measurements would indicate a fault. A mixture of principle component analysis and parity 

space method is used for detecting faults in IMU of a satellite in [30]. Parity equations are used 

for fault detection in reaction wheels of a small satellite in [31]. The nominal system modelled 

by parity equations is compared with the output of a real time system. The difference in the 

outputs indicate the failure condition of reaction wheel with 0 indicating a health wheel 

condition and 1 indicating a faulty wheel condition. A new method using three channel filters 

for detecting soft faults with parity space approach for IMU units has been proposed in [32].  

 

2.4.2 Particle Filter Based Methods 
 

In Filtering approach, the sensor measurements are made and based on them, the state of system 

is determined. In particle filtering, weighted samples, called particles, are used to non-

parametrically approximate distributions.  Hence these kinds of algorithms are also known as 

non-parametric methods. Particle filter-based approach come under broad category of Markov 

chain Monte-Carlo class of algorithms. It is a method of arriving at a current system state (of 

liner or nonlinear system) based on the posterior probability of occurrence of variables in 

previous state. Therefore, for a particular event to occur, the posterior probabilities of all the 

previous events should satisfy a defined probability distribution. Thus, by varying the 
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probability of different events randomly we can build a model for the occurrence of a definitive 

event.  These types of algorithmic models are widely used for hybrid and non-linear systems 

that have discreet and continuous events and their interactions [33]. Particle filters are used in 

[34] to identify adaptively the weights of a Multi-Layer Perceptron (MLP) neural network. The 

weights in MLP network are identified based on the observation of Li ion battery condition and 

the fault condition is identified. 

 

Particle Filter approach is used in [35] for determining the damage model parameters for 

reaction wheels in a satellite based on the measured telemetry parameters like angular velocity, 

bearing temperature and bus voltage. Methods to reduce the number of particles by using 

segmented approach has been given in [36].  Since the state computations are occurring in 

segments, the tracking of continuous state variables and discrete state variables (faults) is 

achieved more quickly thereby improving the response time. 

 

2.4.3 Observer Based Methods 
 

In quantitative modelling, the main problem is the ruggedness of the model towards 

uncertainties in modelling (also referred to as modelling errors) and the noise disturbances 

(noise due to process and noise induced by measurement). If residuals are sensitive to these 

errors and disturbances, then they may lead to false positives and true negatives in the FDIR 

process. This is undesirable. The observer class of methods addresses these problems.  

 
In observer-based methods, a set or a bank of observers are developed to track and identify to 

a single or a subset of faults. These observers which are deployed for a specific fault are 

sensitive to that fault and remain unresponsive to other faults and unknown inputs (noise and 

modelling errors). Therefore, these are also known as Unknown Input Observer (UIO). If no 

fault exists, the output residuals generated from unknown inputs would be very small. In case 

of fault, the output from the bank of observers which are made insensitive to unknown inputs 

would be small whereas those banks of observers which are designed to be sensitive would 

develop huge residuals.  These residuals from each unique bank of observers exhibit unique 

patterns thus making the isolation of fault possible. 

 

Sometimes the observers are designed to be sensitive to all inputs and outputs. Such a method 

may detect all faults but cannot provide for fault isolation because high residual magnitudes 

may be present in all faulty conditions. There are a few other types of observers as below: 
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• Generalised Observer Scheme (GOS): There exists a bank of observers which are 

primed by all outputs except one. Hence, all faults except are sensitive to GOS. Other 

type of Observer is DOS as given below [37].  

 

• Dedicated Observer Scheme (DOS): A DOS consists of a bank of Observers that are 

primed for a single output. DOS therefore, are insensitive to other faults except one. 

 

Faults in the satellite Attitude Control System (ACS) are initially identified using double 

observer. These double observers provide multiple fault diagnosis results at primary level. Once 

system level fault is identified by double observers and then dedicated observer method using 

sliding mode observer are employed at component level for isolating the fault [38]. Multiple 

faults have been successfully diagnosed using this method. 

 

In non-linear systems, application of UIO methods requires consideration of a linear point on 

the operating axis and then applying the UIO techniques.  This is known as Extended 

Luenberger Observer (ELO). A similar approach is applied along with Beard Basic Fault 

Detection Filters (BFDF) for detecting actuator fault in unmanned aerial vehicles in [39].  

 

Another widely used method for Non-Liner Time Variant (NLTV) systems is the sliding mode 

observer method.  A conventional Luenberger observer generally does not converge to a 

dynamic system state in a finite amount of time. This is because the output of system and output 

of observer is fed back to observer input linearly [40]. Thus, for NLTV systems, the residual 

estimation tends to become prone error as the time passes and does not converge to zero. A 

sliding mode observer can help mitigate this by feeding back the system output and observer 

output to observer input using a non-linear feedback function.  Given the bounded output limits 

to observer, a sliding motion can be achieved between system output and observer output. Few 

of the works which employ observer-based detection are covered below. 

 

Iterative Learning Observer (ILO) has been used in [41] for Fault Tolerant Control (FTC) in 

formation flying of satellites. Since the relative dynamics of formation flying are non-linear in 

nature, this model is constructed. A non-linear disturbance observer is then deployed to 

reconstruct the disturbance. A sliding mode FTC law is computed which is used for precise 

formation reconfiguration. 
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Sliding mode observer method is employed for detecting- thrusters and gyro fault detection and 

isolation in Mars Express (MEX) satellite [42]. Sliding mode observers were employed on a 

non-linear simulated by MEX Satellite. Fault Detection and Isolation (FDI) of thrusters and 

gyros of IMU have been successfully detected using Monte Carlo simulation. Faults in actuators 

of AOCS system due to misalignment or external disturbances has been corrected by employing 

sliding mode observers in [43]. 

 

2.4.4 H∞ Methods  

 
H infinity (or commonly written as H∞) methods also come under the category of robust 

control. The letter H in H∞ stands for Hardy, which is a representation of Hardy spaces in 

complex s-plane. This method is basically a mathematical optimization method in which the 

desired fault-free ideal operating condition of a system is achieved by optimizing the closed 

loop transfer function.  Therefore, it can be fairly said that H∞ methods are more of 

mathematical solutions than control solutions. This approach starts with the assumption of 

upper and lower bounds of the residuals. Once these are finalized, the Laplace of feedback 

transfer function is optimized to have zero residuals in both upper and lower bound conditions. 

The main complexity lies in formulating the exogenous inputs, control inputs as well as the 

disturbance signals to be represented in exact mathematical expressions.  Hence, this method 

requires a lot of engineering effort. Mostly H∞ methods are applied for sub optimal and non-

linear control problems. Euphoria Filter, a H∞ based FDI detection scheme is employed for 

identifying thruster faults in LISA Path finder mission [44]. Only actuator (thrusters) faults are 

considered in this work. H∞ filters are employed for Fault detection in thrusters and a bank of 

UIOs are employed for fault isolation in a simulation study experiment conducted for Mars 

sample return mission by European Space Agency (ESA) [45]. 

 

2.4.5 Kalman Filtering 

 
Kalman Filter is an estimation algorithm. It is a stochastic method, so the uncertainties in 

measurement and process noise while modelling are catered by the Kalman filters. This makes 

Kalman filters favored candidate for FDI.   The present dynamic state of a system can be 

estimated by Kalman filter based on past system state considering the noise or disturbance 

vector which to have a gaussian distribution [46]. Consider equation 2.1 

𝑥𝑘 = 𝐹𝑘−1 𝑥𝑘−1 +  𝐵𝑘−1 𝑢𝑘−1 + 𝑤𝑘−1                 (2.1) 
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Here 𝑥𝑘 represents the current state of the system and 𝑥𝑘−1 is the previous state of the system. 

𝐹𝑘−1 is the state transition matrix,  𝐵𝑘−1 is the control input matrix, 𝑢𝑘−1 is the control vector 

and 𝑤𝑘−1 is the noise or disturbance vector which is assumed to have a gaussian distribution. 

If 𝑥𝑘−1, 𝑥𝑘−2,... 𝑥𝑘−𝑛  are pervious measurements representing system state then the Kalman 

filter would provide an estimation of the state of a system at time instant k. The covariance 

matrix Σ𝑖𝑗represents the relation between the state variables 𝑖𝑡ℎ and 𝑗𝑡ℎ variables of the system 

state.  This covariance matrix is used to update the state transition matrix 𝐹𝑘−1 to a fresh state 

of 𝐹𝑘 using a weighted sum of observations. Those inputs that have more likelihood of occurring 

are given more weightage.  Thus, the system's dynamic state propagates based on the current 

and previous observation states.  

 

Extended Kalman Filter (EKF), Particle Kalman Filter (PKF), Unscented Kalman Filter (UKF) 

etc. are variants of Kalman filters. Each is suitable for various types of systems and applications. 

EKF and UKF are mostly used for highly nonlinear systems. UKF can also be considered as a 

particle filter applied to a nonlinear system. A modified version of UKF was used for 

developing a new fault detection and isolation algorithm for detecting faults in sensor 

conditions like sun sensor and magnetometers in [47]. In this work, UKF estimated the angular 

velocities, quaternions and dynamics of attitude gyro-less satellite and determining the faulty 

condition of sensors.  

 

Global Navigation Satellite System (GNSS) based navigation becomes challenging in denied 

or degraded GNSS environment. In such cases alternate forms of navigation assume 

significance. Bank of Kalman Filters can be used for providing such alternate forms of 

navigation. However, as the number of faults and sensors increase, this bank becomes large and 

acts as penalty on processing power. This aspect has been addressed in [48] where the bank of 

Kalman filters have been reduced significantly by segregating the sensors that have similar 

failure scenarios into same group. This novel method has thus reduced the number of filters in 

banks from 2,533,987 to a mere 37 Kalman filters. On the same lines, the bank of Kalman filters 

known as Interacting Multiple Model (IMM) of EKFs is developed for FDI and employed 

successfully for gyro and star tracker and actuator failures onboard. EKF are used for FDI of 

attitude control sub system in formation flying of satellites in [49].  Interacting Kalman filters 

(IKF) for reaction wheels for a three-axis stabilized satellite are used in [50]. Distributed 

Kalman Filter scheme is used in [51] for FDI in formation flying of satellite swarm.  UKF is 
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used in [52] for sensor fault detection in Satellites. Adaptive UKF(AUKF) is used for reaction 

wheels onboard in [53], spherical UKF is used in [54] for controlling reaction wheels.  

 

2.4.6 Parameter Estimation Methods   
 

Parameter Estimation is one of the simplest methods for fault identification. This is a signal-

based method. In signal-based methods, the residual identification is done after analyzing the 

input and output signals. If the input and output signals are within limits, it represents a fault 

free condition. Therefore, a parameter estimation algorithm works under the assumption that an 

anomalous or a faulty behavior first manifest itself in the deviation of input or output signals. 

But many a times, measurement of input or output under noisy conditions may not yield 

accurate values. Hence an input, output relation is required which estimates for a given input 

what would be the output.  Equation 2.2 represents the input-output relation as shown 

 

𝑦(𝑡) = 𝑓(𝑢, 𝑒, 𝜃, 𝑥)                                 2.2 

 

where y(t) is a function of input signal u(t), measurable system parameters x(t), non-

measurable system parameters θ, noise e(t), hence, it is obvious that it is necessary to have an 

accurate theoretical dynamic model of the process in order to apply parameter estimation 

methods [18]. Least square based residual generators are designed in [55]-[56] based on 

parameter estimation for diagnosing single faults in nonlinear system of attitude control and 

orbit control. An extended version of parameter estimation for a micro satellite sensor fault in 

attitude sensor is carried out in [57]. For this purpose, a linear model of microsatellite attitude 

dynamics was taken and then this model is used for estimation of attitude deviations and sensor 

faults. 

 

Detailed survey works which have comprehensively reviewed analytical redundancy methods 

and quantitative model-based fault diagnosis methods can be found at [21] and [58]-[64]. A 

comparison of these methods is given in Table 2.2 for a ready understanding of the merits and 

demerits. 

 

Table 2.2: Comparison of Quantitative Model-Based Methods 

Method Advantages Limitations 

Parity 

Space  

• Provides 

Simultaneous 

• Needs extensive computational resources 

• Effected by noise as higher order derivatives 

of signal are used 
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fault detection 

and isolation 

• Offers complete 

decoupling of 

residual from 

initial states  

• Only linear models can be used 

Particle 

Filter 

• Applicable to 

nonlinear 

models 

• Non-gaussian 

noises can also 

be dealt with 

 

• Low speed of convergence 

• Huge computational cost 

• Knowledge of statistical distribution of noise 

is required 

Observer 

based 

methods 

• Small false 

alarm rate 

• Short detection 

delay 

• Robustness to 

modelling 

uncertainty 

• Detection and 

isolation of 

simultaneous 

faults 

• Sliding mode 

observers offer 

quick 

convergence 

• Large number of observers are required to 

detect and isolate large no of faults 

• It is not always easy to differentiate between 

unmodeled disturbances and faults. 

H∞ 

Methods 

• Offers tuning of 

parameters to 

cater for 

different fault 

conditions 

• Requires huge engineering effort 

• System specific and cannot be used 

interchangeably 
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• Moderate to less 

computational 

load 

• Fault magnitude 

can also be 

obtained. 

Kalman 

Filter 

• Small false 

alarm rate 

• Short detection 

delay 

• Isolation of 

simultaneous 

faults 

 

• Restriction posed by gaussian noise 

assumption (not all real-world application 

possesses Gaussian noisy distribution) 

• More stabilised for linear systems (though 

EKF, SKF, UKF are used widely for non-

linear systems also) 

• Large number of filters are required for 

different types of faults. 

Parameter 

Estimation 

• Computational 

simplicity offers 

more suitability 

for real time 

control 

• Suitable for both 

linear and non-

linear systems 

• Suitable for FTC 

(Fault Tolerant 

Control) 

applications 

• Suitable for 

multiplicative 

faults 

• For a given desired accuracy, time consumed 

may be more 

• Weak robustness to external disturbances 

 

2.5 Limitation of Quantitative Modelling Methods 

 
The significant limitations of Quantitative modelling approaches while employed for satellite 

FDIR are as given below: 
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• Modelling on First Principles:  Quantitative Model based Fault Detection methods 

requires modelling of the system based on First principles. For many real-world 

applications, the conversion of behaviour of system to first principles may not be 

possible. 

 

• Complexity and Work Effort:   Quantitative Modelling is a complex process 

especially in case of aerospace applications.  It requires large pool of expert or specialist 

manpower to accurately model a system. 

 

• Limited to Linear Systems:  The type of models the analytical approaches can handle 

are limited to linear, and in some cases, to very specific nonlinear models. For a general 

nonlinear model, linear approximations can prove to be poor and hence the effectiveness 

of these methods might be greatly reduced. 

 

• Modelling errors and Uncertainty:  Most models consider additive uncertainties. But 

severe modelling uncertainties arise due to parameter drifts come in the form of 

multiplicative uncertainties.  

 

• Unknown Fault Identification: If a Fault is not modelled, then there is no guarantee 

that the residuals will be able to detect it. 

 

• Limited Applicability Across Different Satellites:  Each Satellite is a unique piece of 

design and fabrication. Hence quantitative models which are developed for one 

particular satellite may or may not fit for other.  

 

2.6  Qualitative Modeling Methods 

 
In qualitative models, the knowledge is represented as inferential rules for detecting a fault. The 

perceived faulty conditions are listed out and relationship between various system parameters 

are listed down. These rules are parsed and inferred to arrive at a system state to be normal or 

faulty. Since the knowledge of an expert is required to frame the rules and relationships, these 

systems are also known as expert systems.  

 

A human knowledge base is emulated in an Expert System where mimics stores the cognitive 

decision-making process of humans by storing the knowledge as if-then-else rules. These rules 
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are parsed using an inference engine to search for matching conditions and for arriving at a fault 

or no-fault decision [65]. These set of rules constitute the model of the system. Therefore, the 

granularity of details directly correlates to the depth of rules written. The system conditions are 

reasoned out from these pre-fed rules or conditions. Hence this method is also known as Model 

Based Reasoning (MBR). The ability of the system with respect to inference of a faulty 

condition is limited to the conditions which are made aware to the system (devised as part of 

rules) and not modelled based on first principles or mathematical equations. Therefore, these 

systems are also known as shallow or causal systems.  

 

The knowledge represented in the form of rules need to be searched or parsed in this type of 

system for fault diagnosis. Searching is generally done in two ways, topographic search and 

symptomatic search. Normal operation is used as benchmark to derive faulty condition in 

topographic search whereas symptoms are used to derive faulty conditions in symptomatic 

search [66].  

 

The basic approaches for building qualitative models are Fault Model based, and Normal Model 

based [67]. In Fault Model based approach, the observations are compared to the model 

description and if there is no inference match from the model, then it is presumed fault-free 

condition. This type of modelling suffers from one drawback, all the fault modes are known 

prior. This is however not possible in many practical system implementations. In the normal 

model-based approach, we compare the observation to the description of a normal working 

model of the system. If it corresponds to it, it is assumed to be normal. Else, a fault has occurred. 

The main problem with such an approach is there may be many false positives and true 

negatives.   

 

The most common qualitative modelling approaches are Signed Di-Graphs (SDG), expert 

systems, fault trees, fuzzy logic systems etc.  These are discussed and analyzed in detail in 

preceding sections. 

 

2.6.1 Signed Di Graphs 

 
A directed graph or commonly called as Digraph is a graph in which the edges connecting nodes 

have a direction. The edges are also known as arcs. If these arcs have positive or negative sign 

associated with them, then it is known as a Signed Di Graph (SDG). Each node of SDG 

represents either a faulty condition or observations that correspond to a faulty condition or an 
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event or a variable state that has caused the fault to occur. In SDG, an interconnect between 

nodes has “0 or “+” or “-” signs. A “0” represents normal state, a “+” represents higher than 

steady state and “-” represents lower than steady state. Therefore, these nodes along with signs 

represent the dynamic cause-effect relationship between various variables of a system. If a node 

has only output arc, it generally represents a fault variable or a fault condition, if it has both 

input and output arcs then it represents a process state and if it has only input arc, then it is an 

output variable and has no effect on other variables. Sample SDG for a 3-variable (P, O, X) 

process is shown in Figure 2.3. 

 

 

Figure 2.3 : Sample Three-variable Signed Di-Graph 

 

SDGs are used for identifying faults in rocket engines. A single fault occurrence instance is 

assumed. Individual SDGs are formulated for each component of the engine separately. These 

individual instances are combined to arrive at a comprehensive SDG of the entire rocket engine. 

Thereafter a fault node is selected as root node. All nodes that cannot be reached by root node 

or that cannot be measured are deleted along with their branches. In the next step, the leftover 

nodes are classified as dominant or insignificant based either on mathematical relations 

representing interaction between nodes or based on operator experience or heuristic rules. The 

resultant graph is SDG which represents the effective cause and effect relationship for a given 

fault. This SDG not only detects the fault but also helps in fault isolation as well [68].   

 

Fuzzy reasoning-based SDG approach is discussed in [69]. The concept is applied for simulated 

data of Satellite Power systems for improving diagnostic resolution. The concept of digraphs is 

applied in [70] for actuator faults in Formation Flying Control (FFC). Low Level Fault 

Recovery (LLFR) and Formation Level Fault Recovery (FLFR) scenarios are implemented 

using Weighted Absolute Measurement Formation (WAMF) digraph.  Any satellite in a 

formation that has encountered an actuator fault cannot recover fully to meet the constraints 

laid by mission specifications. Digraphs can be used to specify the optimal configuration in 

such a faulty condition where one satellite AOCS is under performing to maintain formation 
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geometry. An amalgamation of SDG concept with quantitative modelling for spacecraft 

propulsion systems is brought in [71]. Discriminatory ability of the model is claimed to have 

increased by integrating the quantitative modelling principles along with the SDG approach.  

 

2.6.2 Expert Systems 

 
An expert system emulates human thinking process for problem solving.  A bank of if-then-

else rules form the core knowledge of an expert system. This knowledge is imbibed into the 

system either through a set of rules dictated to it by a human or through an inference engine 

that tries to rule the possible, absolutely possible, rarely possible and impossible fault conditions 

based on the observations. Some expert systems employ probabilistic approach (Bayesian) to 

infer a condition.  In spacecraft fault detection, expert system has been employed since early 

days predominantly on the ground control functions. Though the usage of expert systems for 

satellite operations has been in vogue since early year of space exploration, their usage for 

onboard FDIR autonomy has picked up since late 90s due to their relatively ease of 

implementation and the reduced amount of engineering effort required. Expert system is 

implemented on ground for analysing the vast amount of Telemetry (TM) data of satellite and 

launch vehicle data.  Some of the works where expert systems have been employed for satellite 

FDIR are covered below. 

 

The analytical knowledge to analyse the TM data and take actions for both nominal and off 

nominal situations is encoded in the form of objects and rules in NEXPERT, a building tool for 

expert systems. It can build expert system based both on object as well as rules. The overall 

architecture of the solution is shown in Figure 2.4 [72]. The shaded blocks indicate the modules 

which rely on the qualitative knowledge base. 

 

Ground based expert system was also employed in ‘Nozomi’ Mars Probe operations [73]. The 

system is implemented as bank of servers each dealing with incoming TM data, pre-processing 

of data etc. The diagnostic tree represents the expert knowledge. This tree is traversed by the 

inference engine, when a condition is encountered and a “Fault” or “No-Fault” decision is made. 

 

A variation of expert systems called Onboard Control Procedures (OBCPs) for onboard 

software maintenance for Rosetta mission and in Herschel and Plank Spacecraft respectively is 

employed for autonomous fault identification due to long light travel times of deep space 

missions [74]-[75]. OBCPs are software routines uplinked to spacecraft and are defined for a 
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single or set of scenarios and get executed based on a decision logic.  In [17], a rule based expert 

system is implemented on board for Jet Propulsion Labs (JPL) spacecraft. Two catastrophic 

types of faults, namely, under voltage fault for Onboard Computer (OBC) and command loss 

fault are detected and mitigated by use of an expert rule-based software routine present on 

board.  In case an inconsistency is detected, then a predefined set of actions is executed by OBC 

thereby reconfiguring the satellite to a nominal state. 

 

 

Figure 2.4:   Example Architecture of an Expert System for Satellite Health Monitoring [72] 

 

Opposed to traditional rule based expert systems like OBCPs discussed in [74]-[75], a variation 

of rule-based approach based on cognitive automation is discussed in [2]. It employs a three-

layer hierarchy. The lower most (skill-based behavior) layer deals with sensors and actuators 

by measuring the sensors values and feedback signal values. The intermediate layer looks into 

procedure-based behavior. This layer matches measured sensors values and the feedback 

signals and triggers pre-stored procedures. The highest layer deal with knowledge-based 

behavior. This layer deals with unknown situations by identifying patterns. These patterns are 

derived from the second layer. The second layer builds patterns based on the measured sensor 

readings and feedback signals. Expert system that uses fuzzy logic as the main knowledge core 

is used in [76] for identifying faults in magnetic torquers of AOCS sub system in ‘3-Star’ nano 

satellite. The membership rules for fuzzification are defined based on the perceived fault 

scenarios. Faulty conditions are identified based on to which fuzzy membership function should 

the measured sensor value belongs to.  

 

2.6.3 Fault Tree Analysis (FTA)  
 

FTA is tool which is widely used for reliability analysis in system engineering. Initially 

developed by Bell Labs, FTA is a deductive procedure which arrives at the fault cause from the 
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various combination of lower events involving Hardware, software and human errors. It 

employs Boolean logic for the deductive analysis.  A fault or faulty condition is chosen as the 

root node. The combination of events is inferenced using AND, OR logic gates and the nature 

of events like basic events, intermediate event, undeveloped event. Defining the system is the 

first step for building a fault tree. Thereafter, the system is logically constructed using logic 

gates and events. Qualitative evaluation and quantitative evaluation are the last steps in building 

fault tree which identify the relationship among various events and hence arrive at the root node 

[77]. In FTA, a complete understanding of system and interaction of events is essential as the 

fault condition or primary failures and their associated causes would determine the cause of 

top-level failure.  The probability of occurrence of top events is therefore derived from the 

probability of occurrence of primary failures.  

 

FTA has been widely used in failure analysis in spacecraft and satellites for a long time. FTA 

in its naïve form as well as coupled with other methods have been used in FDIR analysis mostly 

for on ground implementation. Some of the earliest works where FTA was used in conjunction 

with fuzzy logic resulting in a fuzzy fault tree is given in [78]. This approach uses the possibility 

of failure of a component rather than probability of failure. The possibilities include the 

probability of failure as a limiting case. Some of the works which employ fault tree for FDIR 

in satellites are discussed below. 

 

 A mix of FTA and Neural Networks for fault detection is discussed in [79]. The work in [80]  

too employs a mixed strategy of using decision trees and fault trees  for identifying faults from 

downloaded satellite TM data. In this method, a decision tree is built either using historical TM 

data. In case historical TM data is unavailable, then simulation data can also be used. The real 

time TM data is then compared with the developed fault tree. In case of failure, the decision 

tree is traversed to arrive at the cause of failure and the impact.  

 

Quantitative modelling using interval linear parametric varying observers are used for fault 

detection then, Fault isolation using FTA approach is used in [81] for a three-axis controlled 

satellite.  

 

Attitude control system faults are detected using FTA in [82] where the analysis is carried on-

ground using simulated or downloaded TM data. Other related works employing FTA for space 

missions can be found at [83]. FTA has been used for depicting the effect of different cyber 

security attack vectors on CubeSats. The abstract model of CubeSat has been developed for this 
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work. This abstracted model is then subjected to different attack vectors which are modelled as 

attack trees to assess the vulnerabilities in CubeSats [84].  

 

An extension of Fault Tree approach known as Dynamic Fault Tree (DFT) approach is used 

where the components of a system have a dynamic interaction w.r.t time. In other sense, where 

there is a temporal dependency between interacting components of a system, there a static fault 

tree cannot serve the need and a DFT fares better. DFT concept is used in [85] for temporal 

fault propagation in OBC faults and for arriving at failure analysis in power sub system of 

satellite in [86]. 

 

2.6.4 Fuzzy Logic Based Fault Diagnosis 

Fuzzy logic systems mimic human thinking and decision-making process. They consider all 

possibilities of an event between an absolute YES or NO.  Hence fuzzy logic systems take value 

between 0 and 1, with 0 representing a completely TRUE and 1 representing a completely 

FALSE condition. Fuzzy logic in fault diagnosis is applicable to those applications when we 

have an open, imprecise spectrum of sensor data and we have to make reasonably accurate 

estimate about the state of the system. Since implementing fuzzy logic involves fuzzification, 

the membership functions that have to be chosen for different types of faults attain significance. 

Therefore, the important distinction between probabilistic information and fuzzy logic is that 

there is no uncertainty about the state of a variable but rather about the degree to which it 

matches a particular category. The state of a satellite corresponds to its mode. Hence, in satellite 

FDI applications, membership functions to be applied depend on the mode of operation of 

satellite, as these functions transform the sensor readings into fuzzy sets, which in turn 

differentiate between the nominal mode of operation and faulty mode of operation. In fuzzy 

logic systems too, there is a rule base which is analogous to rule base in expert systems. Recent 

works have focused on reducing the number of these IF-THEN rules and making compact fuzzy 

systems that can be implemented with low computational costs. Some of the works which 

employ fuzzy logic for satellite FDIR are covered below.  

Fuzzy reasoning with SDGs is used in [69] for to simulate data of Satellite Power systems for 

improving diagnostic resolution. A combination of fuzzy logic and expert system for detection 

of faults in Magnetic Torquers is employed in [76]. Fuzzy logic-based fault diagnosis is used 

for fault detection for attitude control in formation flying of satellites in [87]-[88]. Bayesian 

based fuzzy reasoning for FDI in formation flight is used in [89]-[90]. Distributed cooperative 

synchronization in formation flying using a slide mode observer and fuzzy logic decision 
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system is implemented in [91]. Variable Precision Fuzzy Neighborhood Rough Set (VPFNRS) 

is used in [92]. This method can reduce the number of fuzzy rules but not compromising on the 

detection accuracy. This method builds fuzzy rules from noisy hybrid data with each fuzzy 

attribute assigned a weight to remove the bias. 

 

Limited surveys on qualitative modelling methods are available at [65] [67] [93] [94] dealing 

with various applications both on ground and onboard in space domain. A comparison of the 

benefits and disadvantages are listed in Table 2.3. 

 

Table 2.3: Comparison of Qualitative Methods for FDIR 

Method Advantages Limitations 

Signed 

Di 

Graph 

(SDG) 

• Ease of fault 

isolation and Root 

Cause Analysis 

(RCA) 

• Allows us to carry 

out qualitative 

analysis without 

knowing much 

about the variables 

• Graphical method 

hence less complex 

and Easy to 

understand by less 

skilled manpower 

• Multiple di-graphs required for multiple faults 

• Identification of anomalies cannot take place by 

SDG as only coarse deviations are monitored. 

• Extensive expert knowledge required to 

differentiate between faulty and fault free 

condition while formulating an SDG 

•  Occurrence of simultaneous multiple faults leads 

to ambiguity 

Expert 

systems 

• Consistent 

solutions for 

repetitive faults 

• Provide forward 

compatibility in 

terms of reuse of 

rules for similar 

systems 

• Cannot handle new faults which occurred for first 

time 

• High implementation and maintenance cost 

• May provide False alarms in case of erroneous 

rules 

• Not adaptive in nature 

• Cannot identify anomalistic behaviour 
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• Quick 

convergence and 

faster means of 

detection of faults 

and isolation 

• Less 

computational 

complexity                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                        

Fault 

Tree 

Analysis 

• Identifies critical 

components that 

can lead to failure 

of a top event 

hence very useful 

in reliability 

analysis of a 

system 

• Caters for human 

errors also in fault 

identification 

• Fault identification 

is also possible 

• Provides both 

qualitative and 

quantitative 

analysis 

• Modelling of complex systems is cumbersome 

• Only top events can be analysed 

• Difficult in identifying common cause failures 

• Complex Fault trees require minimal cut sets and 

producing   cut sets require support of third-party 

tools. 

Fuzzy 

Logic 

• Works well for 

linear systems 

• Different 

membership 

functions can be 

chosen for 

different scenarios 

• Arriving at fault conditions requires combining 

of rules for reasoning (conjunctive or 

disjunctive). This reasoning is currently not very 

effective in fuzzy logic. 

• Full knowledge of system functioning is required 

to formulate all fault rules. Hence it is a kind of 

knowledge-based approach. 
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• Fuzzy decisions 

are qualitative 

rather than 

quantitative so less 

engineering 

knowledge and 

skill are required 

for implementation 

• Robustness to 

modelling errors 

and noise 

 

2.7 Limitations of Qualitative Modelling Methods 

 
Though Qualitative models have a number of advantages like simple to implement, 

computationally light, rule management can be made dynamic to cater for changing situations 

etc., there are few limitations of qualitative modelling which are brought out below: 

 

• Novelty detection not possible:  Qualitative modelling type of knowledge 

representation does not have any understanding of the underlying physics of the system 

and therefore fails in cases where a new condition is encountered that is not defined in 

the knowledge base. 

 

• Causal behaviour of systems:  Qualitative analysis cannot capture all types of causal 

behaviour of the process or system.  This is an important aspect in case of complex 

systems like satellites where components exhibit ageing effect and have temporal causal 

relations between various system parameters during nominal and off nominal 

operations.  

 

• Knowledge driven approach:  Qualitative models are mostly developed by experts 

who contribute their vast experience and knowledge. Therefore, a qualitative model 

constructed is only as good as the mental model conceived by the developer or the 

expert. 
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• Unsuitability for complex systems:  As the number of components or systems 

increases, it becomes increasingly difficult to cater for all failure scenarios and their 

recovery plans.  

 

From the above discussion it emerges clearly that, both Quantitative and Qualitative 

modelling-based approaches for anomaly or Fault detection in Satellites have limited 

application. Hence a third approach called data driven approach started gaining prominence.  

 

2.8 Data Driven Methods 
 

Data driven methods fall under the broader category of Artificial Intelligence methods. Since 

the data driven methods rely heavily on previous process data they are also known process 

history methods. 

 

The specific technique which involves learning patterns from historical process data is known 

as Machine Learning (ML).  ML algorithms can be broadly classified as supervised learning 

methods, unsupervised learning methods and reinforcement learning. Supervised learning 

involves feeding labelled data (or patterns present in data) to the algorithm for learning. In 

unsupervised learning, algorithms learn about the patterns present in data even if the data is 

unlabeled. In reinforcement learning, the data is fed to the algorithm and is the algorithm is 

allowed to make a decision about the fed data. If the choice is correct, it is rewarded else it 

penalized for a wrong choice. The algorithm therefore progressively learns about the patterns 

of input data after a series of rewards and penalties. It uses this learned pattern to now make a 

guess about a new incoming data sample. 

 

 Further based on the underlying mathematical principles, the macro classes of machine 

learning methods used in satellite FDIR are statistical techniques, classification-based 

techniques, clustering-based techniques, neural networks and deep learning-based techniques. 

The following sections cover a comprehensive review of these methods which are employed as 

data driven approaches in satellite FDIR.  

 

2.8.1 Statistical Techniques 
 

Statistical techniques are the earliest known data driven methods for finding anomalies in 

satellite telemetry data.  These techniques employ previous telemetry data for building a model 

based on a stochastic distribution. A new measured sample is checked for its statistical 

compatibility based on the model. If the new measurement is found incompatible, then it is 
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marked as faulty or anomaly. Statistical methods are mostly used for data which has quantitative 

value or real values or where the outcome can be converted into a real value. These are the 

simplest models to build but as the volume of data increases, these models suffer from increased 

latency for convergence. Some of the known statistical methods used for satellite anomaly 

detection are discussed below 

 

2.8.1.1 Z-Score Method 
 

A z-score is measurement of how many Standard Deviations (SD) apart a data point is from the 

mean [95]. The cut-off or thresholding can be specified for z-score values for flagging 

anomalies or faults. Generally, a z-score value beyond 2 SDs on either side is flagged as an 

anomaly. Since the average of any data distribution is vulnerable to extreme values (outliers), 

z-score too is sensitive to extreme values in a data set and hence may give false positives 

especially for small data sets. Also, if the data is not normally distributed, z-score may not give 

accurate results. To overcome this modified z-Score is used which uses median instead of mean 

and Median Absolute Deviation (MAD) is used in place of SD [96] and is given by equation 

2.3 and MAD is given by equation 2.4. Also, the values are multiplied by some constant to 

make MAD almost equal to SD.  

 

𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑 𝑍 𝑆𝑐𝑜𝑟𝑒 =
[𝐶𝑜𝑛𝑠𝑡𝑎𝑛𝑡∗(𝑥𝑖−𝑀𝑒𝑑𝑖𝑎𝑛)]

𝑀𝐴𝐷
                         (2.3) 

                             𝑀𝐴𝐷 = 𝑚𝑒𝑑𝑖𝑎𝑛𝑖{|𝑥𝑖 − 𝑥̇|}                         (2.4) 

Where (𝑥𝑖)  is the single data value 

                        (𝑥̇)  is the median of the data set 

 

 

2.8.1.2 Inter Quartile Range (IQR) Method 

 
Inter Quartile Range (IQR) based anomaly detection is a more rugged approach and is robust 

to presence of outliers. The median lies in the middle of a sorted data set and divides the data 

into two halves. The mid points of these halves are known as quartiles, the first one representing 

the 25% or first quartile (Q1) and third one representing the 75% or 3rd quartile (Q3).  IQR is 

the distance between first and third quartile (Q3-Q1). If a data point lies away from the first or 

third quartile, then it is flagged as anomaly. The mathematical representation of IQR method is 

given by equation 2.5. 
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𝑥𝑎 = (𝑥𝑖 > 𝑄3 + 𝐴 ∗ 𝐼𝑄𝑅)(𝑥𝑖 < 𝑄1 − 𝐵 ∗ 𝐼𝑄𝑅)              (2.5) 

Where A and B are constants to be chosen as per desired threshold 

z-score, modified z-score and IQR Methods for detecting outliers in Electrical Power System 

(EPS) of Russian Stork small satellites were used in [97]. Initially, the power system telemetry 

data set was normalized with a zero center and then z-scores were calculated. All z-score, values 

beyond ±2.5 SDs were considered as anomalies.  But this method yielded not practical results 

as in an any random data distribution, outliers would affect the mean and the SD. Since a Z-

score would rely on the mean for determining the central tendency and the SD, the presence of 

outliers would affect these two and hence this method proved inadequate for identifying the 

outliers. The z-score method identified only few benign outliers and therefore resulted in true 

negatives. To overcome this problem, resistance estimators were used for the statistical 

parameters. Each resistance estimators had a break down point. A break down point indicated 

that what portion of a large data set can be replaced with z-score values without having the z- 

score values approaching infinity. If one sample becomes arbitrarily large (infinity) the 

parameters like mean and SD would become zero thus making the z-score approach infinity. 

Therefore, mean and SD have a breakdown point of zero. However, median has a breakdown 

point of is 50% which was way higher than mean and SD. Therefore, in modified z-score, 

median (𝑥̇)  and dispersion of median from its central tendency is considered as Median 

Absolute Deviation (MAD). This method yielded more accurate identification of outliers 

compared to z-score method. 

 

Further to the modified z-score, IQR method was also employed. IQR measures statistical 

dispersion in which all values beyond the difference between third and first quartile would be 

labelled as outliers. Therefore, values lying below 1.5 x IQR than Q1 and 1.5 x IQR greater 

than Q3 are tagged as anomalies [98]. The three methods were compared, and it has been 

established that modified z-score and IQR methods fared better than z-score while identifying 

anomalies as well as in the number of false positives. However, both these methods flagged 

some normal data instances as outliers. Hence it can be concluded that these methods are good 

for identifying outliers or anomalies but cannot offer detailed analysis on type of anomaly. In a 

similar work, z-score method was used in pre-processing telemetry data for removing trivial 

outliers [99] and for standardization while detecting anomalies in solar panels of CubeSats. 
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2.8.2 Classification Based Techniques 
 

In machine learning, classification methods which categorise unknown data samples into 

specified classes or bins. For building a classification model (or a classifier), the data needs to 

be labelled as normal and anomalous. This method is applicable only for applications in which 

from the feature space, a classifier could be learnt [100]. Any new instance shall be classified 

by the classifier as anomalous or normal based on the training data. If the classification is carried 

out into two classes, it is known as binary classifier and is most widely used for anomaly/fault 

detection in satellite telemetry. Some of the well know classification methods are Bayesian 

classifiers, distance-based classification, kernel-based methods. They are discussed in below 

sections. 

 

2.8.2.1 Probabilistic based Classification 
 

Probabilistic modelling methods are one of the oldest modelling methods [101]. They build 

classifiers based on the probability of outcomes. They can be used for situations where outcome 

is binary or for multi-class classification. They are based on Bayes theorem and assume that the 

features in a given data set are independent. Using Bayes theorem helps us to calculate 

probability of a given outcome based on the previous data. The outcome with highest 

probability becomes the most probable outcome and is represented by equation 2.6. 

 

𝑃(ℎ|𝑑) =
[𝑃(𝑑|ℎ)∗𝑃(ℎ)]

𝑃(𝑑)
                                 (2.6) 

 

 If the attributes follow a gaussian distribution, then naive Bayes applied is known as gaussian 

naive Bayes and is most suitable for continuous distributions and for binary outcome problems. 

A Dynamic Bayesian Network (DBN) is a different form of naïve Bayes implementation where 

in the probabilities of features are updated continuously with every new event. 

 

 Bayesian based classification is used for identifying faults in Electrical Power System (EPS) 

which was built on Advanced Diagnostics and Prognostics Testbed (ADAPT). ADAPT is a test 

bed created for simulating Satellite EPS faults on ground [102-103]. It utilized Bayesian static 

network for detecting abrupt continuous faults of EPS. Synthetic TM data is generated which 

is used for calculating the probabilities of past data and the anomalies.  

 

Bayesian networks are used for Software and Sensor Health Management (SSHM) in satellites 

in [104]. In this work, the reaction control system which consists of fuel tanks, fuel flow meters, 
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thrusters, velocity, accelerometers sensors and command counters are used to determine the 

faults occurring in the propulsion system onboard.  Initially, all the sensor readings that 

correspond to the healthy state of system are obtained. A Bayesian network is then represented 

as non-cyclic arithmetic graph is built for identifying each fault scenario. The posterior 

probabilities are calculated and updated which represent the healthy state of the system.  For 

the purpose of calculating the probabilities, only instantaneous values are considered. Hence, 

continuous sensor readings are discretized to obtain digital values. During real time, the 

arithmetic circuit-based model reads the discretized sensor data and commands given to sub 

system if any. It then calculates the posterior probabilities of the sensor readings, and the event 

of command executed. These are compared with the probabilities of the already known 

posterior probabilities of healthy states and a verdict about the health system is given.  

 

Similarly, the observations of Ni-Cd Batteries of EPS of a satellite are classified as either 

normal or abnormal (anomalous) using naive Bayes classifier in [105]. The data is subjected to 

Principal Component Analysis (PCA) initially to make the projected variables as independent 

as possible for the naive classifier to perform better. The abnormal or anomalous conditions are 

generated from flight test data and model training is carried out using supervised learning 

approach to increase the prediction accuracy of the model. 

 

“Probabilistic reasoning using Bayesian Networks and model-based diagnosis using Causal 

Networks” approach is used for autonomous FDIR in ESA’s “Autonomous FDIR project” 

which can deduce multiple failures from symptoms that can be trivial or significant [106]. The 

disadvantage of Bayesian based approaches is this approach does not scale up to large data sets 

with multiple variables. The arithmetic cyclic graphs would be difficult to build when large 

number of variables interact in a dynamic way which may contribute to a faulty situation. Also, 

only modelled fault scenarios are prone to detection using Bayesian approach. Therefore, 

Bayesian networks have limited applicability and are used only in scenarios where the 

occurrence of faulty scenarios are present in the original data set or during the training data set 

or in modelled data set. 

 

2.8.2.2 Kernel Based Classification 

 
Kernel Methods are popular case of classification algorithms [107] out of which Support Vector 

Machines (SVM)  are most widely used. SVMs fall under the category of supervised learning 

and are mostly used for classification scenarios though they can be used for regression as well. 
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For most real-world problems are non-linear in nature and that is where the Kernel methods 

actually prove beneficial over probabilistic or statistical counter parts [108]. 

 

In SVM, each data item is plotted in a n dimensional space (where n is the number of features). 

The coordinates of each point correspond to the values of each feature. For a 2 class SVM, a 

hyper plane is found that distinctly classifies the plotted data points into two classes in  n-

dimensional space. A pictorial representation of a sample 3 class SVM is shown in Figure 2.5 

 

Figure 2.5: Pictorial Representation of Sample 3 class SVM  

 

SVM s can be used to classify data into n classes too.  In practical cases where the input data 

cannot strictly be segregated by a linear hyper plane, the kernel functions come into play. Kernel 

functions are nothing but mathematical functions that translate the low dimension input space 

into high dimensional space thereby enabling us to classify the data using hyper planes. Some 

of the popular kernel functions are Polynomial kernel, Gaussian kernel, Radial Basis Function 

(RBF), Laplace RBF kernel, Sigmoid kernel etc.  

 

Employment of SVMs in satellite FDIR and anomaly detection has been mature comparatively. 

Employment of SVMs for classifying thermal snap events as normal or anomalous in Intelligent 

Payload Experiment (IPEX-2) experiment onboard International Space Station (ISS) is carried 

out in [109].  

 

Comprehensive employment of SVMs in a supervised learning mode for identifying faults in 

magnetometer and magnetic torquers in small Satellite systems is done in [110]. Gaussian radial 

function is used as kernel. Magnetometers and magnetic torquer suffer from two types of faults 

namely polarity fault and axis swap fault. Nominal or good state data and bad state data of these 

components were obtained by simulating them on ground.  These readings constituted the 
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feature space. Indices for training the SVM were obtained from this feature space. The indices 

which were selected were as follows: 

 

• Index-1 is inner product of normalized estimated attitude rate vector ω and normalized 

magnetic field derivative vector ‘b’. a good estimation will result in a near zero value. 

 

• Index-2 is product of the current index-1 and 2nd cycle previous data of index-1. Index-

2 is expected to be always positive in good attitude rate estimations, and index-2 will 

change from plus to minus and vice versa in bad attitude rate estimations. 

 

• Index-3 is product of attitude rate norm and its derivative. 

 

These indices are derived from simulated telemetry data and the SVM model is trained with 

these indices. The SVM model outputs whether the data is good or bad in terms of percentage. 

A 100% result indicates all input data is good and represents a healthy state of the system. For 

the case in consideration, a threshold of 50% has been set as threshold to discriminate good 

state from bad state. Using this SVM model, a Magnetometer corresponding to polarity change 

and axis swap have been identified successfully. This work however has the disadvantage of 

selecting the indices for classification. These indices are selected based on heuristic knowledge. 

Also, the computational load of this method is largely attributable to sequential calculation of 

the indices which may prove counter intuitive for flight model deployments. 

 

 A statistical based SVM known as Least Square SVM (LS SVM) is used in [111] for 

identifying contextual and collective anomalies from downloaded TM data of a Satellite power 

system. The advantage of this method is its simplicity and ease of onboard implementation, but 

this method proves ineffective in handling non-linear faults and anomalies. 

 

Two step SVM was employed to detect faults from Satellite TM data in [112]. A hierarchical 

setup of SVMs is used. First stage employs a binary SVM which aids in fault detection. If this 

first stage SVM classifies the input as fault, then the data is fed to other SVMs in a hierarchical 

fashion (each of which deals with a specific kind of fault). Hence this can be considered as a 

case of multi classification. A similar approach of multi class SVMs is used in [113].  

 

A novel approach of multiclass classification using SVM and Logical Analysis of Data (LAD) 

was attempted in [114] on TM data of EGYPTSAT-1 Satellite. LAD was used to classify 

whether an incoming TM data sample is abnormal or normal by means of generating and 
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identifying patterns in TM data. SVM is used to classify the incoming TM data and thus identify 

the mode of Satellite. Fault Diagnosis was carried out by using k-Means clustering. 

 

One Class SVM (OC-SVM) was employed in [115] to identify the anomalies in the payload 

sub system. 53 measurands were chosen and trained in an unsupervised mode using OC-SVM 

to arrive at   model. SVMs for detecting faulty solar cells were employed in [116] for Philae 

Lander of the Rosetta mission and for autonomous collision avoidance system in LEO 

Satellites. 

 

2.8.2.3 Distance Based Classification 
 

Distance based classification utilizes distance between data points or set of data points as a 

metric for classification. These categories of algorithms are non-parametric. In distance metric-

based methods, multiple distances can be used. Some of the popular distance measures are 

Euclidean (equation 2.7), Manhattan (equation 2.8), Minkowski (equation 2.9)  

 

𝐸𝑢 = √∑ (𝑝𝑘 − 𝑞𝑘)2𝑛
𝑘=1                            (2.7) 

𝑀𝑎 = ∑ |𝑝𝑘 − 𝑞𝑘|𝑛
𝑘=1                                (2.8) 

𝑀𝑖 = (∑ |𝑝𝑘 − 𝑞𝑘|𝑟𝑛
𝑘=1 )1/𝑟                      (2.9) 

 

Where ‘n’ is the number of attributes, 𝑝𝑘 and  𝑞𝑘 are the kth elements of objects p and q. k-NN 

is the most popular distance based supervised classifier which employs any one of the distance 

measures mentioned above. Some of the works which employs distance-based classification 

are discussed in succeeding sections. 

 

The nearest neighbor method is used in ‘Orca’ employing Euclidean distance as a measure for 

identifying an outlier. Not only anomalies in single variables but anomalies among continuous 

and discrete variables can also be identified by Orca. With a less code foot print, Orca is 

computationally light and supports running in near-real time [117].  

 

Dynamic Time Warping (DTW) for over sampling the fewer samples of Telemetry data was 

employed in [118]. Later k-NN was used for identifying the faulty samples. Local Outlier Factor 

(LOF) based anomaly detection is used in [119] for identifying the anomalies in satellite TM 

data. 
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The comparison of each of these classification methods would yield different results based on 

the data set used for evaluation. Efficiency as well as efficacy may vary based on the data set. 

However, a general comparison can be drawn amongst these three classification methods, 

namely probabilistic, kernel and distance-based methods. A brief comparison along with 

advantages and disadvantages of these classifiers is given in Table 2.4. 

 

Table 2.4:   Comparison of ML Classification Methods 

Bayesian classifiers Kernel based classifiers Distance based classifiers 

Uses probabilistic 

measures for 

classification 

Uses kernel functions for 

classification 

Uses distance measures for 

classification 

Advantages 

• Easy to implement 

as conditional 

probabilities are easy to 

compute. 

•   Straight forward 

approach due to less 

computation 

complexity. 

Faster training time 

Advantages 

• Works efficiently 

when there are clear 

distinction boundaries in 

data set.  

• Kernel methods 

perform well when the 

training data is less and 

number of features are 

more. Hence, well suited 

for small data sets. 

• For well-defined 

hyper planes, kernel 

methods identify 

anomalies better. 

Memory efficient 

Advantages 

• Easiest to implement 

• Less number of 

hyperparameters for tuning 

Disadvantages 

• Attributes may not 

always be independent. 

Hence conditional 

probabilities may get 

affected. 

Disadvantages 

• Do not scale well 

for large data sets 

• Performs inferior 

when data has noise 

 

Disadvantages 

• The right selection of k 

(number of clusters) is critical for 

ensuring proper classification 
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If training data does not 

have an instance of benign 

sample, then its 

probability would be zero 

posing as a problem in 

certain applications. 

• Larger computational 

complexity especially for large 

data sets. 

Scaling of features is important to 

ensure homogenous treatment for 

all features 

 

2.8.3 Clustering Methods 
 

Clustering is an unsupervised learning approach and is mostly employed where labelled data is 

not available. Clustering implies grouping of similar kind of data in a data set.  The similarity 

measure between data points within a group is more compared to data points from other groups. 

Clustering approaches fall under three major methodologies known as partitioning, hierarchical 

and density based.  In partitioning, the data space is divided into k clusters based on a distance 

measure from a fixed point. In hierarchical approach, data is divided to create a database that 

can visually be represented as a dendrogram. In density-based method, the algorithms aim to 

identify density of data distribution in feature space which results in formation high density and 

low-density regions [120]. Effective functioning of clustering algorithms depends on the 

selection of feature vectors and the similarity measure selected.   

 

Clustering has also been widely used in FDIR of Satellites. Majority of works employed k-

Means algorithm for fault detection and isolation due to its ability to handle large data sets 

which are typical in satellite TM data. Very few works have employed expectation 

maximization algorithm.  

 

A novel implementation of clustering based on pattern-based characteristics of sequences from 

this telemetry data which is in time series format was carried out in [121]. These clustered 

patterns are mined to derive association rules among the telemetry samples which are used for 

identifying faulty scenarios. The process is explained below: 

 

• Initially, a fixed length parameter  𝑇𝑝was chosen.  Random representative sequences of 

this length were sampled from the time-series telemetry data. 

 

• A set of feature vectors were chosen. For the work in consideration, total nine feature 

vectors were selected like min, max, standard deviation, mean, first to fifth coefficients 
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of Fast Fourier Power Transform (FFT) series. These feature vectors are calculated for 

the sampled patterns of the telemetry data. 

 

• These features vectors are then clustered using normalised Euclidean distance as a 

measure. 

 

• These clusters correspond to a definitive event in real time. Association rules are mined 

from these clusters. 

• Mining of association rules plays a key role in this work as these rules help to identify 

the nominal behaviour of the system. For mining association rules, a segment length 𝑇𝑠 

(>𝑇𝑝) is selected.  These segments are examined for the identified patterns for framing 

rules. J measure is used as measure for determining the most important rule among the 

identified rules along with support and confidence measures. For example, J-measure 

for a rule X −→ Y (“If X Then Y”) is defined by equation 2.10. 

 

𝐽(𝑌: 𝑋) = 𝑃𝑟(𝑋). [𝑃𝑟(𝑌|𝑋). 𝑙𝑜𝑔 {
𝑃𝑟(𝑌|𝑋)

𝑃𝑟(𝑌)
} +  𝑃𝑟(¬𝑌|𝑋).  𝑙𝑜𝑔 {

𝑃𝑟(¬𝑌|𝑋)

𝑃𝑟(¬𝑌)
}      (2.10) 

 

where 𝑃𝑟(X) is the probability that the proposition X holds in the database, and 𝑃𝑟 (Y 

|X) is the conditional probability that Y holds given that X holds.  

 

These identified most significant rules constitute the nominal behaviour of the system. The 

main problem with such a method is to define the number of clusters and to determine the 

normal and abnormal behaviour in a temporal manner (to be specific, the operational mode of 

satellite could not be established). This problem is addressed in [122] where mode changes 

(temporal instances at which the TM data pattern changes) are determined using DTW as 

distance measure for clustering.  

 

k-Means clustering has been used in IMS Inductive Monitoring Tool (IMS), a software driven 

framework for identifying anomalies from the downloaded TM data in [123]. Different modes 

of the Satellite are classified into different clusters using nominal data and new incoming data 

is slotted into the already formed clusters. If the new data could not be slotted into any cluster, 

then it is marked as an anomaly and the distance of data point from the nearest cluster is a 

measure of the magnitude of anomaly.   

 

Density-based scheme called Local Outlier Probabilities (LoOP) which is an improvement LOF 

was employed in [124]. Probabilistic distribution of points is also considered in addition to the 
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density criteria while calculating the anomaly score in LoOP to overcome the limitations in 

sparsely populated data points. 

 

The main problem while dealing with Satellite TM data is high dimensionality and multi-

modality. PCA is generally used for dimensionality reduction. A novel method called as a 

mixture model is used in [125] to address this issue. The mixture model used here is a Mixture 

of Probabilistic Principal Components Analyzers (MPPCA). In this model a discrete latent 

variable is chosen to denote the mode of Satellite. During the training phase, the multi variate 

data is distributed into different clusters based on the mode of operation of satellite and the 

probabilities of data points belonging to a particular cluster are computed. The conditional 

probability of that new data sample is calculated for each cluster. Based on the probability 

value, it is assigned to a particular cluster. If the probability of data sample is very low, then it 

indicates an anomaly. Expectation maximization-based clustering is used in MPPCA model. 

 

2.8.4 Neural Networks and Deep Learning Methods 
 

The design of Neural Networks (NN) is motivated by the neurons of the human brain.  In the 

human brain, neurons are connected by synaptic connections.   The external stimuli determine 

the gain of these synaptic paths. Similarly, a neural network consists of neurons, each of which 

are scaled to a weight. The functioning of the network changes with these weights. An Artificial 

Neural Network (ANN) also functions in the same fashion where in for a given input and output 

combination, the weights of the of the network paths are learnt [126]. The general mathematical 

representation of NN can be given by equation 2.11. 

 

𝐼𝑛𝑝𝑢𝑡 → 𝑓(𝑤1, 𝑤2, 𝑤3, … 𝑤𝑛) → 𝑂𝑢𝑡𝑝𝑢𝑡       (2.11) 

 

Where f   is the activation function 

 

                                        𝑤1, 𝑤2, 𝑤3, … 𝑤𝑛 are the weighted inputs 

 

If the inputs are mapped to outputs through many layers of neurons in between, then they are 

termed as multi-layer networks. The intermediate layers may be hidden layers in such networks. 

Such stacked multi-layer networks fall under the category of deep learning networks. 

 

The main advantage with ANNs is their ability to learn patterns from both structured as well as 

unstructured data. ANNs can be implemented in various ways, the type of implementation 

basically varies in some key factors like the way the neurons are connected, the number (or 
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depth) of neuron layers, the feedback mechanism, type of activation function etc. Though feed 

forward networks are simple to implement and quickly converge, they cannot be used for deep 

learning due to the absence of back propagation.   

 

Employment of NNs and deep learning in satellite anomaly and fault detection has not been as 

wide as the usage of other ML algorithms. Nevertheless, due to their non-linear modelling 

capabilities, recent past has seen the employment of ANNs and deep learning for satellite FDIR. 

One of the earliest works on employment of NNs for FDIR in spacecraft is found in [127] which 

employs 2-layer feed forward network with 30 nodes each in the first and second hidden layers 

and 10 each node at input and output with each node employing sigmoidal function for 

activation. This NN is used for detecting faults in temperature sensors in main engine of space 

shuttle.  The NN generates a confidence score between 0 and 1 for the incoming new sensor 

data where in 1 indicates normalcy of the sensor data and 0 indicating an anomaly. Reaction 

wheels are critical for stability of satellites and a part of AOCS. Symptoms like loss of current, 

increase in bearing temperature due to friction, loss of speed etc. manifest themselves as faults 

in reaction wheels.  

 

Two separate approaches namely Luenberger observer method and Recurrent Neural Network 

(RNN) also known as  Elman network, for detecting current loss and temperature faults in 

reaction wheels were used in [128]. These two methods were compared for their efficacy.  Three 

separate RNNs were used each having 2 input nodes, 25 hidden nodes and 1 output node. Post 

analysis of both methods, it was observed that Luenberger based observers are linear in nature 

and flagged few fast-varying signal jumps in motor current as anomalies but RNN did not flag 

them as anomalies. In this paper, the performance of RNN was proved to be superior compared 

to Luenberger observers due to lesser number of false positives.  

 

Though not directly related to FDIR in Satellites, NNs are used for event detection (impact of 

probe on an asteroids surface) in [129]. The novelty lies in in-situ training of the algorithm as 

no previous data was available using a lightweight feed forward NN with one hidden layer.   

 

A mix of dimensionality reduction approach using kernel PCA and two-layer Multilayer 

Perceptron (MLP) NN was employed in [130] for identifying faults in satellite EPS. ADAPT 

Power system data set has been used for the work in which contextual faults are identified by 

identifying the pattern of interaction among sensors. 
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A good comparison of ML approaches is given in [131]. The same is given in Table 2.5. 

 

Table 2.5: Comparison of ML Approaches for FDIR 

Algorithm Merits Demerits 

k-NN • Ease of implementation. 

Evolved theory. 

• Classification and regression 

problems can be addressed.  

• High computational 

footprint 

• Requires large amount 

of memory 

• The accuracy of 

detection is pivoted on 

the selected value of ‘k’.  

Naive 

Bayes 

• Detection capability immune to 

missing values 

• Less memory foot print  

• Correlation to real world issues is 

much easier. 

• It assumes prior about 

few aspects which may 

not be always true in 

some applications. 

• The complexity 

explodes as the number 

of combinations or 

relationships  amongst 

variables increase 

thereby requiring huge 

memory. 

• It requires user to specify 

the  probabilities prior. 

SVM • Accuracy of classification is 

high 

• High-dimensional features are 

supported 

• Not suitable  for 

voluminous data 

• Difficulty in deriving the 

physical meaning. 

ANN • Accuracy of classification is 

high 

• Complex non-linear 

• functions could reasonably be 

approximated 

• Suffers from the 

problems of over fitting 

• Problem in assimilating 

the physical meaning 
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Deep Learning • Instantaneous fault detection 

• Complex features or patterns can 

be learnt.  

• No requirement of extraction of 

features 

• Requires large amount 

of data for training  

• Difficulty in deriving 

the physical meaning 

• Longer training times. 

 

2.9   Limitations of Current Data Driven Approaches 
 

Based on research that has been reviewed till now on using Machine Learning for Autonomous 

Anomaly and Fault Detection on board, the following broad gaps have been observed and are 

listed below: 

• Very few of the research works focussed on anomaly detection. Most of them 

focussed on individual sub system anomalies but have not followed hierarchical 

anomaly detection approach akin to hierarchical FDIR. 

• There are no effective recommendations available for use of designers and fleet 

operators on type of anomaly (point, collective or contextual) of subsystem or a 

component to be detected and the Machine Learning algorithms suitable   that can 

be used with emphasis on  LEO orbit  Satellites. 

 

• The division of responsibilities of Fault Detection, Isolation and Recovery (FDIR) 

between Space segment (Satellite) and Ground segment are not clearly specified by 

any standards or specifications. 

 

• There is no defined laid down way which specifies of how to implement autonomy 

onboard.  Most papers only specify the level of autonomy to be achieved.  

 

• Earth observation satellites which are 55% of total orbiting satellites have unique 

characteristics and need a different approach.  They need more autonomous 

operations onboard which current studies have not focused. 

 

• Most Machine Learning implementations carried till now are on downloaded TM 

data for Anomaly and Fault identification. Therefore, they are carried on ground 

but not onboard. 

 

•  Future satellites would be manufactured on large scale in production mode and 

majority of them would be deployed in LEO orbits. Therefore, they would be using 
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same sub systems or components across the fleet. Hence a list of standardized 

practices that can be used by operators for implementing autonomy in anomaly and 

fault detection onboard through Machine Learning   are not available. 

 

2.10 Chapter Summary 
 

This chapter presented an elaborative literature review on methods used for achieving autonomy 

for satellite FDIR. Three broad approaches, namely quantitative modelling, qualitative 

modeling and data driven approaches are discussed in detail. Various methods under quantitate 

modeling like Parity space, Parameter estimation, Observer methods, H∞ methods, Kalman 

filtering have been discussed with reference to relevant works in satellite FDIR. Similarly, in 

qualitative modelling, approaches like Expert systems, Fault tree analysis, Signed Di graphs, 

Fuzzy logic systems have been covered along with related works in satellite FDIR. Data driven 

methods with special emphasis in Machine Learning approaches have been covered. Various 

works under Classification methods, Clustering methods and Deep Learning methods are 

covered in detail.   

 

It is amply evident from the literature study, that the quantitative and qualitative Modelling 

methodologies for fault detection onboard are not suitable for present day satellites due to 

inherent limitations like complexity and volume of effort, modelling errors, robustness to noise, 

unknown fault identification, non-prediction of anomalous behaviors, limited employability of 

models on different satellites etc. Anomalies could also not be faithfully detected by 

knowledge-based methods paving the way eventually for knowledge-free methods. 

 

In the coming times, the number and complexity of satellites are bound to increase. To cater for 

scalability, autonomous FDIR operations would become the new normal. It clearly emerges 

out from literature review that the best way that would be suitable for Autonomous Fault 

Detection on board would be a Data Driven Approach as it is knowledge free method and 

would be more suitable to deploy and scale to a large number of satellite constellations. 

Data driven methods also offer other advantages such as prognosis, reaction to unknown 

scenarios, pre-emptive failure handling etc. to name a few. Therefore, this thesis deals with 

Machine Learning, which is a knowledge free method, for satellites FDIR for identifying point 

and contextual anomalies. 
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Chapter 3 

  

DATA PREPROCESSING AND UNIVARIATE 

EXPLORATORY DATA ANALYSIS FOR 

IDENTIFICATION OF POINT ANOMALIES 

 
This chapter deals with data pre-processing and univariate exploratory data analysis of BUS 

CURRENT sensor. The modalities of data preprocessing which involve steps like statistical 

analysis of data, removal of trivial outliers, handling methods for missing values, stationarity 

analysis, trend and seasonality analysis, sampling frequency determination, comparison and 

selection of best imputation methods and finally the auto correlation analysis. Entire analysis 

was carried out considering two test case orbits, each of which represent payload ON and OFF 

conditions data and all orbits data which represents the entire data set of 41 orbits. This chapter 

lays the foundation for training of ML models for identification of point anomalies.  

 

3.1 Introduction 
 

Mega constellations comprising of large number of satellites are norm of the future with 

companies like Space-X (Star Link), Amazon’s (Kuiper) and Telesat deployed or planning to 

deploy largescale Low Earth Orbit (LEO) constellations [132]. Such large number of satellites 

with complex payloads and sub systems require autonomous operations onboard specifically 

related to health keeping tasks. Consequently, the monitoring of the operational states and 

health-keeping information on-board a spacecraft is increasingly becoming challenging when 

it comes to larger LEO constellations [133].  

 

With the ability to store and access historical data onboard, comprehensive fault protection 

system and automated trend analysis for identification of anomalies currently, data driven 

approaches like Machine Learning (ML) can be employed [134] for identifying point and 

contextual anomalies of satellites.  

 

ML is a data driven approach which requires heuristic data for building models. These models 

make inferences about the condition of a satellite sub system or a component. Anomalous 

conditions like point and contextual anomalies can be modelled and trained using the supervised 

learning approach.  
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3.2   Need for EDA on Satellite Telemetry Data 

 

Raw telemetry data received from a satellite cannot readily be used for building models. Unlike 

other time series data sets, satellite telemetry data has noise, missing values, trivial outliers etc. 

due to aspects which are very specific to satellites telemetry like limited visibility of a satellite 

to a ground station during which the data needs to be downloaded, limited link bandwidth, long 

travel times of signal, propagation effects and various outer atmospheric phenomenon.   

Whereas in in normal terrestrial time series data sets, the data is more consistent and majority 

of data is clean data. Also, the data is chronologically continuous unlike satellite telemetry data 

which is discontinuous. Consider for instance, a LEO satellite telemetry data is available only 

for 20 to 30 min maximum over time period of 24 hours. The health of satellites needs to be 

established reliably and accurately with this limited data which makes it challenging.  Hence, 

EDA of satellite telemetry data assumes more significance than for a normal time series sensor 

data. Exploratory Data Analysis or EDA as a primary step helps in identifying, cleaning and 

handling of missing data or values. Understand the distribution of data, existence of outliers/ 

noise etc. 

  

Telemetry data is also multi-modal and multi-dimensional. Therefore, different sensors onboard 

are sampled at different sampling intervals depending on the available telemetry bandwidth, 

their criticality and mode of operation of satellite. Therefore, it is important to determine the 

sampling interval. Sub sampling and super sampling may have to be carried out depending on 

the available memory, processing power and also if any finer patterns in data need to be 

captured.   

The satellite sub-systems in a LEO satellite undergo a cyclic function of operation. Statistical 

parameters like seasonality, trend and stationarity offer an insight into the time varying nature 

of the satellite Telemetry data. Seasonality is a measure of periodic fluctuations of data. If 

periodic fluctuations are increasing or decreasing with time, then it is called a trend. Both these 

parameters help us to understand the behavior of data under test. Also, stationarity is a measure 

of independent of mean, variance and co-variance. Stationary data is easy to model. If the data 

is non-stationary, it would be important to make the data stationary before building a model. 

Hence, statistical tests as well as visual methods are required for establishing the stationarity of 

data. Missing values in data pose a problem.  For faithful model construction, missing values 

need to be either eliminated or imputed. The choice of elimination or imputation and the right 

choice of imputation so that the stationarity of data is not affected is carried during the 
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imputation step. Different imputation methods exist, but applicability of a particular method 

depends on the actual data set.   

 

At every step of machine learning process, data analysis and visualization techniques are 

extensively being used [135]. At an advanced level, EDA results would help in sophisticated 

data analysis like Principal Component Analysis (PCA), feature extraction, dimensionality 

reduction which will help in building the Machine Learning models. The preliminary step of 

EDA is mandatory for ML model building as it is the best way which offers insights into data. 

EDA is broadly of two types- Univariate and Multi-variate. In this chapter, we have carried out 

Univariate EDA analysis. 

 

3.3  Univariate Exploratory Data Analysis  
 

3.3.1 Tools and Programming Language 
 

Anaconda with Jupyter notebook was used for code development and data sharing as a data 

science platform. Python was used as the programming language. The libraries used were 

pandas, scikit learn, numpy, missingno and statmodels. For visualization, matplotlib and 

seaborn were used. The broad steps that have been carried out as part of methodology are 

depicted in the flow chart as shown in Figure. 3.1 

 

. 

Figure 3.1: Flow Chart of Univariate EDA process 

 

3.3.2 Selection of Data 

 
BUS CURRENT sensor of electrical Power System (EPS) of a LEO satellite was considered 

for univariate analysis. The selection of EPS system was done due to the fact that EPS is the 

most critical subsystem and accounts for 27% of all onboard failures [136]. A total of 28 days 

of data comprising of 41 orbits was considered. EPS data consisted of 14 variables which 

represent various sensor values in a time series format. These sensors measure either the voltage 

or current or the ON/OFF status of the shunts and safety logics of EPS.  
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The flight operation and health keeping manual of the satellite [137], specifies that BUS 

CURRENT is the single most important parameter that represents the overall health of EPS and 

any fault or anomaly in BUS CURRENT sensor data would reflect in sub optimal performance 

of all other sub subsystems. Therefore, ‘BUS CURRENT’ sensor was selected. The overall aim 

was to identify point anomalies in BUS CURRENT of the EPS.  

 

The BUS CURRENT sensor values exhibit a definitive pattern as per the mode of operation of 

satellite. As per the Operation Manual of the satellite [137], the LEO satellite under 

consideration has three main operational modes as given below: 

 

• Payload OFF mode (regular mode) 

• Payload OFF but X band data transmitter ON mode (Data dump mode) 

• Payload ON mode and X band data transmitter ON mode  

 

In the payload OFF mode, the nominal value of BUS CURRENT varies between 0.68 to 0.75 

Amps.  When the Payload is OFF but if the X band payload data transmitter is ON, the nominal 

value of BUS CURRENT is around 1.0 Ampere. This is because the power consumption by X 

band transmitter is around 0.3 Amps. Lastly, when the payload is ON and simultaneously if the 

X band transmitter is also used for dumping the payload data to the ground station, then the 

nominal value of BUS CURRENT varies between 1.3 to 1.4 Amps. Therefore, essentially the 

BUS CURRENT value acts as a parameter in ascertaining the mode of operation of the satellite. 

  

For a LEO satellite, an orbit is the smallest unique entity which represents the full cycle of 

system behaviour. However, the trends in system behaviour can only be ascertained when we 

consider the multiple orbits data over a period of time. For example, the time series sensor data 

of a particular sensor for an orbit represents the order of operations in that orbit. However, the 

temporal time series data of different orbits over a period of time represents overall system 

performance. Any degradation in system or sensor performance could only be established by 

analysing the data from multiple orbits. Hence it was felt essential to carry the EDA in two 

separate efforts as explained below: 

 

• For selected test case orbits separately to understand the characteristics of sensor data 

• For all orbits combined (aggregate orbits) to understand the trends of sensor data. 

 

Therefore, two orbits- orbit no 6613 and 6983 were chosen as ‘test case orbits’ because orbit 

6613 represents nominal mode of operation and orbit no 6983 represents both payload and 
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nominal mode of operation of satellite. These two modes of operation influence the BUS 

CURRENT value. In this paper, each step in EDA process has been carried orbit-wise for the 

test orbits and aggregate of all orbits which represent the entire data set. The results thus 

obtained are analyzed to understand the characteristics of the univariate data.  

 

3.3.3 Structure of BUS CURRENT Data 
 

All readings are in time-series format with a common running time stamp for each orbit. The 

raw EPS data statistics of BUS CURRENT sensor for orbit number 6613 and 6983 and all orbits 

are shown in Table-3.1. 

 

Table 3.1: Statistics of Raw Data: BUS CURRENT Sensor 

Orbit Count Mean Std Min 25% 50% 75% Max 

6613 555 0.7319 0.0069 0.713 0.728 0.731 0.736 0.755 

6983 560 1.1455 0.2587 0.715 0.736 1.307 1.315 1.372 

All orbits 21295 1.1654 5.7165 0.181 0.728 0.747 1.309 171.587 

             Count=no of samples, Mean=Average value of sample readings, Std= Standard Deviation of 

 distribution, Min=Minimum sample value in distribution, 25%= First quartile, 50%=Second quartile, 

 75%= Third   quartile,  Max= Maximum sample value in distribution 

 

3.3.4 Analysis of Missing Values 
 

A preliminary examination of BUS CURRENT sensor data was carried out for all orbits. It was 

observed that a large number of NaN values are present in each orbit data.  

 

Figure 3.2 and Figure 3.3 for orbit no 6613 & 6983 and Figure 3.4 for all orbits depict breaks 

in the time-series line plots indicating that there are missing values (NaN) in the data. It is 

pertinent to note that Figures 3.2 to 3.4 are line plots (not scatter plots). The discontinuities in 

the graphs are due to the missing values of the BUS CURRENT sensors readings. The missing 

values arise due to difference between maximum sampling interval (0.25 sec in this case) and 

the sampling interval of the BUS CURRETN sensor (0.8 sec in this case). The number of NaN 

values in each orbit will help in selecting the right strategy for dealing with them. Bar plots 

depicting number of NaN Values Vs total rows for orbit 6613 is given in Figure 3.5 and for 

orbit 6983 is given in Figure 3.6. For all orbits (aggregate orbits) the total rows Vs NaN rows 

bar plot is given in Figure 3.7. The details in “No of Unique Values” per orbit are given in Table 

3.2. 
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It can be seen from Figures 3.5 and 3.6 that a significant number of NaN values are present in 

orbits 6613 and 6983. Subsequently, the total number of rows against the rows with missing 

values or NaN values are plotted in a bar plot for all 41 orbits separately as shown in             

Figure 3.7. For all the orbits combined, there are a total of 62531 rows with NaN values for 

BUS CURRENT sensor.  

 

 

Figure 3.2:  Line plot of 6613 Orbit with Missing Values 

 
Figure 3.3:  Line Plot of 6983 Orbit with Missing Values 

 

 

 

 
Figure 3.4:  Line Plot of All Orbits with Missing Values 
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Figure 3.5: BUS CURRENT 6613 Orbit-Bar plot: Total Rows Vs NaN 

 

 

 

 

 
Figure 3.6: BUS CURRENT 6983 Orbit-Bar plot: Total Rows Vs NaN 

 

 

 

 

 
 

Figure 3.7:  BUS CURRENT All Orbits-Bar plot: Total Rows Vs NaN 
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The NaN values are approximately 74% of total samples. A large number of NaN values is 

expected to be normal occurrence owing to the low bandwidth of the telemetry data links and 

also the limited visibility time of a LEO satellite to the ground station. 

The details in “No of Unique Values” column of Table 3.2 leads us to the conclusion that the 

BUS CURRENT data is clustered around  certain values and has limited dynamic range.  

 

Table 3.2: BUS CURRENT: Total Rows Vs No of Rows with Unique values 

Orbits Total 

rows 

Rows 

with 

values 

NaN 

Rows 

% of 

NaN 

rows 

No of 

unique 

values 

Orbit 

6613 

2217 555 1662 74.9 17 

Orbit 

6983 

2232 560 1672 74.9 40 

Aggregate 

Orbits 

83827 21296 62531 74.5 261 

 

 

3.3.5 Removal of Outliers 
 

From the visual inspection of raw plots of BUS CURRENT sensor, it was observed that, Raw 

Telemetry data received from satellite has outliers. For removing the outliers, it would be 

essential to identify their occurrence in data and determine their frequency of occurrence. If a 

large number of outliers are present, then it would require to limit the data to remove outliers. 

Whereas, if a small number of outliers are present, then they can be dropped as they will not 

affect the overall data size. BUS CURRENT graph for aggregate of all orbits is plotted as in 

Figure 3.8. The horizontal lines in the graph indicate the thresholds as indicated by the system 

engineers and are drawn at 0.5 and 1.5 values on Y axis.  All the values which offshoot these 

lines are trivial outliers. Also, it can be seen that outliers are present across the data. Figure 3.8 

indicates presence of outliers but does not give details about the number of outlier’s present 

compared to nominal data. For graphically identifying the frequency of trivial outlier 

occurrences, a density plot is plotted which is shown in Figure 3.9. It is reconfirmed from Figure 

3.9 that outliers are scarcely distributed over the entire data and have very low density and 

majority of values are within nominal range. The outliers’ details were then retrieved from the 

aggregate orbit data. The contents of Table 3.3 indicate presence of total 37 outliers’ values 
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which is a smaller number of outliers   and is consistent with the results indicated by graphical 

methods. Since the number of outliers were small, it was decided to drop these rows. Table 3.4 

lists the statistical details for all orbits after removal of outliers. 

 

 
Figure 3.8: BUS CURRENT All Orbits: Line Plot with Thresholds for Identifying Outliers 

 

 

 
Figure 3.9:   BUS CURRENT- All Orbits: Outlier Density Plot 

 

 

Table 3.3: List of Outliers in BUS CURRENT Sensor Data 

Sample 

No 

Value Sample 

No 

Value Sample 

No 

Value 

441 0.181 10014 171.545 16746 171.576 

442 0.181 11816 6.336 16747 171.576 

1522 146.991 13104 171.579 16754 171.576 

1544 165.755 13687 19.74 17370 171.568 

1545 165.755 14164 148.61 17371 171.571 

4061 171.576 14165 16.795 17372 128.473 

6094 170.972 14166 148.224 17373 128.473 

8588 79.068 14170 148.084 18202 170.995 

8590 11.024 14175 90.615 18702 171.576 

8939 171.555 14176 128.079 19290 75.095 

8952 99.484 14177 128.079 19693 43.813 

9979 157.952 16263 170.99 Total 37 outliers 
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Table 3.4: BUS CURRENT: All Orbits Statistics Before and After Outlier Removal 

Orbit Count Mean Std Min 25% 50% 75% Max 

Before 

Outlier 

Removal 

21295 1.165 5.716 0.18

1 

0.728 0.74 1.309 171.58 

After 

Outlier 

Removal 

21257 0.945 0.280 0.62

3 

0.728 0.74 1.309 1.457 

 

3.3.6 Sampling Frequency Determination 
 

Sampling interval is the time difference between two consecutive samples. Due to constraint in 

bandwidth and limited visibility time, the sensor data onboard is subsampled and then 

transmitted to ground.  

 

For the LEO satellite under consideration, each telemetry main frame is of 3.2 seconds duration. 

Each telemetry mainframe consists of 16 sub frames and the length of each sub frame is 256 

bytes. The duration of each subframe is 208 milli seconds. Depending on the criticality of the 

sensor, any sensor, at the maximum, can be sampled in every subframe resulting in a sampling 

frequency of a particular sensor to be of 208 milli seconds. However, in the real time scenario, 

depending on the operational requirement, each sensor is sampled at different intervals. Hence, 

the sampling frequency of BUS CURRENT sensor may not be a fixed value, and it may vary 

from orbit to orbit.  

 

If the statistical distribution of a sensor does not vary significantly with time, then consideration 

of all values of a sensor for a finite duration may result in excessive data for model building 

which may affect the time taken and processing power required for model training. Similarly, 

discarding sensor readings may lead to missing important patterns that exist within data. 

Therefore, it is essential to determine the sampling frequency of BUS CURRENT sensor 

readings of raw EPS data prior as it would help us to understand the sampling interval that we 

can use while training the model.  

          

The sample interval of 50% of total orbits were analyzed including the test case orbits. These 

orbits were selected at random and were spread across time. The original sampling interval 

between two consecutive readings irrespective of the presence or absence of reading was 

determined for these orbits.  This sampling interval was determined to calculate the time 

interval between two successive time stamps. Later, the time interval between two available 

sensor readings of BUS CURRENT was also calculated. Analysis of both these intervals will 
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help us determine the right choice of sampling frequency without having to miss any important 

data features. The sampling interval for aggregate orbits was not carried out because the 

successive orbits are not continuous in time and have time gaps. 

 

The sampling interval details for 20 orbits are as given in Table 3.5 and it emerges that for all 

orbits, majorly the sampling interval between any two consecutive rows is 0.2 seconds and the 

sampling interval between any two consecutive rows with readings is 0.8seconds. 

 

Table 3.5:  BUS CURRENT-Sampling Interval Statistics for 20 Orbits 

Orbit no 
Total 

samples  

0.2 

sec 

Other 

than 0.2 

sec 

Non-

NaN  

0.8 

sec 

Other 

than 0.8 

sec 

6613 2217 2198 19 555 438 117 

6629 2356 2351 5 587 584 3 

6644 2246 2219 27 562 556 6 

6676 2425 2394 31 609 598 11 

6691 1931 1916 15 488 482 6 

6692 2217 2204 13 553 546 7 

6722 2190 2156 34 548 527 21 

6738 1751 1741 10 436 432 4 

6752 1864 1852 12 467 458 9 

6784 2113 2094 19 532 516 16 

6844 2144 2104 40 538 517 21 

6861 2003 1995 8 501 495 6 

6876 2203 2190 13 551 543 8 

6937 2368 2353 15 593 585 8 

6983 2232 2228 4 560 556 4 

7063 2299 2291 8 575 570 5 

7078 2241 2215 26 566 546 20 

7123 1455 1440 15 362 350 12 

7132 1944 1930 14 485 476 9 

7170 1845 1834 11 462 451 11 
Total Samples= no of rows in that orbit, 0.2 sec= No of rows with 0.2 sec difference in time stamp between them,  

Other than 0.2 sec= No of rows with difference in time stamp  not equal to 0.2 sec between them,  Non-NaN= no of rows which 
had values, 0.8 Sec= No of rows containing values with 0.8 sec difference in time stamp between them, Other than 0.8 sec= No 

of rows containing values with difference in time stamp  not equal to 0.8 sec between them 

 

 

Therefore, when we train our ML model for BUS CURRENT sensor, we can under sample our 

data at time intervals equal to or greater than 0.8 seconds.  Choosing a sampling interval less 

than 0.8 second would not help because the raw data itself is available only at 0.8 sec interval 

and therefore may lead to missing of critical hidden patterns. Therefore, for the BUS 

CURRENT data, we choose to keep the sampling frequency at 1.0 second interval to reduce the 

overall number of samples and at the same time would not lead to missing of important patterns 

in the behaviour of BUS CURRENT parameter corresponding to the mode of satellite. 
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3.3.7 Trend and Seasonality Analysis 

 
Satellite telemetry data is in the form of a time series data. Any time series data can be 

decomposed into three elements namely, trend, seasonality and random variables. It can be 

mathematically represented as shown in equation 3.1 for additive time series. 

 

𝑋𝑡 = 𝑚𝑡 + 𝑠𝑡 +∈𝑡                   (3.1) 

Where 𝑚𝑡 represents trend, 𝑠𝑡 represents seasonality and 

∈𝑡 represents random variables 

 

Additive decomposition for identifying Trend, Seasonality and residuals is carried out for test 

case orbits and aggregate (all) orbits for different periods. The graphs are plotted and analyzed. 

The problem of choosing the right period while doing the seasonality and trend analysis for 

aggregate of all orbits was encountered. Hence the number of samples is calculated for each 

orbit to help in arriving at the right period.   The number of samples was minimum for orbit 

number 6836 and maximum for orbit number 6837. Based on this data, for aggregate orbits, the 

period was varied between 50 to 2500 to determine the seasonality and trend of data. 

 

Figure 3.10 depicts Trend and seasonality graphs for orbit 6613 and Figure 3.11 for orbit  6983. 

Figure 3.12 depicts trend and seasonality graph for period = 2000 for all orbits. 

 

 
Figure 3.10: BUS CURRENT 6613 Orbit- Trend and Seasonality Graph for Period=50 
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Figure 3.11: BUS CURRENT 6983 Orbit- Trend and Seasonality Graph for Period=50 

 

 

 
Figure 3.12: BUS CURRENT All Orbits- Trend and Seasonality Graph for Period=2000 

 

The period for all orbits has been varied from 50 to 2500 and the trend graph plotted as shown 

in Figure 3.13. Similarly, Figure 3.14 depicts seasonality graph for all orbits for varying periods 

from 50 to 2500. 
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Figure 3.13: BUS CURRENT All Orbits Trend Graph for Period=50,200,1000 and 2500 

 

 

 
Figure 3.14: BUS CURRENT All Orbits Seasonality Graph (Period=50,200,1000 and 2500) 

 

From Figure 3.10, for orbit 6613, there is a minor trend which is not so prominent, but a 

seasonality appears to exist. But for orbit 6983 (Figure 3.11) which is a payload orbit, the trend 

seems to exist along with seasonality. It can be seen from Figure 3.12 that for aggregate orbits, 

there is no trend. However, a strong seasonality can be seen to exist. The ‘trend’ for aggregate 

orbits is shown in Figure 3.13 for different periods namely 50, 200,1000, and 2500. Trend does 

not seem to exist in BUS CURRENT sensor, for varying periods. Seasonality for varying 
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periods as shown in Figure 3.14 for All orbits. The presence of strong seasonality was observed 

even when the period was varied. In essence, there is no trend, however a seasonality appears 

to exist in the BUS CURRENT sensor data.  

 

3.3.8 Stationarity Analysis  
 

In the time series data, stationarity is described as a phenomenon in which the statistical 

parameters do not vary as per time. The statistical parameters considered for establishing 

stationarity of time series data are mean, variance and auto correlation structure. Determining 

stationarity attains significance before building Machine Learning model as some statistical 

regression models like ARIMA, require the data to be stationary for any forecasting to be done.  

 

To carry out stationarity analysis of BUS CURRENT sensor data, four different methods were 

used as mentioned below: 

 

•  Histogram method 

• Rolling mean plot 

• Segmented Mean and Variance method 

• Augmented Dickey Fuller Test 

 

In histogram method, combined density cum rug plot were plotted for understanding the data 

distribution for the test case orbit and aggregate orbits. Figure 3.15 shows the Density cum rug 

plot for orbit 6613 and Figure 3.16 shows the Density cum rug plot for orbit 6983. Figure 3.17 

displays density cum rug plot for aggregate orbits. For orbit 6613, the density plot follows 

Gaussian like distribution whereas for orbit 6983, the distribution is non-Gaussian. Gaussian 

distribution tends to have no trends and the same can be inferred from density plot of orbit 6613. 

However, orbit 6983 and aggregate orbits tend to have non-Gaussian distribution that can be 

visualised from respective density plots.  Therefore, visually, it appears as orbit 6613 is 

Stationary and 6983 and aggregate orbits are stationary. 

 

Rolling mean plot is a visual method to check  if the mean is varying in a distribution [138]. A 

rolling mean plot gives a visual measure of whether the data is stationary or not. If the Rolling 

mean for given window size follows the contour of actual data, then it can be inferred that the 

data is stationary. Figure 3.18, Figure 3.19 and Figure 3.20 depicts the Rolling mean plot for 

orbit 6613, orbit 6983 and aggregate orbits for different window sizes.  
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Figure 3.15: 6613 Orbit- Density Plot 

 

 

 
Figure 3.16: 6983 Orbit- Density Plot 

 

 

 
 

Figure 3.17: All Orbits- Density Plot 
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Figure 3.18: BUS CURRENT Rolling Mean Plot of Orbit 6613 

 

 

Figure 3.19: BUS CURRENT Rolling Mean Plot of Orbit 6983 

 

It can be seen for orbits 6613, the rolling mean is changing for different window sizes (10 and 

20) implying that data is non-stationary but not changing for orbit 6983 implying that data is 

stationary. Similarly, rolling is mean is ballpark constant for aggregate orbits when window 

size is changed from 10 to 80 implying that the data here too, is stationary. 

 

However, statistically for the data to be stationary, The Mean (µ) and Variance (𝜎2) should 

remain unchanged for different lengths of data points. Therefore, the test case orbits and 

aggregate orbits have been split into two and three segments of equal length and their Mean and 

Variance values are recorded and shown in Table 3.6. 
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Hence, from summary statistics in Table 3.6, it appears that orbit 6613 is stationary but orbit 

6983 as well as aggregate orbits are non-stationary.  

 

 
Figure 3.20: BUS CURRENT Rolling Mean Plot of All Orbits 

 

 

Table 3.6: BUS CURRENT Segment Wise Mean and Variance Details 

Orbit Mean (µ) Variance (𝝈𝟐) 

 2 Segments 3 Segments 2 Segments 3 Segments 

6613 µ1= 0.729559 µ1=0.727242 𝜎1
2 =0.000049 

 

𝜎1
2 =0.000034 

µ2=0.733891 µ2=0.734392 𝜎2
2 =0.000040 

 

𝜎2
2 =0.000043 

 

-- µ3=0.733553 -- σ3
2 =0.000039 

 

6983 µ1=1.297882 

 

µ1=1.310739 𝜎1
2 =0.003318 

 

𝜎1
2 =0.000090 

µ2=0.991930 

 

µ2=1.293052 𝜎2
2 =0.084337 

 

σ2
2 =0.004848 

-- µ3=0.828862 -- 𝜎3
2 =0.047715 

 

All orbits µ1=0.864110 µ1=0.807719 𝜎1
2 =0.056858 𝜎1

2 =0.039824 

 

µ2=1.046017 µ2=1.027991 𝜎2
2 =0.083891 𝜎2

2 =0.075310 

 

-- µ3= 

1.029452 

-- σ3
2 = 

0.088250 

 

 

Further, ADF Test was conducted on test case orbits and aggregate orbits to determine 

stationarity of data. The results are given in Table 3.7. It can be seen that for orbit 6613, the 
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ADF statistic is greater than the 1%, 5% and 10% confidence interval and p-value is more than 

the confidence value implying that the time series data is non-stationary. This outcome is in 

direct contrast with the outcomes showcased by details of the segment wise Mean and Variance 

of Table 3.6. Similarly, for Orbit 6983, since the ADF statistic is more than the critical value 

confidence levels, the data is nonstationary. However, when the aggregate data of all orbits is 

considered, The ADF statistic is less than the critical value confidence levels implying that the 

data is Stationary.  

 

Table 3.7: BUS CURRENT Sensor-ADF Test Results 

Orbits ADF   

Statistic 

 

p value 

 

Critical Values 

 

Result 

1% 5% 10% 

6613 -2.254484 0.187068 -3.445

   

-2.868 

 

-2.570 

 

Time Series is    

Non-Stationary 

 

6983 -1.061755 0.730080 -3.445 

  

-2.868 

 

-2.570 

 

Time Series is    

Non-Stationary 

 

All 

orbits 

-7.057911 

 

0.00000 -3.431 -2.862 

 

-2.567 

 

Time Series is    

Stationary 

 

 

In summary, Table 3.8 indicates that outcomes of each of the four methods used for stationarity 

analysis, for test case orbits and all orbits  

 

Table 3.8: Results of Stationarity Analysis 

Method 6613 6983 All orbits 

Histogram Stationary Non-Stationary Non-Stationary 

Rolling Mean plot Non-Stationary Stationary Stationary 

Segment Wise Mean 

and Variance 

Stationary Non-Stationary Non-Stationary 

ADF Test  Non-Stationary Non-Stationary Stationary 

 

 

3.3.9 Imputation Methods - Comparative Analysis 
 

Every Satellite telemetry data would generally have missing values. These missing values can 

be dealt in two ways- drop the rows that have missing values or impute the missing values. 

Because of the temporal property of time series telemetry data, the method of imputation 

depends on the structure of data. For our work we have considered, imputation orbit wise. This 

is done to preserve the originality of data. Seven different imputation methods (front fill, back 

fill, linear, second order polynomial, third order polynomial, second order spline and third order 
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spline) were carried out for test case orbits and the results in terms of mean, std, percentiles and 

the latency of each method are calculated and tabulated. Figure 3.21 and Figure 3.22 represent 

the imputation graphs for orbit 6613 and orbit 6983 respectively. Similarly, Table 3.9 and Table 

3.10 contain the statistical details of various imputation methods for orbit 6613 and 6983 

respectively. 

 

 
Figure 3.21: BUS CURRENT Orbit 6613- Graphical Comparison of Imputation Methods 

 

 

 
Figure 3.22: BUS CURRENT Orbit 6983- Graphical Comparison of Imputation Methods 
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Figure 3.21 and Figure 3.22 shows that, imputation using Polynomial of 2nd or 3rd order follow 

the actual data contour. But statistically it can be seen from Table 3.9 and Table 3.10 those 

parameters like min, std, quartiles and max of Front fill and Back fill imputation methods lie 

close to the actual data. But the important parameter is the processing latency which is lowest 

for Back fill and Front fill. Hence Backfill imputation was chosen as the imputation method for 

filling the rows with missing values. 

 

Table 3.9: BUS CURRENT Orbit 6613-Statistical Comparison of Imputation Methods 

Param

eter 

Original  

data 

Front 

fill 

Back 

fill 

Linear Polynom

ial 2 

Polynom

ial 3 

Spline 

2 

Spline 

3 

Count 113 457 458 458 458 458 458 458 

Mean 0.732345 0.73240

3 

0.7324

43 

0.7324

28 

0.732426 0.732397 0.7323

75 

0.7323

78 

Std 0.007213 0.00706

1 

0.0071

2 

0.0063

2 

0.00 

733 

0.00 

7481 

0.00 

476 

0.00 

480 

Min 0.718 0.718 0.718 0.718 0.7109 0.718 0.710 0.718 

25% 0.728 0.728 0.728 0.728 0.7271 0.727 0.729 0.728 

50% 0.731 0.734 0.731 0.732 0.7329 0.732 0.734 0.733 

75% 0.739 0.739 0.739 0.737 0.7382 0.738 0.735 0.735 

Max 0.747 0.747 0.747 0.747 0.755 0.755 0.747 0.747 

Latenc

y(sec) 

NaN 0.00199 0.0019

9 

0.0019

9 

0.00 

200 

0.00 

300 

0.0020

0 

0.0020

0 

 

 

Table 3.10: BUS CURRENT Orbit 6983-Statistical Comparison of Imputation Methods 

Paramete

r 

Origin

al data 

Front 

fill 

Back 

fill 

Linea

r 

Polynom

ial 2 

Polynom

ial 3 

Spline 

2 

Spline 

3 

Count 113 458 456 458 456 456 458 458 

Mean 1.1536

8 

1.1480

33 

1.144

95 

1.145

58 

1.14740 1.14739 1.147

9 

1.147

31 

Std 0.2532 0.256 0.257 0.256 0.256 0.256 0.234 0.235 

Min 0.723 0.723 0.723 0.723 0.711 0.7132 0.562

6 

0.533

8 

25% 0.881 0.734 0.734 0.733 0.734 0.734 0.99 1.012 

50% 1.309 1.309 1.309 1.307 1.307 1.307 1.285 1.289 

75% 1.315 1.315 1.315 1.313 1.313 1.313 1.319 1.317 

Max 1.3144 1.3144 1.314

4 

1.314

4 

1.352 1.350 1.351 1.344 

Latency(s

ec) 

NaN 0.0019

9 

0.001

99 

0.001

99 

0.00 

200 

0.00 

300 

0.002

00 

0.002

00 
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3.3.10  Autocorrelation Function (ACF) and Partial Auto Correlation 

Function (PACF)  

 
Forecasting Time-Series models require data to be stationary [13]. Auto Regression Models 

like Auto Regressive Integrated Moving Average (ARIMA) imbibe auto correlation measures 

in which the current value of an observation is predicted based on its dependency on a few past 

observations. For such kind of applications, Auto correlation and Partial Auto Correlation offer 

the measure of correlation between two values in the time series. The presence of auto 

correlation indicates that past observations influence present values.  ACF plots help us to 

determine whether we can use Auto Regression (AR) model for forecasting the data or not and 

PACF plots help us to choose the order of the AR model. For the BUS CURRENT sensor data, 

we have plotted ACF and PCF plots to determine the viability of employing AR models and 

also for determining the order of the model.  

 

 

 
Figure 3.23: BUS CURRENT-ACF Plot of Orbit 6613 

 

 

The ACF plot of orbit 6613, 6983 and Aggregate (all) orbits for lags of, 10, 20, 50 are shown 

in Figure 3.23, Figure 3.24 and Figure 3.25 respectively. For orbit 6613, the Pearson ACF 

coefficient is high for a lag of 1 and the subsequent correlations are not significant. Also, as 

number of lags increases the value of correlation coefficient diminishes slowly towards zero 

indicating that the data is non-stationary. Similarly for orbit 6983 shown in Figure 3.24, the 
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correlation values decline to zero gradually indicating the data is non-stationary which is 

coinciding with results obtained in ADF test. However, for orbit 6983, The shorter lags have 

larger positive correlation values because samples which are closer in time tend to have 

resemblance and taper off slowly as the lags increase. This indicates the presence of a trend in 

the data which is again in consonance with the observation of trend analysis for orbit 6983 in 

Figure 3.11. When it comes to the aggregate orbits, it has already been established that data is 

stationary. For stationary data, the autocorrelation value decline to non-significant levels 

rapidly which is seen from Figure 3.25. 

 

 
Figure 3.24: BUS CURRENT-ACF Plot of Orbit 6983 

 

PACF Plots for orbits 6613,6983 and aggregate orbits are shown in Figure 3.26, Figure 3.27 

and Figure 3.28 respectively. For Orbit 6613 and aggregate orbits, the significant Partial Auto 

correlation term is at lag 1, indicating an Auto Regressive term of order 1 whereas for orbit 

6983, the significant terms are at first two lags, indicating the order of AR term to be 2. 
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Figure 3.25: BUS CURRENT-ACF Plot of Aggregate Orbits 

 

 
Figure 3.26: BUS CURRENT-PACF Plot of 6613 Orbit 
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Figure 3.27:BUS CURRENT-PACF Plot of 6983 Orbit 

 

 
Figure 3.28: BUS CURRENT-PACF Plot of Aggregate Orbits 

 

3.4 Chapter Conclusion 

 
This chapter presents the data preprocessing and univariate exploratory data analysis of BUS 

CURRENT sensors telemetry data.  This sensor plays a critical role in various modes of 

operation of satellite and can act as general representative of the overall health of the satellite. 

Three sperate cases were considered for the entire analysis with two test case orbits representing 
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payload off orbit (6613) and payload on orbit (6983) conditions and third case being the 

aggregate orbits (all orbits).   As part of data preprocessing, statistical structure of data for 41 

orbits was analysed. Subsequent analysis of missing values revealed that 75% values were 

missing. Therefore, instead of discarding the missing values, imputation of the values was 

resorted. Trivial outliers were analysed and since they were only 37 outliers they were dropped. 

As a next step, sampling frequency was analysed, and it was observed that BUS CURRENT 

was sampled at 0.8 seconds interval. To reduce the number of samples, this was up sampled to 

1 second interval. 

 

Additive and Multiplicative decomposition-based trend and seasonality analysis was carried. 

During the seasonality and trend analysis, orbit 6613 revealed no trend but had seasonality 

whereas orbit 6983 has both trend and seasonality. For all orbits, when the period was varied, 

presence of seasonality and absence of trend was observed. This is important to understand 

whether data is cyclic in nature or not.  

 

Stationarity analysis was carried using four methods namely histogram method, rolling mean 

method, segmented mean method and ADF test to ascertain whether data can be used for 

building forecasting models like ARIMA.   Results of ADF test were taken into cognisance 

because it is a statistical test.  

 

Seven different imputation methods namely front fill, back fill, linear, polynomial second order, 

polynomial third order, second order spline and cubic spline were considered and the statistical 

parameters obtained by each method are calculated and tabulated. Latency of front fill and back 

fill methods were least with other parameters remaining almost same as that of other methods. 

Hence, backfill method was used for imputation of missing values.  

 

Lastly, Autocorrelation (ACF) and Partial Auto Correlation (PACF) plots were generated to 

ascertain the suitability of data for auto regression models and also for determining the order of 

model.  Negligible ACF and PACF existed for orbit 6983 and all orbits indicating that 

employment of this data for auto regression models would not be effective.  
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Chapter 4 
 

MACHINE LEARNING MODELS FOR 

IDENTIFICATION OF POINT 

ANOMALIES 
 
This chapter deals with identification of point anomalies using various machine learning 

models. Four types of point anomalies are defined and data corresponding to these point 

anomalies is ingested. Various ML models are trained, and the performance metrics are 

compared for the various models being built for determining the best ML model.  

 

4.1 Point Anomalies in Satellite Telemetry 
 

Anomaly identification in satellite health keeping data was done earlier by using                 model-

based and rule-based methods. However, satellites being unique pieces of design engineering, 

deriving mathematical models and rules is a complex and time intensive process. Therefore, 

data driven methods gained prominence owing to an increase in computational power and 

memory capacity. Initially model-based and rule-based models were used; however, deriving 

theoretical models and rules for complex systems can be a complicated task. With the recent 

growth of computational power, memory capacity and sensor technology, data-driven methods 

like machine learning and statistical models gained more attention and proved to be more 

effective [140]. Hence, for identification of anomalies Machine Learning (ML) can be 

employed. Anomalies in satellite health keeping data manifest in different forms. A salient 

classification is of point, contextual and collective anomalies as explained already in Chapter 

1.  A point anomaly is one in which a single or a group of data instances are deviant when 

compared to the rest of data. A contextual anomaly appears as deviant when the context of 

observation is taken into account [141]. Hence, it can be concluded that a point anomaly stands 

out on its own as an anomaly when compared with its neighboring instances even if the context 

is not considered.  

 

4.2 Description of Point Anomalies 
 

Point anomalies may appear in different patterns, each being identified with their own 

characteristics and signature. For the purpose of this work, we have considered four main types 
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of point anomalies that are most likely to occur in the sensor telemetry data of satellite sub 

systems. The four types of point anomalies used for this work are zero or null anomaly, out of 

limit anomaly, drift and spike anomaly. A normal output of a sensor is given by equation 4.1 

 

𝑆𝑛 = 𝑓(𝑡) +  ƞ                            (4.1) 

 

Where ƞ is the noise in output and 𝑓(𝑡) is the output at time t. In real life scenarios there is 

always a noise associated with the output of sensor. A brief description of the four types of 

anomalies considered for this work is given below: 

 

4.2.1 Stuck Anomaly -Zero or Null Anomaly 

 
 A stuck anomaly is one in which the sensor output gets latched to a fixed value [142] as shown 

in Figure 4.1. This may occur due to variety of reasons including out of range values, data 

corruption in the links, sensor output stuck memory latching etc. A zero anomaly is a special 

case of a stuck anomaly in which the sensor gives null readings or zero as the value of reading 

is used in this work for detection by ML models.  A stuck anomaly can be persistent or transient 

and is represented by equation 4.2. 

 

                         𝑆𝑛 = 𝐴                                       (4.2) 

Where  A is a constant. 

 

 
Figure 4.1: Depiction of Stuck Anomaly of Sensor 

 

 

4.2.2 Out of Limit Anomaly  

 
This is a special case of anomaly which may manifest itself as a fault. The limits of dynamic 

operation are pre-set for each system. If a sensor value lies out of these limits, then it is called 

Out of Limit anomaly. All the values that lie beyond the upper and lower limits are out of limit 
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anomalies. A sample scenario of out of limit anomaly is shown in Figure 4.2. The upper limit 

is 1.5 and lower limit is 0.5 for this sensor and the red dots indicate anomalous samples lying 

beyond these limits. Mathematically, an out of limit anomaly is represented by equation 4.3 

 

               𝑆𝑛 = 𝑓1(𝑡) +  ƞ                        (4.3) 

Where |𝑓1(𝑡) +  ƞ| > UL and |𝑓1(𝑡) +  ƞ| < LL 

[UL=Upper Limit and LL=Lower Limit] 

 

 
Figure 4.2: Depiction of Out of Limit Anomaly of Sensor 

 

 

4.2.3 Drift Anomaly 

 
Drift anomalies are those that result in a gradual deviation of the sensor values (often in a linear 

fashion) from their immediate neighborhood values. In Figure 4.3, the gradual ramping (can 

also be ramping down) of the signal from T1 to T2 indicates a drift anomaly. If the T2-T1 is 

small then it is called as aggressive drift and if T2-T1 is large, then it is known as progressive 

drift. Mathematically, drift fault is given by equation 4.4. 

 

𝑆𝑛 = 𝑓(𝑡) +  ƞ + 𝑖(𝑡)             (4.4) 

Where 𝑖(𝑡) =  𝑖(𝑡 − 1) + Ɵ         [Ɵ = constant] 

 

If Ɵ is negative, then the sensor output ramps down, if it is positive, then the sensor output 

ramps up. 
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Figure 4.3: Depiction of Drift Anomaly of Sensor 

 

 

4.2.4 Spike Anomaly 

 
These are anomalies in which the instantaneous value of sample increases rapidly and settles 

down. This occurs periodically there by creating a spike train. Also, as the time progresses the 

distance between subsequent spikes may decrease indicating a mal-functioning of the system 

or the sensor under consideration as shown in Figure 4.4. Mathematically, if τ is the time 

interval at which the spikes occur in a sensor output, then equation 4.5 represents the spike 

anomaly [143]. 

 

𝑆𝑛 = 𝑓(𝑡) + ƞ + 𝛼(𝑡)    ∀t = n × τ,                               (4.5) 

         𝑓(𝑡) + ƞ;                otherwise, n = {1, 2, 3, . . .}, τ ≥ 2 

 

 
Figure 4.4: Depiction of Spike Anomaly of Sensor 
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4.3 Methodology 

 

4.3.1 Tools and Programming Language 
 

Anaconda with Jupyter notebook was used for code development and data sharing as a data 

science platform. Python was used as the programming language. The libraries used were 

pandas, sklearn, numpy, pickle, and time. For visualization, matplotlib and seaborn were used. 

 

4.3.2 Data set 
 

The data set used is a univariate data set since point anomalies of independent sensor were to 

be identified. For the purpose of this work, BUS CURRENT sensor data of a Low Earth Orbit 

satellite was considered. Data from 41 orbits extending over a period of 28 days were taken. 

Exploratory Data Analysis was performed on the data which was explained previously in 

Chapter-3. A total of 21200 samples of data was considered with a mean value of appx 500 

samples per orbit.  

 

The sampling frequency of the BUS CURRENT sensor was 0.8 seconds. This was under 

sampled to 1 second interval to reduce the number of samples. As per the Parameter Identifier 

(PID) Directory and Operations manual [137] of the satellite, the values which the BUS 

CURRENT sensor can take were in the dynamic range of 0.50 to 1.50 Amps. Any values that 

would lie out of this range would constitute as faults or out of limit anomalies during normal 

operational modes. The satellite would have payload mode of operation and non-payload mode 

of operation. During the payload mode the nominal value of BUSCURRENT lies in the vicinity 

of 1.3 Amps whereas non-payload mode, the BUS CURRENT value lies in the neighbourhood 

of 0.7 Amps. 

 

4.3.3  Injection of Point Anomalies 
 

The BUS CURRENT data has been cleansed of noise and trivial outliers and is therefore a clean 

data set devoid of any anomalies. The actual satellite telemetry data had no anomalies. Hence, 

to introduce anomalies we have created synthetic anomalies that represent each of the four 

anomalous situations as mentioned in Section 4.2 previously. This is due to the fact that the 

anomalous samples are very scarce in actual satellite telemetry data and there is a lack of 

anomaly data sets of satellite telemetry corresponding to this satellite.  Table 4.1 indicates the 

testing and training data sets for each of the anomalies and the contamination levels for each of 
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the anomaly. A representative density rug plot depicting contaminated BUS CURRENT for 

zero or null anomaly is shown in Figure 4.5 for reference. 

 

The benefits accrued by introducing anomalies in clean data are diverse. For instance, the actual 

detection accuracy of the ML models for various anomalous conditions can be determined 

without affecting the real system in orbit. Different anomaly scenarios can be simulated, and 

responses can be calculated.  

 

Table 4.1: Point Anomalies- Anomaly Contamination Levels of Training and Test Data 

Anomaly Training 

data 

samples 

Anomalo

us 

samples 

Contami

nation 

level 

Testing 

data 

samples 

Anomalous 

samples 

Contamin

ation level 

Stuck 14800 37 0.25 7400 37 0.5 

Out of Limit 14800 30 0.20 7400 74 1 

Drift 14800 74 0.5 14800 74 0.5 

Spike 14800 60 0.4 7400 59 0.8 

 

 

 

Figure 4.5: BUS CURRENT_ Density Rug Plot with Contaminated Zero Anomaly 

 

4.3.4 Model Training 

 
Two major Machine Learning approaches have been adopted for identifying the point 

anomalies. The approaches used are as follows: 
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• Classification approach 

• Deep Learning approach 

 

Under each of these approaches, different algorithms have been tested for their efficacy in 

identifying the anomalies in the data set. The different approaches used along with the 

algorithms are given in Table 4.2 

 

The confusion matrix and the classification report for each of the models for different anomalies 

have been calculated. The Receiver Operating Characteristic (ROC) curves for a few of the 

models also have been plotted. The classification parameters are compared for identifying the 

best/optimal ML algorithm for identification of each type of anomaly. 

 

Table 4.2: Point Anomalies: Approaches and Algorithms Used for Modelling 

Approach Algorithm Remarks 

Classification 

(Supervised 

Learning) 

Logistic Regression Linear classifier 

Naïve Bayes Probabilistic Classification 

Support Vector Machines Kernel based classification 

(Gaussian kernel) 

Decision Tree Parametric classification 

k-NN Distance based classifier 

Deep Learning Artificial Neural Network Kera’s classifier 

 

 4.3.5 Hyper Parameters of Algorithms for Model Building 
 

As given in Table 4.2, different algorithms have been considered for building models. For each 

algorithm, to select among the best hyperparameters, a Grid search was performed. The best 

parameters were selected for building the model through grid search. Each algorithm’s hyper 

parameters and their description are described below: 

 

• Logistic Regression:   In logistic regression we have to tune three main parameters 

namely- solver, penalty and regularization strength.  While building our model, we have 

chosen the solver as ‘Liblinear’ which uses coordinate descent algorithm. ‘Liblinear’ 

solver was used as it is well suited for smaller or high dimension data sets.  

 

The ‘penalty’ parameter is used for regulating the over fitting of model. For the purpose 

of grid search, we have selected ‘L1’ and ‘L2’ as the penalty functions.  
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The regularisation strength works in conjunction with penalty for regulating over 

fitting. We have chosen regularization strength coefficients to be in the set of {0.2,0.3, 

0.4, 0.5,0.6,0.7,0.8,0.9,1,2,3,4,5,6,7,8,9,10}. Grid search was then performed and 

appropriate best values were selected where ‘accuracy’ was selected as the figure of 

merit. 

 

• k-NN:   In Nearest neighbour approach, the important hyperparameters are the ‘number 

of neighbours’ (neighbours) and the ‘weights’ parameter and finally the ‘metric’ 

parameter. The parameter neighbours generally take odd numbers and specifies the 

number of neighbours to be considered while classifying a new instance. There is no 

fixed rule for selecting the number of neighbours. Hence for this paper we have 

considered a set of values {3, 5,11,19} and performed a grid search using the training 

data set.  

 

For calculating the distance between the selected neighbours, the ‘metric’ parameter is 

used. Three different metrics can be used namely, Manhattan, Minkowski and 

Hamming distance. For the purpose of this paper, Minkowski is used as a measure 

which is given by equation 4.6 

 

             ||𝑢 − 𝑣||𝑝 = {(∑ |𝑢𝑖 − 𝑣𝑖|𝑝)1/𝑝 }.   { (∑ 𝑤𝑖|𝑢𝑖 − 𝑣𝑖|
𝑝)

1

𝑝}                       (4.6) 

 

Where u and v are two points (in the form of 1-D arrays) between whom the distance 

is to be computed. p is a parameter that takes value between 0<p<1 and w is the weights 

for each value   in u and v.  

 

Lastly, the ‘weight’ parameter is used for smoothing out the effects of the number of 

neighbors. If k is too small, then the algorithm may be sensitive to outliers and large 

value of k may include data points from nearby classes. Hence, points which are closer 

to a given data instance are given more weights compared to points that are further. 

For the purpose of this paper, we chose ‘distance’ option in place of ‘uniform’ where 

in data points closer are assigned more weights. 

 

• Naive Bayes:   Naïve Bayes classifier assumes the features are independent in a large 

data set. Though this presumption is not true for any data set, it makes Naïve Bayes 

classifier the best candidate for large data sets due to its quick learning time. However, 

for this work, feature independence is present due to consideration of a single variable. 



86 
 

Also, essentially there are no significant hyperparameters that are required to be tuned 

for a naïve Bayes classifier. For this paper, we have considered Gaussian Naïve Bayes 

classifier which assumes the input features follow a normal distribution. Gaussian 

Naïve Bayes is considered because the variable BUS CURRENT is continuous. The 

conditional probability thus is given by equation 4.7. 

 

𝑃(𝑥𝑖|𝑦) = (
1

√2𝜋𝜎𝑦
2
) exp(−

(𝑥𝑖−𝜇𝑦)
2

2𝜎𝑦
2 )              (4.7) 

 

‘Grid search CV’ has been performed on Naïve Bayes with training data set to 

determine the optimal fit. 

 

• Support Vector Machines: SVMs are kernel-based classifiers. The kernel function 

separates a non-linear input space into a linearly separable feature space. Hence the 

main hyperparameter is the kernel function. In this work, Radial Basis Function (RBF) 

has been used. Mathematically RBF is given by equation 4.8. 

 

𝐾(𝑋1, 𝑋2) = exp(−
||𝑋1−𝑋2||

2

2𝜎2 )           (4.8) 

 

Where 𝜎2 is the variance and ||𝑋1 − 𝑋2|| is Euclidean distance between two points X1 

and X2. 

 

Along with kernel parameter, two more parameters ‘C’ and ‘gamma’ are to be decided. 

‘C’ is the penalty parameter which defines the amount of penalty for each misclassified 

point. If value of C is less, then the penalty of misclassification is less thereby reducing 

the accuracy. If C value is large, SVM reduces the margin width of hyperplanes so as 

to reduce the number of misclassifications. If the data points are almost similar, a low 

value of gamma indicates that most of these points would be grouped together. On the 

other hand, a large gamma requires the data points to be really close to be classified 

into same group. For the purpose of our work, we have considered C in the range of 

{0.001, 0.01, 0.1, 1, 10} and gamma in the range of {0.001,0.01,0.1,1}. These values 

have been given as input parameters for Grid search CV to arrive at optimal 

parameters. 
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• Decision Trees: A Decision Tree is a supervised learning algorithm. Decision tree 

starts with a root node and splits into decision nodes. During splitting, the ‘criterion’ 

parameters is used to measure the quality of split decision. Criterion parameters can 

take any two options- entropy or Gini. Entropy is a measure of uncertainty whereas 

Gini is a measure of impurity. If all training samples are of same class, then that node 

is said to be pure. Entropy is given by the equation 4.9. 

 

𝐸(𝑆) =  −𝑝+ log  (𝑝+) − 𝑝−log (𝑝−)           (4.9) 

 

For the purpose of Grid search we have selected criterion set to consist of both entropy and 

Gini. 

 

The parameter min_samples_split specifies the minimum number of samples required to split 

an internal node. For the grid search we have selected a set of {2,3,10}. 

 

The parameter min_samples_leaf specifies that a leaf node should possess. For grid search, we 

have used a set {1,3,10}. 

 

The parameter max_features specify the max number of features at each split that need to be 

considered. For grid search we have selected a set of {1,3,10} 

 

• Random Forest:  Random Forest is considered as an ensemble of Decision Trees. 

Hence most of the hyper parameters are also similar as that of Decision Trees. In 

addition to those of decision tree, we have ‘n_estimators’ parameter which specifies 

the number of trees that are to be considered for optimal performance. For grid search 

we have selected the set as {100,300}. 

 

• Artificial Neural Network.   ANNs fall under the deep learning paradigm of Machine 

Learning algorithms.  In ANNs the data is fed to the input layer then the hidden layers 

and finally emerges out of the output layer. The important hyper parameters are 

activation function, optimiser, batch size and epoch. 

 

The activation function decides how the input data for each layer would be processed 

for giving the output values or in short activation function converts linear outputs to 

non-linear outputs. These output values are further passed down as input value for the 

next layer. For this work, we used ReLU (Rectified Linear Unit) and Sigmoid as 
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activation functions for the Grid Search CV which are given by equations 4.10 and 

4.11 respectively. 

 

𝑅(𝑧) = max(0, 𝑧)                                              (4.10) 

 

𝜎(𝑧) = 1/(1 + 𝑒−𝑧)                                          (4.11) 

 

The ‘optimizer’ parameter is used for changing the learning rate and weights of 

neurons in any layer so as to achieve minimum loss and maximum accuracy. For this 

work, we have chosen, ‘Adam’ and ‘RMSprop’ as the optimizer functions.  

 

The hyper parameter ‘batch size’ defines how the training data would be split into the 

lengths as defined by batch size parameter. The samples in these sizes are fed as input 

to algorithm.  

 

An epoch is the number of times the entire data set is passed through the neural 

network. For this work, we have chosen a batch size of ‘5’ and epoch of ‘100’. 

 

4.3.6 SMOTE Tomek Links for Imbalanced Data sets 
 

As previously described, due to lack of anomalous data in actual telemetry, synthetic anomalies 

were injected into data as per set contamination levels. The contamination values in               

Table 4.1 depict that the anomalous samples are minority compared to benign values. This is 

done purposefully to mimic the real-world satellite telemetry data where the anomalous samples 

are always in minority. In classification problems, this results in imbalanced data set problem 

in which the model tends to learn only majority class patterns and ignores minority class. This 

aspect plays an important role in minority class detection issues like anomaly detection. 

 

 A popular approach for imbalanced data sets is Synthetic Minority Over Sampling Technique 

(SMOTE) [144]. SMOTE does over sampling of minority class based on Euclidean distance of 

each data set from its nearest neighbors from minority class.  In other words, the majority class 

samples that is closet to minority class data is removed [145]. Tomek links on the other hand 

under samples the majority class data. This method also employs the distance as its measure for 

selecting the pair of samples from majority and minority class that satisfy the given distance 

criterion. 
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‘SMOTE Tomek link’ has been used for dealing with imbalanced data sets. To check the 

efficacy of ‘SMOTE Tomek Link’, the models were trained using with and without ‘SMOTE 

Tomek’ and the classification reports were obtained. 

 

4.4 Results  
 

The classification reports for each model and for each anomaly is given below tables.            

Table 4.3 is for stuck or zero anomaly, Table 4.4 is for spike anomaly, Table 4.5 is for drift 

anomaly and Table 4.6 is for out of limit anomaly respectively. F1 score is used as the figure 

of merit since this being a classification problem in supervised learning. The following notation 

is used in all the tables for different parameters: 

 

Algorithm=Algo, LR=Logistic Regression, k-NN= k-Nearest Neighbors, GNB=Gaussian 

Naïve Bayes, SVM=Support Vector Machines, DT=Decision Trees, RF=Random Forest, 

ANN= Artificial Neural Network, TN=True Negatives, TP=True Positives, FP=False positives, 

TP=True Positives, A=Accuracy, P=Precision, R=Recall, F1=F1 Score, Time=T, ST=SMOTE 

Tomek Link 

 

Table 4.3: Classification Report for Zero Anomaly 

For Anomaly data 

Zero Anomaly 

Algo TN TP FN FP F1  A P R T 

(sec) 

ST 

LR 7326 74 0 0 1 1 1 1 5.2060 X  

7319 74 0 7 0.95 1 0.91 1 2.3409 √ 

k-NN 7326 30 44 0 0.58 0.994 1 0.41 0.6777 X 

7326 30 44 0 0.58 0.994 1 0.41 5.3710 √ 

GNB 7326 46 28 0 0.77 1 1 0.62 1.10 X 

7326 56 18 0 0.86 1 1 0.76 3.657 √ 

SVM 7326 29 45 0 0.56 0.993 1 0.39 187.97 X 

7326 29 45 0 0.56 0.993 1 0.39 190.34 √ 

DT 7326 30 44 0 0.58 0.994 1 0.41 5.0097 X 

7326 30 44 0 0.58 0.994 1 0.41 1.0054 √ 

RF 7320 74 0 6 0.96 1 0.93 1 27.103 X 

7326 30 44 0 0.58 0.994 1 0.41 32.144 √ 

ANN 7326 74 0 0 1 1 1 1 688.74 X 

7326 0 74 0 0 .0999 0 0 1222.2 √ 
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Table 4.4: Classification Report for Spike Anomaly 

For Anomaly data 

Spike Anomaly 

Algo TN TP FN FP F1  A P R T 

(sec) 

ST 

LR 7251 37 0 112 0.4 0.98 0.25 1 5.8535 X 

7201 37 0 162 0.31 0.98 0.19 1 2.9218 √ 

k-NN 7354 0 37 9 0 0.99 0 0 4.9429 X  

7363 37 0 0 1 1 1 1 1.52 √ 

GNB 7321 37 0 42 0.64 0.99 0.47 1 4.0256 X  

7316 37 0 47 0.61 0.99 0.44 1 3.8895 √ 

SVM 7363 0 37 0 0 0.995 0 0 157.98 X 

7363 0 37 0 0 0.995 0 0 163.48 √ 

DT 7363 37 0 0 1 1 1 1 5.0130 X 

7363 37 0 0 1 1 1 1 1.2661 √ 

RF 7363 37 0 0 1 1 1 1 26.219 X 

7363 37 0 0 1 1 1 1 35.295 √ 

ANN 7363 0 37 0 0 0.997 0 0 885.85 X 

7363 0 37 0 0 0.995 0 0 1040.66 √ 

 

 

Table 4.5: Classification Report for Drift Anomaly 

For Anomaly data 

Drift Anomaly 

Algo TN TP FN FP F1  A P R T (sec) ST 

LR 14726 70 4 0 0.97 1 1 0.95 17.01 X 

14611 34 40 115 0.3 0.99 0.23 0.46 16.74 √ 

k-NN 14726 74 0 0 1 1 1 1 16.6 X 

14726 74 0 0 1 1 1 1 11.52 √ 

GNB 14726 70 4 0 0.97 1 1 0.95 8.23 X 

14645 74 0 81 0.65 0.99 0.48 1 4.31 √ 

SVM 14726 74 0 0 1 1 1 1 269.27 X 

14726 74 0 0 1 1 1 1 262.38 √ 

DT 14726 74 0 0 1 1 1 1 2.52 X 

14585 74 0 141 0.51 0.99 0.34 1 22.17 √ 

RF 14597 74 0 129 0.53 0.99 0.36 1 45.80 X  

14585 74 0 141 0.51 0.99 0.34 1 92.94 √ 

ANN 14711 74 0 15 0.91 .0998 0.83 1 954.32 X 

14726 0 74 0 0 0.996 0 0 1030.29 √ 
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Table 4.6: Classification Report for Out of Limit Anomaly 

For Anomaly data 

Out of Limit Anomaly 

Algo TN TP FN FP F1  A P R T (sec) ST 

LR 7341 0 59 0 0 0.99 0 0 9.04 X 

3402 42 17 3939 0.02 0.47 0.01 0.71 24.27 √ 

k-NN 7341 10 49 0 0.29 0.99 1 0.17 3.66 X 

7341 10 49 0 0.29 0.99 1 0.17 21.36 √ 

GNB 7341 0 59 0 0 0.99 0 0 3.66 X 

6436 44 15 905 0.09 0.88 0.05 0.75 7.57 √ 

SVM 7341 49 10 0 0.29 0.993 1 0.17 253.78 X 

7341 49 10 0 0.29 0.993 1 0.17 244.867 √ 

DT 7341 52 7 0 0.94 1 1 0.88 12.62 X  

7341 49 10 0 0.29 0.99 1 0.17 9.5 √ 

RF 7341 52 7 0 0.94 1 1 0.88 62.0 X 

7341 17 42 0 0.45 0.99 1 0.29 164.91 √ 

ANN 7341 0 59 0 0 0.995 0 0 1349.87 X 

7341 0 59 0 0 0.995 0 0 1272.89 √ 

 

The ROC Curve for Logistic Regression Model for zero anomaly is given in Figure 4.6 The 

Cluster visualisation graph of k-NN model for spike anomaly is given in Figure 4.7. The 

decision tree graph for drift anomaly is given in Figure 4.8. 

 

 

Figure 4.6: ROC Curve for LR Model for Zero Anomaly 
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Figure 4.7: Spike Anomaly-NN Cluster Visualization 

 

 
Figure 4.8: Drift Anomaly- Decision Tree Flow Visualization 

 

4.5 Discussion of Results 

 
The following discussions can be drawn based on the observed results: 

 

• For Zero anomaly, Logistic Regression and ANN had an F1 score of 1, both for 

unbalanced data set. The use of balanced data set for stuck anomaly yielded inferior 

performance.   In terms of latency, ANN consumed 688.74 seconds whereas LR 

consumed only 5.2 seconds thus making LR having 132% faster convergence time than 

ANN. 

 

• For spike anomaly, decision tree and random forest classifiers both with and without 

data set balancing offered best performance with a F1 score of 1. Additionally, distance-

based classifier k-NN with data set balancing offered superior performance. In terms of 
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latency, RF had maximum latency of 35.295 sec whereas DT had just 1.26 seconds of 

convergence time, both with balanced data sets. 

 

• For drift anomaly, SVM and k-NN both with balanced as well as unbalanced datasets 

have shown good performance. Decision tree also showed good performance with an 

F1 score of 1 but only with an unbalanced dataset. In terms of latency, SVMs had largest 

latency of 269.27 seconds whereas DT had lowest latency of 2.52 seconds. 

 

• The out-of-limit anomaly depicts the currently used threshold logic for identifying 

faulty conditions in spacecraft sensor data. Again, decision tree (DT) and random forest 

(RF) offered best performance both for unbalanced dataset with RF having a latency of 

62 sec whereas DT having 12.6 seconds. 

 

• Overall, decision tree models were able to identify three type of point anomalies 

whereas random forest and k-NN were able to identify two types of anomalies. ANN, 

logistic regression and SVM were able to identify one each type of point anomalies. 

 

• DT had an average latency of 5.35 seconds and average F1-score of 0.98. RF had an 

average latency of 41.17 seconds and average F1 score of 0.98. k-NN had an average 

latency of 9.06 seconds with an average F1 score of 1. ANN had average latency of 

688.74 seconds, LR 5.2 seconds, SVM 265.85 seconds.  

 

• DT models have exhibited superior performance in terms of latency and have been on 

average 7.69 times faster than RF models, 1.69 times faster than k-NN models for a 

marginal increase in F1 score from 100% (k-NN) to 98%. Also, DT models are 

significantly faster than ANN models with an average better performance of 128.7 times 

faster. Therefore, in summary, the latency performance of Decision Tree models is 

superior among all other models with an average F1 score of 98%. 

 

• With respect to zero anomaly, random forest and gaussian naïve Bayes models showed 

moderate performance with F1 scores of 0.96 and 0.86 respectively. For drift anomaly, 

naïve Bayes has given a F1 score of 0.97 whereas ANN has given a max F1 score of 

0.96. The inferior performance of ANN may be attributable to the smaller training and 

test data set size for all type of anomalies. 
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4.6   Issues to be Considered during Synthetic Injection of Anomalies 

 
In the above sections, anomalies were injected through synthetic data as the current data set did 

not contain any point anomalies. However, certain key challenges are to be considered while 

injecting synthetic anomalous data for training of ML models. Few of them are listed below: 

• Diversity Issue in Anomalies:  The synthetic anomalies are to be diverse enough. If 

they are not diverse, the If the synthetic anomalies are not diverse enough, the model 

might only learn to detect a specific type of anomaly and may miss other probable 

anomalies or deviations. 

• Non-Real-World Patterns:   If synthetic anomalies do not represent real world 

situations, then the models tend to learn non-real-world patterns which seldom occur in 

real world systems. This may lead to ML models entirely missing detection of the real-

world anomalous patterns. 

• Overfitting of Models:   Contamination levels of injected anomalies play a significant 

role. If synthetic anomalies are heavily injected, the models tend to bias towards 

detecting only those anomalies and may fail to detect other potential anomalies.  

• Amplification of Data Bias Problem: In some cases, where the original data set is 

inherently biased towards anomalous pattern, synthetic anomalies can further amplify 

the bias if the synthetic data mimics or emulates the biased pattern.  

The above-mentioned issues are to be carefully considered when injecting synthetic anomalies. 

Measures like generation of anomalous data, which is close to real world patterns, careful 

selection of contamination levels, data augmentation strategies, balancing of data set to 

overcome bias problems etc. are to be adopted to circumvent above issues. SMOTE technique 

employed in Section 4.3.6 takes care of these issues. 

4.7 Chapter Summary 
 

In this Chapter, four different anomalous conditions, namely stuck, spike, drift and out-of-limit 

anomaly which frequently occur in satellite health keeping data have been synthetically injected 

into BUS CURRENT sensor of EPS of a LEO satellite. The test and training data sets have 

been prepared for varying contamination levels ranging from 0.2% to 1%. Since the training 

and test data have anomalous class samples in minority, SMOTE Tomek Link method was used 

for making the unbalanced data sets to balanced sets. Seven different supervised ML 

classification modelling approaches namely logistic regression using linear classifier, naïve 

Bayes based probabilistic classification, support vector machines using gaussian kernel, 
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decision tree based parametric classification, distance-based classification using k-NN. A deep 

learning-based classification was also implemented using Kera’s based classifier which have 

been used for training models. Each of the models was used for inferencing using the test data 

separately using a balanced test data (using SMOTE Tomek links) and unbalanced test data to 

compare the performance. Classification report along with classification metrics for each of the 

iterations along with the model building times were tabulated. 

 

Logistic Regression and ANN identified the stuck (zero) anomaly with an F1 score of 1, both 

for unbalanced data set.  

 

For spike anomaly, decision tree and random forest classifiers both with and without data set 

balancing offered best performance with a F1 score of 1. Additionally, distance-based classifier 

k-NN with data set balancing offered superior performance. 

 

For drift anomaly, SVM and k-NN both with balanced as well as unbalanced datasets have 

shown good performance. Decision tree also shown a good performance with a F1 score of 1 

but only with an unbalanced dataset.  

 

The out-of-limit anomaly depicts the currently used threshold logic for identifying faulty 

conditions in spacecraft sensor data. Again, the decision tree and random forest offered best 

performance both for unbalanced dataset. Overall, decision tree models were able to identify 

three type of point anomalies whereas random forest and k-NN were able to identify two types 

of anomalies. ANN, logistic regression and SVM were able to identify one each type of point 

anomalies.  
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Chapter 5 

 

DATA PREPROCESSING AND 

MULTIVARIATE EXPLORATORY 

DATA ANALYSIS FOR 

IDENTIFICATION OF CONTEXTUAL 

ANOMALIES 
 
This chapter covers data preprocessing and the multivariate exploratory data analysis for 

identification of contextual anomalies. Satellite telemetry data of 189 sensors from 05 sub 

system’s namely electrical power sub system, thermal sub system, payload sub system, attitude 

and orbit control subsystem and automatic gain control sub systems are used for data 

preprocessing. Data preprocessing steps like outlier removal, resampling, missing values 

imputation, label encoding was carried out. As a next step, based on the inputs of the mission 

control team and also the mission operations manual [137], a list of 22 critical parameters were 

selected and EDA analysis was carried out separately for payload ON and OFF conditions.  As 

part of EDA, correlation analysis was carried out to understand the correlation among the 22 

critical parameters. Principal Component Analysis was carried out to understand the anomalous 

regions in data.   

 

5.1 Introduction 

 
Satellites are complex systems that operate in harsh environments and are geared with various 

different sensors and equipment in order to meet objectives of intelligence, navigation, 

communications, earth observation, etc. Due to the rising complexity of spacecraft systems, 

sometimes it shows unexpected or anomalous behavior, which needs to be identified in real-

time such that corrective actions are taken to prevent potential damage or loss of the limited 

resources available on the spacecraft. Anomaly detection using spacecraft telemetry data can 

help to ensure that the satellite is functioning as expected and meeting the mission requirements. 

However, prior to training of Machine Learning models with Telemetry data, Exploratory Data 

Analysis needs to be carried as part of data processing so that the training data is clean and 

reliable.  In this chapter, we aim to carry out the Multivariate Exploratory Data Analysis of 
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telemetry from Satellite sub systems. This EDA would from the bed rock for model training for 

identifying contextual anomalies. 

 

5.2 Data Set Description 
 

For the purpose of this work, we have considered Telemetry data from four different sub 

systems of LEO satellite. The selected sub systems are: 

 

• Attitude and Orbit control sub system (AOCS) 

 

• Electric and Power Sub system (EPS) 

 

• Payload sub system 

 

• AGC sub system (RF) 

 

•  Thermal Sub system 

 

Each of the subsystems had different sensors which sense the performance of the sub systems. 

A total sensor data from 189 sensors was considered. The details of sensor telemetry data are 

as given in Table 5.1. 

 

Table 5.1: Sensor Data Considered from Each Satellite Sub System 

Satellite Sub system Number of 

sensors 

Satellite Sub system Number of 

sensors 

Attitude and Orbit Control 

sub system 

121 sensors Electrical and Power sub 

system 

15 sensors 

Automatic Gain Control sub 

system 

5 sensors Payload sub system 17 sensors 

Thermal sub system 31 sensors  

 

5.3   Data Pre-Processing Methodology 

 
 The orbital telemetry data (TM data) from each of the sub systems for a total of 41 orbits was 

considered. Each of these sensors were sampled at different sampling interval ranging from 0.2 

sec to 3 sec. Moreover, the data consisted of noise, trivial outliers and missing values. Hence 

Data pre-processing was carried out. Towards pre-processing, the PID directory was considered 

which contains details like admissible values for each of the sensor data, the conversion factor, 

encoding format, unit of measurement etc. [137]. Exploration of the data was carried out to 

evaluate completeness, integrity, nominal behavioral patterns and potential anomalous patterns. 

As a first step, all datasets from different files were compiled together into a single frame of 

data to facilitate comprehensive analysis. Thereafter, the following steps were carried out. 
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(a) Data Type Conversion:  The data type of each parameter for each orbit is analysed 

to check if it matches with the type mentioned PID directory. Data transformation is 

performed for features such as mode_status, PL_Peak Threshold, Load_shedding flag, 

etc., where these features are converted from hexadecimal to decimal. Time features 

are also converted from string format to datetime format. This was done to bring all 

parameters within a common frame of reference for further analysis. 

 

(b) Removal of Outliers: The data of each column for each orbit is analysed with the 

given expected dynamic ranges from the PID directory [137]. Data points beyond their 

expected range are removed and replaced with NaNs. Additionally, data corresponding 

to orbit number 7131 was marked as bad data and was not considered in the analysis 

as all data files for this orbit showed zero variance for all the parameters. 

 

(c)  Missing Values & Imputation: The given data is recorded at a very high frequency 

and different sensors have different sampling rates, resulting in a large number of 

missing values in each file. Forward filling was done first followed by backward filling 

any remaining missing values with the next recorded value. 

 

(d)  Categorical Features & Label Encoding: All categorical features, such as Payload 

ON/OFF, Roll, Pitch, Yaw Polarity, SA ON/OFF and SA Shunt Status, with binary 

values like ON/OFF, OPEN/CLOSE, LOW/HIGH, OSITIVE/NEGATIVE/NEUTRAL 

were encoded on a nominal/ordinal scale using integers. The following integer values 

were used for denoting the status flags as shown in Table 5.2 

 

Table 5.2: Encoding to Integer Value Conversion Table for Status Flags 

Original Encoding Integer Encoding 

ON/OFF 1/0 

OPEN/CLOSE 1/0 

HIGH/LOW 1/0 

POSITIVE/NEUTRAL/NEGATIVE 1/0/-1 

INVALID 3 

 

(d) Duplicate Entries: Each orbit file consists of an absolute measure of time 

(OBT_TIME) for each data entry and the timestamp for each data point is available. 



99 
 

These parameters were used to identify the presence of duplicated values/entries which 

were removed from the collated data frame. 

 

(e) Resampling:  Each of the data files is a time-series data sampled at a 

millisecond level with a resolution of 0.001 seconds. The lowest sampling period was 

observed to be 200 milli seconds. As a result, in order to bring all data into a common 

sampling rate without any loss of information, the timestamps of data were rounded 

off to 100ms and then resampled at 200 milli seconds. Each data file also consists of a 

unique orbit, which has been added as a parameter (column in the data frame) to each 

orbit file along with the date mentioned in the file name. This is used to create a 

datetime index for the data frame. Furthermore, all data files are combined to create a 

final data frame for further analysis. 

 

5.4 Multivariate Exploratory Data Analysis & Visualization 

 
The compiled data set is segregated into two separate data sets each for Payload ON and 

Payload OFF conditions as the dynamic behavior of sub systems would vary significantly in 

payload ON and OFF conditions.  The observations for each condition are summarized in    

Table 5.3. 

 

To understand the behavior of parameters during payload ON/OFF conditions, qualitative 

analysis was first carried out through visualization of the various parameters in both ON and 

OFF conditions. This was done to establish nominal patterns of behavior of the various 

parameters, as well as identifying any evidently anomalous behavior under the different payload 

states.  

 

Table 5.3: Payload ON and OFF Data Points Statistics for 40 Orbits 

Parameter Payload 

OFF 

Payload ON Total 

No of Data Points 55917 38321 94238 

Duration (Hrs.) 3.12 2.13 5.25 

Percentage 59.34 40.66 100 

 

5.4.1 Correlation Analysis between Sensor Parameters 

 
Correlations of all parameters with the status of payload was evaluated to establish relevance 

of parameters for analysis. Parameters with high correlations (positive and negative) are 
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considered to be of higher relevance than the parameters of lower correlation. However, 

correlation analysis is only used as a guide for evaluation and those parameters not displaying 

any correlation but are known through domain knowledge experts to be of relevance are also 

considered in the analysis. After ascertaining from the mission operations team, the following 

list of 22 parameters were considered for final analysis (hereafter referred to as the ‘22 feature 

set’). The list of these 22 parameters is given in Table 5.4 for reference. 

 

Table 5.4: List of 22 Critical Parameters Selected for Modelling 

Tsince BP_BODY Momentum[1] w_REF[2] SA CURRENT 

wR_BODY RW3_Speed Momentum[2] SR_BODY BUS _CURRENT 

wP_BODY RW4_Speed w_REF[0] SP_BODY Sunsensor_roll_error 

BR_BODY Momentum[0] w_REF[1] AGC Sunsensor_yaw_error 

Mode status Thermistor_14 

(-ve PITCH 

OUT) 

END OF TABLE 

 

5.4.2 Principal Component Analysis 
 

Principal Component Analysis (PCA) is used for dimensionality reduction (dimensions here 

refer to the features or parameters). On dimensionality reduction, higher dimensional features 

can be visualized in a single plot by bringing them into a 2D or 3D space. Further, the same 

process can be used in anomaly identification by identifying data that fall far from the majority 

of the data points (as measured by Euclidean distance) [146]. If a data point is far from the 

center of the distribution, it is considered an outlier and may be flagged as a potential anomaly. 

This is because the point may not be well represented by the underlying patterns in the data that 

are captured by the principal components. 

 

In multivariate EDA, we have carried out PCA for two separate cases. In the first case, for PCA 

all the 189 sensors considered. In the second case, only the critical 22 features set was 

considered. The 2D PCA plots (for 2 principal components) and 3D PCA plots  (for  3 principal 

components) are plotted and analyzed. 

 

5.5 Results  
 

Figures 5.1 to 5.5 illustrate the behavior of some key parameters such as time-series plots.        

Figure 5.1 represents the time series plot of angular momentum rate in roll, pitch and yaw axis 
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mounted on the body axis of the satellite. In ither words, the Angular Momentum rate gives the 

rate of turn of satellite in roll, pitch and yaw axis and is expressed in units ◦/sec. Figure 5.2 

represents the sun sensor_roll_error in roll axis. Figure 5.3 represents the time series data plot 

for all orbits for three momentum sensors during payload OFF condition. These sensors are part 

of AOCS sub system. This is normalized Magnitude momentum. Normalization is done due 

prevent model bias as the dynamic range of  magnitude of momentum  lies between -100 to 

+100. Also, this parameter is a signed integer. To prevent skewing of models to these high 

values, normalization is carried out as per the equation 5.1 below: 

 

𝑥𝑛 =
{𝑀𝑎𝑥 𝑉𝑎𝑙𝑢𝑒−𝑥𝑖}

𝐷
 (𝑓𝑜𝑟 𝑥𝑖  ≥ 0) OR  𝑥𝑛 =

{𝑀𝑖𝑛 𝑉𝑎𝑙𝑢𝑒+𝑥𝑖}

𝐷
   (𝑓𝑜𝑟 𝑥𝑖 < 0)          (5.1) 

Where 𝑥𝑛 is the normalized value of a data sample, 

                𝑥𝑖  is the 𝑖𝑡ℎ incoming data sample from sensor 

D  is the dynamic range of the sensor 

                 𝑀𝑎𝑥 𝑉𝑎𝑙𝑢𝑒  is the Maximum value in the data set 

                 𝑀𝑖𝑛 𝑉𝑎𝑙𝑢𝑒  is the Minimum value in the data set 

 

 Similarly, Figure 5.4 and Figure 5.5 represent the BUS CURRENT sensor plot for all orbits 

during payload OFF and ON conditions respectively.     

 

 
Figure 5.1: Body Angular Rate in Pitch Roll and Yaw Axis for Payload OFF Condition 
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Figure 5.2: Sun Sensor Roll Error for Payload ON and OFF Conditions 

 

 

 

 

 

 

 

  
Figure 5.3: Momentum Sensor Plot in Three Axis for Payload OFF Condition  
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Figure 5.4: BUS CURRENT All Orbits-Line Plot for Payload ON Condition 

 

Figure 5.5: BUS CURRENT- All Orbits Line Plot for Payload OFF Condition  

5.5.1 Correlation Analysis – Results 

 
The correlation values of key parameters (interchangeably referred to as ‘features’) with the 

payload ON/OFF status was calculated and quantified using the Pearson Correlation Coefficient 

given in Table 5.5. Further, a heatmap of the correlation coefficients for the set of 22 identified 

parameters is illustrated in Figure 5.6 below. A correlation value of 1 indicates the highest 

correlation and a value of 0 indicated No correlation. 
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Table 5.5: Correlation Coefficient Values-22 Critical Parameters with Payload Status 

Feature Correlat

ion 

Feature Corre

lation 

Feature Correl

ation 

Tsince 0.0017 Momentum[0] 0.052 Sunsensor_Yaw_error 0.091 

wR_BODY -0.12 Momentum[1] -0.16 SR_BODY -0.12 

wP_BODY 0.077 Momentum[2] -0.098 SP_BODY 0.075 

BR_BODY 0.28 w_REF[0] 0 BUS CURRENT 0.97 

BP_BODY 0.21 w_REF[1] 0 SA CURRENT -0.12 

RW3_Speed 0.073 w_REF[2] 0 AGC 0.12 

RW4_Speed 0.044 Sunsensor_roll_er

ror 

-0.14 Mode_status 0.08 

Thermistor_14 0.055 END OF TABLE 

 

 

 

Figure 5.6: Correlation Heat Map of Critical 22 Parameters with Payload ON/OFF Condition 

 

As it can be seen from Table 5.5, that BUS CURRENT (0.97), BR_BODY (0.28), BP_BODY 

(0.21) and Mode-Status (0.08) exhibited highest correlation with respect to payload ON/OFF 

condition. BUS CURRENT is highly dependent on Operational Mode of Satellite (payload On, 

Payload OFF etc.) thereby showing strong correlation. Mode Status is status parameter that 

indicates the mode of Satellite and hence the values of all sensors will change with respect to 

mode of satellite. Hence a good correlation is exhibited. Angular Reference Sensors 

(w_REF[0], w_REF[1] and w_REF[2] exhibited zero correlation. 
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5.5.2 PCA Results 

 

Figure 5.7, Figure 5.8 and Figure 5.9 below illustrate the principal component representation 

of the features/parameters reduced to 2D and 3D spaces.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.7:3D Scatter Plot of Principal Components for 189 Sensors (left) 

and 22 Feature Set (right) 

 

Each point in the 2D and 3D plots represents a single row (timestamp) of the original data. 

The green points represent data in the Payload OFF state and the red points in the Payload ON 

state. In Figure 5.7, the 3D PCA plot on left is for all the 189 parameters of all systems and the 
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3D PCA plot on right side is for the 22-feature set (as specified by the mission operations 

team). As seen in Fig. 5.7, three clusters are formed when considering all features/parameters 

that have a correlation greater than 0.1. When considering the 22-feature set, the 3D plot 

clearly indicates the formation of two clusters of which the smaller cluster (circled in red) 

could indicate a potential anomalous set of data points. 

 

Similarly, Figure 5.8 indicates the 2D PCA plot of all the features and Figure 5.9 indicates the 

2D PCA plot of 22 features set. It can be seen in Figures 5.8 and 5.9, that a clear sub cluster 

exists indicating a potential anomalous region. 

 

 

Figure 5.8: 2D Scatter Plot for Principal Components for Correlated Features for 189 

sensors(|corr|>0.1) 

 

 

 

Figure 5.9: 2D Scatter Plot for Principal Components for 22  Features Set  
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5.6 Analysis of EDA Results 
 

•  60% of available data was during payload OFF condition and 40% represented payload 

ON condition. 

 

• In Figures. 5.1, 5.2, 5.3, 5.4 and 5.5, most parameters exhibit specific behaviours during 

the Payload ON and OFF states, except for a region marked by the red circles. In this 

region, every parameter displays a distinct and divergent behaviour compared to the rest 

of the data points.  

 

• From Figures 5.4 and 5.5, it can be observed that the average BUS CURRENT value 

for the Payload ON and OFF states is approximately 1.34A and 0.736A respectively. 

However, in the circled region in Figure 5.5, the current values fall to around 0.64 for 

the Payload OFF state which is an anomalous behaviour. The encircled portion of Figure 

5.5 is seen with greater focus in Figure 5.10 where it can be seen that BUS CURRENT 

value is centred around 0.64 Amps. 

 

• From Figure 5.1, it is evident that the omega Body values in roll, yaw, and pitch axes 

(body rates) for the Payload ON state continuously vary around -3 to 3, while for the 

Payload OFF state, they have an average value of approximately 0, except for the circled 

region depicted in Figure 5.1 showing non-nominal pattern over an extended duration 

as illustrated with greater focus in Figure 5.11.  

 

Figure 5.10:  Anomalous Region of BUS CURRENT During Payload OFF Condition 
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Figure 5.11: Anomalous Region of wP_BODY, wR_BODY, wY_BODY During Payload 

ON/OFF Condition 

 

• From Figure 5.3, it is evident that momentum [0],[1],[2] values are continuously varying 

from -20 to 20 for both Payload ON/OFF except for the circled region where they shoot 

up to 40 units for Momentum [0] and Momentum [2] and stay constantly at 0 for  

Momentum[1] as shown.in Figure 5.12. 

 
Figure 5.12: Anomalous Region Corresponding Momentum[0],  

Momentum[1] and Momentum[2] 

 

• In the right-side 3D PCA plot of Figure 5.7 and 2D PCA plot depicted in Figure 5.9 

where the 22-feature set is used, there are exactly two clusters. The smaller cluster 

indicates a potential anomalous set of data points. Further identifying the data from the 

smaller cluster in the original data frame, it is observed that these points fall in the same 

potential anomalous region as mentioned in the observations above. 

 

• The anomalous region depicted in Figures 5.1, 5.2, 5.3, 5.4, 5.7, 5.8, and 5.9 

corresponded to orbit no 7132. The reason for this behaviour was ascertained from the 
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mission operations team and it was intimated that this could be due to a genuine 

anomalous behaviour or there was telemetry data corruption in orbit 7132 and hence the 

sensor readings corresponding to this orbit were not depicting nominal behaviour. 

 

5.7 Chapter Summary 

 
In this Chapter multi variate EDA was conducted. 40 orbits of data of 189 sensors from five 

different satellite sub system were considered. Data preprocessing was done and based on the 

threshold limits specified by the PID manual of satellite; to remove trivial outliers, label 

encoding was done for categorical variables and resampling was carried of all sensors to 200 

milli seconds to have a uniformly sampled data set and also since the highest sampling 

frequency was observed to be 200 milli seconds (based on the satellite telemetry frame structure 

explained in Chapter 3). Data was split into two groups based on payload ON and OFF 

conditions revealing that 60% of data was during payload OFF condition and 40% represented 

payload ON condition.  Correlation analysis carried out on 22 feature set reveled that BUS 

CURRENT has the highest correlation. 2D and 3D PCA were carried out for all 189 sensors 

and 22 critical features separately which revealed presence of anomalous regions in the data 

corresponding to orbit no 7132. 

  

The Exploratory data Analysis therefore aided in identifying the nominal and abnormal 

behavioral patterns of telemetry data during the payload ON and OFF conditions. It also helped 

in identifying the anomalous data from orbit 7132.  This preprocessed data would further be 

used for building ML models which will identify contextual anomalies in the next Chapter.  

 

 

 

 

 

  

 

 

 

 

 



110 
 

Chapter 6 
 

MACHINE LEARNING MODELS FOR 

IDENTIFICATION OF CONTEXTUAL 

ANOMALIES–MODELLING, 

DETECTION AND OPTIMIZATION 

 
In this Chapter, ML models are built for identifying contextual anomalies and their performance 

was evaluated for identifying the best ML models. Three different cases were considered for 

model building with contamination levels varying from less to moderate for each case. The first 

case used unsupervised learning with k-means algorithm. In this, only inherent anomalies 

present in the data were used and had very few contamination levels. In the second method, 

supervised learning with both inherent and synthetic anomalies was used. For supervised 

learning, six different algorithms were used for modelling. In the last method, models were built 

only with subset features to improve memory and latency performance again with seven 

different algorithms. The performance metrics were compared along with memory consumption 

and processing latency in each method for each algorithm for selecting the best algorithm for 

identifying the contextual anomalies. 

 

6.1 Introduction 

 
Contextual anomalies are defined as occurrences which are anomalous in a specific context but 

not otherwise are termed as a contextual anomaly (also referred to as conditional anomaly). The 

notion of a context is induced by the structure in the data or in a specified mode or phase of 

operation of the equipment and has to be specified as a part of the problem formulation. Each 

instance of occurrence is defined using either a behavioral attribute or a contextual attribute or 

both.    

 

Under the purview of satellite health keeping, contextual anomalies have dependency on the 

mode of operation of satellite. For instance, a high value of BUS CURRENT may be benign in 

case of payload operation in a satellite as the payload draws additional current. However, the 

same value of BUS CURRENT may be considered anomalous in case of the normal operation 
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of satellite with payload switched OFF. Therefore, as explained above, defining context is of 

utmost importance while dealing with contextual anomalies. 

 

6.2 Establishing Context of LEO Satellite  
 

For detecting the contextual anomalies in the present satellite, two contexts representing two 

operational modes have been defined as below: - 

 

• Context-1.   Behaviour of various sensors during payload ON condition 

 

• Context-2.  Behaviour of various sensors during payload OFF condition. 

 

6.3 Methodology 
 

6.3.1 Data Set Description 
 

The 22-feature data set used in Chapter-5 is considered for modelling. The mission operations 

team confirmed that the data set consisted of 40 orbits of data which would be used for 

modelling. Among the 40 orbits (orbit 7131 was discarded due to corrupted data), it was 

intimated that only orbit no 7132 contained contextual anomalies. PCA too revealed orbit data 

of 7132 to be anomalous. The set of data points corresponding to orbit 7132 has been 

presumptively categorized as anomalous to proceed with model development. There is a total 

of 94238 data points in the collated data frame. After the dropping of the duplicates, the size of 

the dataset was reduced to 80155. This data has been labelled with values of 0 or 1, where 0 

indicates non-anomalous data and 1 represents anomalous data. 

 

6.3.2 Modelling Approaches 
 

Supervised learning and unsupervised learning approaches were attempted. Under 

unsupervised learning only k-Means clustering algorithm was modelled. In supervised learning, 

three different modelling methods were used.  The different approaches along with methods, 

anomaly status and contamination levels are as shown in Table 6.1. 

 

6.3.3 Performance Metrics  
 

The unsupervised learning as well as supervised learning approaches were used. In supervised 

learning approach, different algorithms namely Logistic Regression, SVM (both RBF and 

Linear kernel), Random Forest, Naïve Bayes and ANN have been the primary variables in 
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experimentation with model development. Evaluation of the models’ performance was done 

using the following metrics given by equations 6.1 to 6.4: 

 

•   Accuracy  = 
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
        (6.1) 

 

• Precision = 
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒
                                       (6.2) 

 

•    Recall=  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
                                           (6.3) 

 

•   F1 Score    =    
 2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
                                                                (6.4) 

 

 

Table 6.1 : Modeling Methods for Contextual Anomalies 

Method Anomaly status Contamination 

levels 

algorithms 

Unsupervised 

Learning 

Only inherent 

Anomalies are present in 

data 

Less contamination 

levels 

k-means 

Supervised 

Learning 

 

Method 1: Only inherent 

anomalies with 22 

feature set 

 

Less contamination 

levels 

LR, SVM (Linear), SVM 

(RBF), Random Forest, 

Naïve Bayes (Gaussian), 

ANN 

Method 2: Inherent and 

Synthetic anomalies 

with 22 features set for 

payload OFF condition 

Moderate 

contamination 

levels 

LR, SVM (Linear), SVM 

(RBF), Random Forest, 

Naïve Bayes (Gaussian), 

ANN 

Method 3: Inherent and 

Synthetic anomalies 

with subset of features 

among the 22 features 

Moderate 

contamination 

levels 

LR, SVM (RBF), 

Random Forest, Naïve 

Bayes (Gaussian) 

 

 

6.4 Description of Modelling Approaches 
 

6.4.1 Unsupervised Learning Approach 
 

Clustering model (K-Means Clustering) was trained for the given 22-feature set along with 

Payload ON/OFF status. PCA identified orbit number 7132 as anomalous. There was total 1510 
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samples corresponding to orbit 7132 which were anomalous. The results obtained from 

Principal Component Analysis (PCA) were compared with the potential anomalous class 

identified from Unsupervised Learning approach. 

  

6.4.2 Supervised Learning Approach 
 

In supervised learning, three different methods were used for training the models. The three 

methods used are as below:- 

 

• In the Supervised Learning Method-1, the entire data set with all 22-feature set was 

used. This data set contained only actual inherent anomalies and therefore had very less 

contamination levels compared to clean data.  

 

•  In Supervised Learning Method-2, along with the inherent anomalies already present 

in data set, synthetic anomalies too were injected into the 22-feature data set separately 

for payload OFF conditions. This is done to increase the contamination levels in the data 

set. 

 

• In Supervised Learning Method-3, various combination subsets of similar features (or 

properties) were used for training models separately for payload ON conditions. This 

data set had both synthetic and inherent anomalies. This method was used exclusively 

for optimising the models developed as part of Method-1 and Method-2. 

 

6.4.2.1 Method-1: Modelling with only Inherent Anomalies 
 

The main data set consisted of 22 Feature Set at 0.2 seconds interval. Out of a total of 80155 

data points, 1518 data points corresponding to orbit number 7132 were labelled as anomalous, 

while the remaining 78637 were non-anomalous. Two separate datasets were prepared for 

training and testing purposes. One dataset was prepared with approximately 80-20 ratio 

(referred to as TV-1 consisting of T-1 as training data and V-1 as testing data), while the other 

was prepared with approximately 60:40 ratio (referred to as TV-2 consisting of T-2 as training 

data and V-2 as testing data). The distribution of normal and anomalous data points in two 

different data sets were used for modelling is shown in Table 6.2. 

 

6.4.2.2 Method-2: Modelling with Synthetic and Inherent Anomalies for 

Payload OFF condition 
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In this method, the orbit containing the anomalous data (7132) was included along with 

deliberately injected synthetic anomalies in each parameter. For each parameter, synthetic 

anomalies were generated by systematically deviating data points within a defined region from 

their mean values by a factor of ‘X’ times their standard deviation, where X ranged from 1.2 to 

2.0, if value of standard deviation is greater than 0.5, and in all other cases it lies in the range 

of 3 to 18.   Table 6.3 provides comprehensive details of the respective orbit numbers where 

synthetic anomalies have been introduced along with the inherent anomalies. Table 6.4 provides 

distribution of anomalous and non-anomalous data points in training and testing data sets. Out 

of a total of 80155 data points, 3018 data points were labelled as anomalous, while the 

remaining 77145 were non-anomalous. 

 

Table 6.2: Supervised Learning Training and Validation Data Sets  

Data Set Non-Anomalous 

Data Points 

Anomalous Data 

Points 

Training Data T-1 in TV-1 62906 1214 

Test Data in V-1in TV-1 15731 304 

Total 78637 1518 

Training Data T-2 in TV-2 47191 911 

Test Data V-2 in TV-2 31446 607 

Total 78637 1518 

 

 

Table 6.3: Orbit Wise Synthetic Anomalous Data Points 

Orbit No No of Anomalous data 

points 

Synthetic Anomalies 

6752 350 

6829 500 

7048 350 

7123 300 

Total  1500 

Inherent Anomalies 

7132 1518 

Synthetic 

+ 

Inherent 

Anomalies 

3018 
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Table 6.4: Distribution of Anomalous and Non-Anomalous Data Points in Training  

and Test Data Sets for Payload OFF Condition 
Data set Non-Anomalous 

Data Points 

Anomalous Data 

Points 

Training Data  54001 2107 

Test Data  23144 911 

Total 77145 3018 

 

6.4.2.3  Method-3: Model Optimization Using Subset of Features 
 

Employing Machine Learning models on ground can be less challenging compared to 

employing them onboard a satellite for autonomous FDIR as the memory availability, 

processing power are at premium on board. This would further pose as a challenge when we 

intend to port ML models onboard a CubeSat form factor and intend to train them onboard as 

and when the new data arrives to capture the present state of satellite.  This requirement warrants 

that the developed ML models be evaluated for their memory consumption and latency too in 

addition to the F1 score.  Therefore, the third method was devised so as to reduce the memory 

footprint of the model and at the same time has lower latency. The performance of model was 

evaluated under the reduced latency and memory considerations.  For this purpose, instead of 

modelling on the entire 22 feature set, a subset of features was selected (based on the Feature 

importance analysis carried in Method-2) and models were built. 

 

In this approach, the dataset for payload ON condition and only a subset of parameters from the 

22-feature set were considered for modelling. This data set contained both synthetic and 

inherent anomalies with same distribution as given in Table 6.4.  

 

Table 6.5: Combination of Sub Set Parameters Considered for Modelling 

Sub set Parameters considered Modelling algorithms 

BUS CURRENT and Payload 

ON/OFF 

LR, SVM with RBF kernel, Naïve Bayes 

and Random Forest 

BUS CURRENT, RW3_speed 

and RW4_speed 

LR, SVM with RBF kernel, Naïve Bayes 

and Random Forest 

BUS CURRENT, wR_BODY, 

wP_BODY 

LR, SVM with RBF kernel, Naïve Bayes 

and Random Forest 
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This was done by manually selecting subsets of parameters based on inferences from earlier 

modelling experiments and testing them in groups. Selection of models was limited to Logistic 

Regression, SVM with RBF kernel, Naive Bayes and Random Forest. The various 

combinations of subset of features considered from 22 feature set are given in Table 6.5. For 

each of these combinations, the models were trained for payload ON conditions. In addition to 

Model training, to estimate the significance of each of the models, Feature Importance [147] 

evaluation was also carried out for all the models. 

 

6.5 Unsupervised Learning-Results 
  
The anomaly identification plots for several parameters are shown in Figure 6.1 to Figure 6.4 

and performance metrics for the unsupervised approach are provided in Table 6.6. 

 

 
Figure 6.1: Visualization of BUS CURRENT and Anomalous Cluster Class (in Red) 

 

 

 
Figure 6.2: Visualization of wR_BODY, wP_BODY and Anomalous Cluster Class (in Red) 
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Figure 6.3: Visualization of Sun sensor Roll Error and Anomalous Cluster Class (in Red) 

 

 

 

 
Figure 6.4: Visualization of Reaction Wheel-2 &3 Speed and Cluster Class (in Red) 

 

Table 6.6: Unsupervised Learning (k-Means Clustering) Performance Metrics 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

K-Means 99.45 77.52 100 87.33 

 

6.5.1 Unsupervised Learning-Analysis of Results 
 

• As per the performance metric, the recall of the model is 100% which represents that all 

the true member data points of anomalous class were identified with 100% accuracy as 

is evident from the visualizations above.  
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• The k-Means has identified the same portion of data as anomalous which was earlier 

identified through PCA. This is in consonance with the findings of PCA of previous 

Chapter-5. 

 

• In addition to the portions which were earlier identified as anomalous through PCA in 

previous chapter, the k-Means model has additionally identified certain benign portions 

as anomalous which is evident from the additional two red clusters formed in Figures 

6.1, 6.2, 6.3 and 6.3 (indicated by dotted red lines). 

 

• The precision of the unsupervised model was 76% suggesting the existence of some 

false positive results which in live operation may raise some false alarms at times when 

there is no anomalous behaviour.  

 

• Total duration of False alarm is a product of remaining false samples  (which can be 

obtained by subtracting the Precision rate from 1)  total no samples and  Sampling 

frequency in hours. Here, total duration of false alarms is around 1 hour, and is given 

by equation 6.5 

 
𝑇𝑜𝑡𝑎𝑙 𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝐹𝑎𝑙𝑠𝑒 𝐴𝑙𝑎𝑟𝑎𝑚𝑠 = 

                     𝐹𝑟𝑎𝑐𝑡𝑖𝑜𝑛 𝑜𝑓 𝐹𝑎𝑙𝑠𝑒 𝑎𝑙𝑟𝑎𝑚𝑠 𝑋 𝑇𝑜𝑡𝑎𝑙 𝐷𝑎𝑡𝑎 𝑝𝑜𝑖𝑛𝑡𝑠 𝑋  𝑆𝑎𝑚𝑝𝑙𝑖𝑛𝑔 𝐹𝑟𝑒𝑞 𝑖𝑛 ℎ𝑜𝑢𝑟𝑠    (6.5) 
 

                             = (1-0.76) x 80155 x 0.2/3600 = 1 hour 

 

• Analysis:  It is important to note that the total duration of the given data is around 5 

hours. Therefore, this approach is not suitable for automation, as it yields high rate of 

false alarms of appx duration of 1 hour. This would result in approximately the mission 

control man power spending significant amount of time in addressing false alarms 

which is approximately 4 to 6 hours of human effort for every five hours of recorded 

telemetry data. 

 

6.6 Supervised Learning-Results 
 

6.6.1  Method-1: Supervised Learning – Results 

 
The performance metrics of each model are given in Table 6.7 below. Plots of Feature 

Importance (FI) for Logistic Regression, SVM (Linear kernel), SVM (RBF kernel), Naïve 

Bayes and Random Forest models are shown in Figures 6.5 to 6.9 respectively. It can be seen 

in Figures 6.5 to 6.7 exhibit negative impact scores for some features. For each feature in the 
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Figure, there is a value called impact score associated with it. This value indicates that 

contribution of that feature to the model’s decision-making process. A high positive value 

indicates that the particular feature is contributing heavily to model’s decision-making process. 

A negative impact score indicates that the feature is not only significantly contributing to the 

model’s decision making process but may also affect its performance if considered for 

modelling. For example, in Figure 6.5, Sunsensor_roll_error has a significant positive impact 

score indicating that if this feature is considered for modelling, then it would significantly affect 

the model’s performance. On other hand, Sunsensor_roll_error  has significant negative impact 

score implying that this feature should be avoided while modelling. 

 

 

Figure 6.5: Feature Importance in Logistic Regression for Inherent Anomalies 

 

 

 

Figure 6.6: Feature Importance in SVM (Linear Kernel) for Inherent Anomalies 
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Figure 6.7: Feature Importance in SVM (RBF Kernel) for Inherent Anomalies 

 

 

Figure 6.8: Feature Importance in Naïve Bayes for Inherent Anomalies 
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Figure 6.9: Feature Importance in Random Forest for Inherent Anomalies  

 

 

Table 6.7: Supervised Learning Metrics -With Only Inherent Anomalies 

 

6.6.1.1 Method-1: Supervised Learning-Analysis of Results 
 

All of the models tested demonstrated very high levels of accuracy, precision, recall, and  

F1-score values. The primary reason observed for such exceptional performance is that most of 
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these models are highly dependent on features that can clearly distinguish between the 

anomalous and non-anomalous classes. 

 

• Feature Importance played an important role. Logistic Regression, for example, heavily 

relies on Momentum [2] and Momentum [1] sensor values whereas SVM - Linear model 

is entirely dependent on Payload ON/OFF and SVM - RBF model is reliant on Sun 

sensor Yaw Error, RW4, and RW3 speed. 

 

• The Random Forest model, in contrast, primarily depends on Bus Current, SA Current, 

Momentum [2], Sun sensor error, SR_BODY, and SP_BODY. Naive Bayes, similarly, 

relies heavily on Sun sensor Error values, Reaction Wheel Speed, Momentum, and other 

such features. 

 

• The dependence of these models on specific features can be both a strength and a 

weakness. While it allows them to achieve high levels of accuracy, it also makes them 

vulnerable to errors and inaccuracies in these features data. Therefore, careful 

consideration of the chosen features is critical to ensure the model’s overall reliability 

and effectiveness. 

 

• The random forest model clearly outperforms other models in all three cases. However, 

the high F1-Scores indicate the over fitting of models to data. This may be due to the 

imbalanced data set where the anomalies are in minority compared to the non-

anomalous data.  Therefore, to avoid overfitting, the models need to be trained with 

enhanced contamination levels.  

 

6.6.2     Method-2: Supervised Learning-Results 

 
The performance metrics for different models with inherent anomalies present in orbit 7132 

data and ingested synthetic anomalies for payload OFF condition is given in Table 6.8. The 

confusion matrix of models for synthetic anomaly detection during payload OFF condition is 

given in Table 6.9. 

 

Plots of Feature Importance (FI) for  Logistic Regression, SVM (linear kernel), SVM (RBF 

kernel), Naïve Bayes and Random Forest models are shown in Figures 6.10 to 6.14 respectively. 
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Table 6.8: Performance Metrics of ML for Supervised Learning 

With Inherent and Synthetic Anomalies for Payload OFF Condition 

Model Acc. Rec. Pre. F1-S Time 

(sec) 

Memory 

(MB) 

Logistic 

Regression 

98.9 85.2 86.1 85.6 0.4 0.9 

SVM-RBF 98.9 92.6 81.8 86.9 101.3 0.8 

SVM-Linear 99.4 92.5 92.5 92.5 0.2 1.8 

Naïve Bayes 98.6 92.6 74.9 82.9 0.03 0.04 

Random forest 99.4 92.5 92.5 92.5 3.1 0.2 

ANN 97.4 72.2 47.6 57.4 27 33.7 

Acc=Accuracy, Rec=Recall, Pre=Precision, F1-S= F1 score 

 

 

Table 6.9: Confusion Matrix: Synthetic Anomaly Detection (Payload OFF) 

Model True 

Positives 

True 

Negatives 

False 

Positives 

False 

Negatives 

Logistic Regression 769 23019 125 134 

SVM-Linear 835 23076 68 68 

SVM -RBF 836 22958 186 67 

Naïve Bayes 836 22865 279 67 

Random Forest 835 23076 68 68 

ANN 430 22978 473 166 

 

 

 

Figure 6.10: Feature Importance -Logistic Regression for Inherent and Synthetic Anomalies      
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Figure 6.11: Feature Importance –SVM Linear Kernel for Inherent and Synthetic Anomalies 

 

 

Figure 6.12: Feature Importance –SVM(RBF) for Inherent and Synthetic Anomalies 



125 
 

 

Figure 6.13: Feature Importance – Naïve Bayes for Inherent and Synthetic Anomalies 

 

 

Figure 6.14: Feature Importance – Random Forest for Inherent and Synthetic Anomalies 
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6.6.2.1 Method-2: Supervised Learning-Analysis of Results 

 

• All of the models tested demonstrated satisfactory levels of accuracy, precision, recall, 

and F1-score values except ANN.  

 

• Of all the models, SVM (Linear) and Random Forest have outperformed other models 

with a F1-score of 92.5 

 

• Out of SVM (Linear) and Random Forest, SVM (Linear) consumes least lead time for 

model building (0.2 secs) whereas Random Forest model consumes least memory (0.2 

MB). However, Random Forest model has shown superior performance even with an 

unbalanced data set as in method-1 discussed above (refer Table 6.7). 

 

• The comparison conducted in Table 6.8 reveals that the deep learning-based model 

exhibits the highest levels of time consumption and memory intensity when compared 

to the machine learning models. In particular, during training operations, the deep 

learning model consumes over 40MB of memory, whereas the other models consume 

less than 10 MB.  

 

• Furthermore, it is noteworthy that certain models demonstrate remarkably lower 

memory usage (0.1MB), making it challenging to capture such figures using memory 

analysis tools like Scalene or other Python modules. 

 

• Most of these models are highly dependent on features that can clearly distinguish 

between the anomalous and non-anomalous classes which is evident from Figures 6.10 

to 6.14.  

 

• Logistic Regression demonstrates a strong dependence on AGC values, while Naive 

Bayes exhibit high reliance on SA_CURRENT exclusively. The SVM - linear model is 

entirely dependent Payload ON/OFF status, whereas Random Forest shows significant 

reliance on most of the parameters thus truly taking into account the context state of all 

features and the dependency on each parameter too is well balanced. 

 

•  Since there is dependence of models on features, the variation in performance metrics 

need to be ascertained by considering various combination of features. This would also 

enable us to check variation in memory and latency performance, if any. 
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6.7 Method-3: Supervised Learning-Model Optimization Using Subset of 

Features- Results 
 

The confusion matrix for models trained on subset of features is given in Table 6.10. 

Performance metrics of different models along with their training time (in seconds) and memory 

consumption (in MB) while training for different parameter subsets is detailed in Table 6.11 

below.  

 

Table 6.10: Confusion Matrix of Models Trained on Subset of 22 Feature Set 

Model True 

Positives 

True 

Negatives 

False 

Positives 

False 

Negatives 

Logistic Regression 433 23120 24 470 

SVM -RBF 882 23144 0 21 

Naïve Bayes 433 23144 0 470 

Random Forest 891 23143 1 12 

 

Logistic Regression 138 23144 0 765 

SVM -RBF 432 23109 35 471 

Naïve Bayes 433 22575 569 470 

Random Forest 903 23143 1 0 

 

Logistic Regression 356 23144 0 547 

SVM -RBF 892 23138 6 11 

Naïve Bayes 440 22591 553 463 

Random Forest 902 23144 0 1 

 

Table 6.11: Performance Metrics of Models Trained on Subset of 22 Feature Set 

Models Parameters Accur

acy 

Precision Recall F1-

Score 

Time 

(sec) 

Memory 

(MB) 

Logistic Regression BUS 

CURRENT 

& 

Payload 

ON/OFF 

97.9 47.9 94.8 63.7 1.3 0.3 

SVM-RBF 99.9 97.7 100 98.8 0.1 0.5 

Naïve Bayes 98.1 47.9 100 64.8 0.01 0.1 

Random Forest 99.9 98.7 99.9 99.3 1 0.2 
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Logistic Regression BUS 

CURRENT, 

RW3_Spee

d, 

RW4_Spee

d 

96.8 15.3 100 26.5 0.5 0.1 

SVM-RBF 97.9 47.8 92.5 63.1 1.2 0.5 

Naïve Bayes 95.7 47.9 43.2 45.5 0.02 0.1 

Random Forest 100 100 99.9 99.9 1.9 0.4 

   

Logistic Regression BUS 

CURRENT, 

wR_BODY, 

wP_BODY 

97.7 39.4 100 56.6 0.2 0.1 

SVM-RBF 99.9 98.8 99.3 99.1 0.5 1.2 

Naïve Bayes 95.8 48.7 44.3 46.4 0.01 0.1 

Random Forest 100 99.9 100 99.9 1.4 0.6 

 

6.7.1 Method-3: Model  Optimization in Supervised Learning -Analysis of 

Results 
 

• In the custom modelling approach (Method-3), Random Forest have exhibited a 

superior performance compared to remaining four models for all three subset scenarios. 

In most cases, decision tree-based methods, such as Random Forest, have shown 

exceptional performance in modelling, followed by Support Vector Machines. In 

contrast, the logistic regression model has performed extremely poorly, with scores 

close to 25 to 60% in many cases. Naive Bayes has also exhibited subpar performance, 

with scores below 50% in most cases. 

 

• The performance of SVM-RBF varied as per the selected features. It showed an inferior 

performance (63.1 F1-score) in scenario-2 when BUS CURRENT, RW3_Speed, 

RW4_Speed parameters were used for modelling even though in Figure 6.12 it showed 

reliance on RW3_Speed and RW4_Speed parameters. 

 

• The models developed are sufficiently robust in detecting the introduced anomalies as 

well with high performance. Little to no deviation in performance is observed with the 

synthetic anomaly’s detection models. 

 

• Training multiple models with similar physical properties and having considerable co-

relation could improve the F1-score of models. It is evident from the improvement in 

F1-score of Random Forest model from 92.5 (refer Table 6.8) to 99.9 (refer Table 6.11). 
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• The custom approach reduces bias towards any particular parameter, which is a common 

problem with models that rely heavily on a few key parameters. This could lead to a 

deeper understanding of the factors that contribute to anomalies in satellite data and 

could help inform the design of future models. 

 

• The processing time gets significantly reduced when trained on subset of features 

(feature engineering). In the instant case, the processing time of Random Forest model 

improved significantly from 3.1 seconds (refer Table 6.8) to 1.9 seconds (refer Table 

6.11). This improvement may appear to be trivial for on ground implementations but 

may prove very critical in case of onboard FDIR implementations where data from 

multiple sensors flow to Onboard Computer for inferencing and decision making in a 

relatively short period of time (to the tune of milliseconds to seconds). 

 

• The memory consumption showed an increase while modelling using subset of features. 

For Random Forest model it increased marginally from 0.2 MB (refer Table 6.8) to 0.6 

MB (refer Table 6.11). Ideally, the memory consumption should show a decline when 

modelling with subset of features because the number of features considered is reduced. 

However, from Table 6.11, it showed a marginal increase in two cases (0.4 MB and 0.6 

MB) and decrease in one case (0.1 MB).  The memory consumption for on ground 

implementations is not a factor of concern as there is abundant memory storage on 

ground. However, for onboard implementations, with advent of new space grade solid 

state memory devices, this factor is ceasing to be a problem. Also, the memory 

consumptions depend on various other factors like sampling frequency of the sensor, 

the resolution of the sensor (no of bits), the mode of operation of satellite (dwell mode 

Vs nominal mode) etc. Further optimisation methods to reduce memory foot print may 

include steps like sub sampling of sensor data, piece wise approximation of sensor data 

etc.  

 

• For considerations of computational loading, the performance of the models varies by 

type. Random Forest (tree-based models) have been observed to be the least 

computationally expensive approaches in all the experiments. On the other hand, 

Support Vector Machines (SVMs) are found to be the most computationally expensive 

algorithm. This is attributable to the fact as the number of features increase in a data set, 

the hyper plane computation in SVM becomes computationally intensive. 
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6.8 Summary of Results- ML Models for Contextual Anomalies 

 
• The unsupervised learning offered F1 score of 87.33% which is lower compared to  F1 

score obtained in supervised learning  method-1 99.8%, method-2 92.5% and method-

3 which gave 99.9% indicating that modelling with subset of features yields high F1 

scores.  

 

• In supervised learning Method-2, both SVM-linear and Random Forest gave 92.5 % F1 

score. However, convergence time of RF model is 3.1 sec compared to 0.2 sec of SVM-

linear but consumes 9 times more memory than RF model.  

 

• In supervised learning Method-3, the average convergence time offered by RF models 

is 1.43 seconds with an average memory consumption of 0.4 MB compared to 0.3 sec 

of average convergence time with 0.85 MB memory consumption of  SVM-linear.  

• In supervised learning method-3 RF models have greater convergence time and 

consumed lesser memory but offered good F1 scores 99.6 compared to 98.9 of SVM-

linear. 

 

• In supervised learning, when compared among Method-2 and Method-3, Method-3 

offered excellent average F1 score of 99.6 compared to average F1 score of  92.5% in 

Method-2  

 

6.9  Chapter Conclusion 

 
In this chapter, both unsupervised learning and supervised learning approaches were used for 

building ML models to detect contextual anomalies. Unsupervised learning proved to be highly 

effective due to large number of false positives.  

 

In supervised learning, three different methods using 6 different ML algorithms were carried 

out. The 6 ML algorithms broadly encompass kernel based (SVM- Linear and RBF), 

probabilistic based (Naive Bayes), tree based (Random Forest), regression based (Logistic 

Regression) and deep learning based (ANN) algorithms were compared for their performance.  

were used. In all the methods, tree-based models (random forest) performed better. However, 

to optimize these models for memory and latency performance, feature engineering-based 

subset approach was used. In this case too, tree-based modelling approach (Random Forest) 

have shown a superior performance and was optimized in processing time. For implementing 
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FDIR for onboard autonomy, it is therefore important to consider the relevant features for a 

given contextual anomalous condition. The ML models modelled using these features can truly 

have high reliability and accuracy at the same time being light for onboard implementations 

where the memory and processing power play a critical role. 
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Chapter 7 

 

STANDARD OPERATING PROCEDURE 

FOR RETRAINING AND UPDATING OF 

ML MODELS 
 
This chapter covers the principles of training ML models onboard or on ground, concept of data 

drift in satellite telemetry data, the KS Test for detecting data drift and its advantages and 

limitations. Later KS test is applied for detecting data drift in univariate telemetry data of BUS 

CURRENT sensor. The inadequacies of KS test are discussed and a Novel statistical method is 

devised for detecting data drift.  This novel method is applied on real time telemetry data for 

validation. Synthetic drift was ingested in BUS CURRENT sensor data and efficacy of Novel 

statistical method was evaluated. Lastly, a standard Operating procedure was devised to 

ascertain the optimal moment for retraining and updating ML models. 

 

7.1 ML Model Training - On board Vs On ground 
 

The paradigm of training ML models onboard directly, especially for satellite FDIR needs to 

be viewed critically. Data driven approach like using ML for autonomous operations in a 

satellite relies on historical data. In similar terms, autonomous FDIR functionality of satellites 

relies heavily on the data from sensors which are being deployed as part of various sub systems 

of a satellite. Since data is the main ingredient for building ML models, it can be either sourced 

directly onboard from the sensors itself or downloaded on ground in the form of telemetry data 

and use the processed data for ML modeling.  

     

The widely accepted approach is to train the ML models on ground and uplink the trained ML 

models. Consider for example, NASA’s Earth Observing-1 (EO-1) mission has used Support 

Vector Machines for detecting Sulphur traces and Random Forest ML classifier for cloud 

detection. For this mission, the ML models were trained on ground, and inference was done 

onboard using a 12 MHz clock speed processor (M5 Mongoose) and 128 MB of RAM [148]. 

Similarly, the Intelligent Payload Experiment (IPEX) also employed SVMs and Resource 

Description Framework (RDF) ML models for image classification on an IU CubeSat [149]. 

Here too, the models were trained on ground and there after uplinked to the satellite. Few works 
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experimented by shifting model training from ground to on-board. One such work is the OrbitAI 

experiment conducted on OPS-SAT satellite which has shifted ML training from a ground 

activity to an autonomous in-flight operation CubeSat [150]. 

 

With the knowledge of the implementations done so far as discussed above, the design choice 

of building an ML model onboard or on ground now need to be consideration purely on aspects 

like: 

 

• Type and life of mission. 

• Desired level of onboard autonomy. 

• Amount of memory and processing power available onboard.  

• Criticality of the system for which the ML model would be deployed. 

• Desired performance from the ML model 

• Data Drift /model drift/ model decay 

 

7.2 Concept of Data Drift 
 

Machine Learning relies on data as its key ingredient for making accurate predictions. The 

predictions would be reliable and accurate as long as the training data represents the underlying 

patterns or behaviors. The duration for which the data represents the actual behavior of the 

system is a question that needs to be addressed. This drift is known as data drift where the data 

distribution changes as compared to the data for which the model has been trained [151]. The 

other parameter is Model drift or concept drift which relates to the predictive power of model 

due to change in the operating environment or due to changes in the semantic and syntactic 

relationship between variables [152]. Mathematically, data drift and concept drift for a time 

series data are given by equations 7.1 and 7.2 respectively 

 

• 𝑃𝑡1(𝑋) ≠ 𝑃𝑡2(𝑋)                                                     (7.1) 

 

• 𝑃𝑡1(𝑌|𝑋) ≠  𝑃𝑡2(𝑌|𝑋)                                            (7.2) 

 

Where X and Y are the sets representing the inputs and outputs and 𝑡1 and 𝑡2  

are the initial and final time stamps. 

 

Hence, predicting data drift and model drift plays an important role in the model’s accuracy as 

the accuracy of a model decays with time as shown in Figure 7.1. However, with periodic 

retraining, the model accuracy can be sustained. For labelled data classification accuracy or F1 

score could be one of the performance indicators. 
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Figure 7.1: Model Accuracy Vs Time Graph 

 

The problem when using data for building models related to mission control operations is the 

drifting of data. Data that is used in initial or preliminary stages for building a model that 

accurately represents a system behavior slowly deviates from its pattern or distribution. 

Therefore, models that are built and trained using heuristic data at the beginning of mission life 

may not accurately represent the data state during the mid-mission life or end of life of mission.   

 

The changing of data distribution in satellite telemetry data is a continuous phenomenon. It is 

different for different parameters of a satellite.  It may be slow or rapid depending on the use 

of case scenarios as it is hugely influenced by external factors. Hence, for the satellite telemetry 

data, the drift time instance determines the optimal time for updating the model with new data. 

Too frequent retraining and up dation of model is also not suggestible due to low 

communication bandwidths of Telemetry and Telecommand data and the complexity in 

updating of Onboard Control Procedures (OBCPs) too frequently. 

 

7.3 Methodology 
 

In this chapter, work was carried out to determine data drift in a univariate sensor so as to arrive 

at the optimal time for retraining/ retuning the point anomaly models. 

 

7.3.1 Dataset Description 
 

For this work, 38 orbits data corresponding to 28 days of chronological time was considered. 

We have used BUS CURRENT sensor as a sample case for determining data drift in these 41 

orbits data. EDA has already been done on the BUS CURRENT sensor and results obtained 

[153].  Similarly, the same methodology can be used for other sensors data for determining data 

drift in them. 
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7.3.2 Testing Methods 
 

We have used the two methods for detecting whether data drift has occurred or not during the 

period represented by 38 orbits as follows: 

 

• Kolmogorv-Smirnov test. 

• Novel statistical method to determine the data drift. 

 

7.3.3 Description of Kolmogorov-Smirnov (KS) Test Method 
 

The Kolmogorov-Smirnov test is a procedure utilized to compare a sample distribution to a 

reference distribution [154]. It calculates the total variation distance between the two 

distributions, enabling the identification of potential drift in data during real-time operations. 

The test provides two key outputs: test statistic and the p-value. The statistic represents the 

absolute maximum distance between the CDF of reference distribution and the target or test 

distribution. A smaller value of ‘statistic’ represents that both the reference data set and the test 

data set are drawn from the same distribution. Ideal case is when statistic =0 which indicates 

both the distributions are identical.  

 

Mathematically, KS test is defined by formulating two hypotheses, a null hypothesis Ho, which 

postulates that the data under test follows a specified distribution and an alternative hypothesis 

Ha, which postulates that data under test do not follow a specified distribution. With these two 

hypotheses, the KS test static is defined as given in equation 7.3 

 

𝐷 = 𝑚𝑎𝑥𝑖=1
𝑛 [F(Yi) - {(i-1)/N}, (i/N) – F(Yi)]               (7.3) 

 

Where F is the theoretical cumulative distribution of the test data being tested which must be a 

continuous distribution 

Y1, Y2, Y3, …………. Yn are N ordered data points ordered from smallest to largest value 

 

The test statistic D, serves as a measurement of the maximum disparity between the Empirical 

Cumulative Distribution Function (ECDF) of the sample and the Cumulative Distribution 

Function (CDF) of the reference distribution. The null hypothesis H0, is rejected if the test static 

is greater than the defined critical value. A larger test statistic indicates a more substantial 

deviation between the two distributions, suggesting a potential drift. 

On the other hand, the p-value represents the probability of observing a statistic of test 

distribution completely different from the reference distribution. By comparing the obtained p-

value or the ‘statistic’ of test distribution against a predetermined threshold, one can determine 
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whether to reject or accept the null hypothesis. If the p-value is less than defined threshold then 

it means that the test and references data sets are drawn from different distributions and drift is 

detected or else drift is not detected. It can be represented by equation (7.4) as below: 

𝑝𝑣𝑎𝑙𝑢𝑒 < 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑                         

⇒ 𝑁𝑢𝑙𝑙 𝐻𝑦𝑝𝑜𝑡ℎ𝑒𝑠𝑖𝑠 𝑟𝑒𝑗𝑒𝑐𝑡𝑒𝑑 𝑎𝑛𝑑 𝐷𝑟𝑖𝑓𝑡 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑   (7.4) 

Else 

Drift not Detected   

 

By considering both the p-value and the test statistic, the Kolmogorov-Smirnov test for drift 

detection can aid in evaluating alterations in data distributions and detecting potential drift in 

real-time operational scenarios. 

 

7.3.3.1   Application of KS Test to BUS CURRENT Sensor Data 
 

KS test was applied for BUS CURRENT sensor telemetry data. For establishing the domain 

specific criteria for our case, it is important to understand the behavior of satellite telemetry 

data during various modes of operation of satellite. 

 

The satellite telemetry data displays distinct characteristics for both payload and payload OFF 

conditions. The data characteristics of BUS CURRENT sensor varies significantly during these 

conditions. Consequently, the 38 orbits have been divided into two distinct sets, categorized by 

whether the payload is ON or OFF. The BUS CURRENT exhibits two distinct range of values 

corresponding to two operational modes of the satellite as given below: 

 

• Payload ON state varies between 0.68 to 0.75 A. 

 

• Payload OFF state varies between 1.3 to 1.4 A. 

 

The above values represent the range of values taken by the BUS CURRENT during the initial 

or early phase of the life of satellite. As the life of satellite increases in orbit, due to outer space 

effects and due to the ageing effects on various components, these range of values taken by 

BUS CURRENT sensor vary potentially resulting in data drift.  

 

The steps undertaken as part of KS test are as given below: 

 

• Step 1.   The raw telemetry consisted data from 189 sensors of Electrical power system, 

attitude and orbit control system, RF, thermal control and payload sub systems of the 

satellite.  This data was considered for carrying data drift analysis of each sensor. 
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• Step 2.   The Raw data consisted of missing values (NaN) and noise (trivial outliers) 

which was cleaned as part of data pre-processing. Also, different sensors are sampled at 

different sampling intervals owing to their criticality and characteristics. For example, 

current sensor is sampled at lower frequency than attitude rate sensors. Thermal sensors 

are sampled at much lower frequency than current or voltage sensors.  

 

• Step 3.  All the data from 189 sensors for each orbit are super sampled to a sampling 

interval of 200 millisecond to bring them to a common sampling interval. This is done 

because the maximum sampling frequency that can be achieved for any sensor is 208 

milli seconds.  This is governed by the Telemetry data frame format in which the 

Maximum Transportable Unit (MTU) is one sub frame which is of 208 millisecond 

duration and can carry 256 bytes of information [137]. Hence the maximum sampling 

frequency of obtaining data from any given sensor is 208 milliseconds. Therefore, the 

sensor data of all sensors was super sampled to 200 milliseconds so as not to miss any 

patterns in data. 

 

• Step 4.   The satellite telemetry data is segregated separately into two data sets 

corresponding to payload and payload OFF condition.  

 
Table 7.1: Details of Orbits for Payload ON and Payload OFF Conditions 

Orbits containing Payload ON condition 

6692 6837 6876 6968 7054 7108 

6722 6844 6922 6983 7062 7124 

6783 6860 6937 (11th orbit) 7017 7063 7170 

6784 6861 6952 7048 7078 

Orbits containing Payload OFF condition 

6613 6738 6837 6922 7048 7124 

6629 6752 6844 6937 7054 7154 

6644 6753 6845 6952 7062 7170 

6676 6783 6860 6968 7063  

6691 6784(11th orbit) 6861 6983 7078 

6692 6829 6876 7017 7109 

6722 6836 6921 7047 7123 
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Hence the super sampled data for all orbits have been filtered based on the status of flag of Pay 

load ON/ OFF sensor resulting in separate orbits data for Payload ON condition and Payload 

OFF condition. This resulted in 24 orbits for payload OFF condition and 38 orbits which have 

Payload ON condition. Details of orbits for payload ON and payload OFF conditions are given 

in Table-7.1 

 

• Step 5.  Here after, two methods were considered as follows and the results were 

analysed: 

 

• Method-1:  The BUS CURRENT sensor data of first ten orbits’ data was used 

as reference data and each next orbit (11th orbit onwards) data was used as target 

data for detecting data drift. A detection threshold of 5% (0.05) was used. Since 

the telemetry data exhibits different patterns for payload  ON and OFF 

conditions, the KS test was performed separately for payload ON and OFF 

conditions and results tabulated. 

 

• Method-2:  The BUS CURRENT sensor data of each orbit was considered as a 

reference data and next consecutive orbits BUS CURRENT sensor data used for 

detecting data drift. A detection threshold of 5% (0.05) was used. 

 

7.3.4 Description of Novel Statistical Method 
 

Statistical or probabilistic methods are suitable for detecting drift in cases where the CDF of 

data varies significantly but over long time periods. This is not the case of satellite telemetry 

data. Satellite telemetry data is multi-modal and multi-dimensional. The values that a sensor 

takes id dependent on factors like mode of operation, life of satellite spent in orbit, outer space 

effects etc. So, the existing methods will not accrue faithful results and hence would render 

heavy false alarm rates in actual operations. Therefore, a novel statistical method was devised 

for detecting data drift [155]. This method relied on statistical distribution of data rather than 

probabilistic distribution of data which was used in KS test. The second method relied on 

statistical distribution of data rather than probabilistic distribution of data which was used in 

KS test. Currently, there is no dedicated method for detecting drift in satellite telemetry data.   

In the Novel statistical method, a window size of first 15 orbits was used as baseline distribution 

and a block of 05 orbits each is used as test distribution. A drift occurs when the statistical 

values of BUS CURRENT sensor exceed a defined set of threshold values. 
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In this novel statistical method, the Standard Deviation (SD) error plots are used for identifying 

the drift. The SD error plot has a tail and head where the head represents mean+1SD and tail 

represents mean-1SD. The height (or the length) of the SD error plot represents the number of 

values in the data. Longer the plot implies more the spread of values. Since SD error plot itself 

cannot be used to determine the statistical similarity between two data sets, a novel method was 

devised by exploiting the SD error bars and also the mean and 75 % quartile. The Hypothesis 

assumed is as follows:  

 

If the mean (μ) and 75% quartile (Ɵ) of incoming orbits data lies within the maximum 

tolerance and minimum tolerance limits for both Payload ON and Payload OFF condition, 

then data drift has not occurred.  If the mean and 75% quartile lie outside the maximum 

tolerance and minimum tolerance limit for both payload ON or OFF conditions continuously 

for 05 orbits and the same behaviour has sustained for a total duration of 15 orbits, then it is 

assumed data drift has occurred and ML models needs to be re-trained.  

        

While calculating μ and Ɵ, new incoming orbits were considered in windows of 5 orbits at a 

stretch. An increment counter is initialised at the beginning of process to zero. The process is 

repeated iteratively till the increment counter reaches a fixed threshold of 11 (which 

corresponds to 15 orbits considered in segments of 5 consecutive orbits in a cumulative 

manner). The relevance of choosing the upper limit for sustaining data drift for 15 orbits is 

closely tied to the orbital period of a LEO satellite. In 15 orbits, a LEO satellite would have 

completed one side real day (approximately 24 hrs) of operational cycle and therefore any 

phenomenon in sub systems would have been adequately stabilised and will be a permanent 

and persistent behaviour.  Now the condition for determining data drift is given by algorithm 

as mentioned below: 

 

Since the maximum tolerance (max_tol) and minimum tolerance (min_tol) define the dynamic 

range of sensor, these values were considered in this novel method. As the life of satellite 

progresses in orbit, the max_tol and min_tol limits keep varying.  These dynamic limits are 

chosen as the key limits. Similarly, instead of relying on the probabilistic value as in KS test, it 

was decided to observe the actual telemetry data over a fixed window period and then define a 

criterion suiting the sensor and mission operators for ascertaining whether drift has taken place 

or not. KS test was more sensitive to minor data changes and hence would result in large number 

of false positives. Instead, the novel method is robust to minor variations in the parameters and 

would focus on the long-term trend of variation of a parameter. It would also check for 
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consistent behavior of this changed pattern in the sensor behavior to flag that a data drift has 

taken place. The SD error plots coupled with 75% quartile and mean would together indicate 

statistically whether data drift has taken place or not. 

 

7.3.4.1   Application of Novel Statistical Test to BUS CURRENT Sensor Data 
 

 The Novel Statistical test method was applied to BUS CURRENT sensor data.  To prove the 

hypothesis, the following steps were carried out: 

 

• Step 1:   The statistical parameters for 38 orbits for BUS CURRENT sensor were 

 calculated separately for Payload OFF and Payload ON condition and are given in Table 

 7.2 and Table 7.3 respectively. 

 

• Step 2:   The parameters max_tol and min_tol are defined independently for both 

 payload ON and payload OFF conditions for each sensor value. In this instance, the 

 mission operations team and the critical design review document for the subject satellite 

 have indicated that, for the payload OFF condition, the upper tolerance limit and lower 

 tolerance limit of BUS CURRENT have been adjusted to 0.886 and 0.601, respectively, 

 following 2 years of in-orbit operation, as specified in equations 7.4 and 7.5. Similarly, 

 for the payload ON condition, the upper tolerance limit and lower tolerance limit have 

 been revised to 1.19 and 1.43, respectively, after 2 years of in-orbit operation [137], as 

 detailed in equations 7.6 and 7.7. 

 
0.601 = Lower LimitPayload_OFF          (7.4) 

 

0.886 = Upper LimitPayload_OFF          (7.5) 

 

1.19 = Lower LimitPayload_ON           (7.6) 

 

1.43 = Upper LimitPayload_ON            (7.7) 

 

• Step 3:   The set of orbits, in real time operational scenario, for each condition (payload 

ON/ OFF) can be used as target data for detecting data drift. The condition now for 

ascertaining data drift is: If the mean (μ) and 75% quartile (Ɵ) of incoming orbits data 

lies within the maximum tolerance and minimum tolerance limits for both Payload ON 

and Payload OFF condition, then data drift has not occurred.  If the mean and 75% 

quartile lie outside the maximum tolerance and minimum tolerance limit for both 

payload ON or OFF conditions continuously for 05 orbits and the same behaviour has 
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sustained for a total duration of 15 orbits during either payload OFF or ON condition, 

then it is assumed data drift has occurred and ML models needs to be re-trained.  

 

While calculating μ and Ɵ, new incoming orbits were considered in windows of 5 orbits at a 

stretch. An increment counter (P) is initialized at the beginning of process to zero. The process 

is repeated iteratively till an increment counter reaches a fixed threshold of 11 (which 

corresponds to 15 orbits considered in segments of 5 consecutive orbits in a cumulative 

manner). Now the condition for determining data drift is given by algorithm as mentioned 

below: 

 
START 

IF 

{ 

##CONDITION 1## 

 

Lower LimitPayloadOFF
< mean

iorbit
th < Upper LimitPayloadOFF

 

 

OR 

 

Lower LimitPayload_OFF < 75% Quar
iorbit
th < Upper LimitPayloadOFF

 

Where i= at least (n to n+4) or greater [given n= any incoming new orbit data under consideration] 

AND 

 

P=11 (where P is increment counter) 

THEN 

Date Drift has occurred 

} 

ELSE IF 

{ 

##CONDITION 2## 

Lower LimitPayloadON
< mean

iorbit
th < Upper LimitPayloadON

 

OR 

Lower LimitPayloadON
< 75% Quar

iorbit
th < Upper LimitPayloadON

 

Where i= at least (n to n+4) or greater [given n= any incoming new orbit data under consideration] 

AND 

P=11 (where P is increment counter) 

Date Drift has occurred 

} 

ELSE 

Date Drift has not Occurred 

CLOSE 
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If either CONDITION 1 or CONDITION 2 is fulfilled, then data drift has assumed to have 

occurred in BUS CURRENT sensor. 

 

• Step 6:   Since, the given data does not have any data drift, it was decided to inject drift 

in BUS CURRENT data beyond the laid down upper and lower limits for payload OFF 

condition, to check the efficacy of the method.  Synthetic data representing drifted data 

was generated with values between 0.887 and 0.987 and injected into orbit numbers 

6861,6876,6921,6922 and 6937. The resulting graphs were plotted and analysed 

 

Table 7.2: Statistical Parameters of Each Orbit for Payload OFF Condition 

No Orbit  Count Mean SD Min 25% 50% 75% Max Range 

Reference orbits for Payload OFF condition 

0 6613 553 
0.731955 

0.006938 0.713 0.728 0.731 0.736 0.755 0.042 

1 6629 588 
0.728641 

0.006681 0.707 0.723 0.728 0.734 0.749 0.042 

2 6644 559 
0.728081 

0.006092 0.678 0.726 0.728 0.731 0.752 0.074 

3 6676 602 
0.726178 

0.005927 0.707 0.723 0.726 0.731 0.741 0.034 

4 6691 481 
0.727884 

0.006449 0.699 0.723 0.728 0.734 0.744 0.045 

5 6692 316 
0.740703 

0.083214 0.707 0.726 0.728 0.731 1.322 0.615 

6 6722 339 
0.734183 

0.019238 0.707 0.723 0.728 0.739 0.831 0.124 

7 6738 436 
0.723814 

0.005269 0.71 0.72 0.723 0.728 0.741 0.031 

8 6752 464 
0.730263 

0.006444 0.713 0.726 0.731 0.734 0.749 0.036 

9 6753 525 
0.726202 

0.006055 0.71 0.723 0.726 0.731 0.741 0.031 

10 6783 262 
0.729038 

0.016382 0.707 0.718 0.723 0.731 0.786 0.079 

11 6784 275 
0.735535 

0.007767 0.715 0.731 0.736 0.739 0.786 0.071 

12 6829 588 
0.727056 

0.006323 0.705 0.723 0.728 0.731 0.744 0.039 

13 6836 216 
0.726644 

0.006625 0.705 0.723 0.726 0.731 0.757 0.052 

14 6837 190 
0.721484 

0.005588 0.707 0.718 0.72 0.726 0.734 0.027 

Test orbits for Payload OFF Condition 

15 6844 241 
0.731328 

0.012928 0.715 0.723 0.728 0.734 0.805 0.09 

16 6845 585 
0.726311 

0.005722 0.707 0.723 0.726 0.731 0.744 0.037 

17 6860 244 
0.813361 

0.141749 0.713 0.726 0.731 1.028 1.236 0.523 

18 6861 47 
0.825298 

0.142576 0.723 0.728 0.734 1.0255 1.181 0.458 

19 6876 240 
0.730921 

0.007053 0.71 0.726 0.731 0.736 0.76 0.05 

20 6921 430 
0.729044 

0.006075 0.707 0.726 0.728 0.734 0.744 0.037 
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21 6922 160 
0.777387 

0.105131 0.72 0.734 0.741 0.747 1.204 0.484 

22 6937 235 
0.734051 

0.028909 0.715 0.726 0.731 0.736 1.036 0.321 

23 6952 147 
0.763177 

0.097416 0.707 0.7215 0.728 0.755 1.238 0.531 

24 6968 113 
0.729221 

0.004831 0.718 0.726 0.728 0.734 0.741 0.023 

25 6983 166 
0.757289 

0.092144 0.715 0.726 0.728 0.734 1.181 0.466 

26 7017 185 
0.757432 

0.085877 0.707 0.723 0.731 0.741 1.057 0.35 

27 7047 4 
0.8055 

0.026211 0.77 0.79775 0.8095 0.81725 0.833 0.063 

28 7048 273 
0.749143 

0.027828 0.731 0.741 0.747 0.752 1.049 0.318 

29 7054 9 
0.881111 

0.258507 0.744 0.749 0.755 0.757 1.341 0.597 

30 7062 79 
0.785076 

0.105246 0.739 0.747 0.755 0.761 1.236 0.497 

31 7063 225 
0.771187 

0.088508 0.726 0.744 0.749 0.752 1.244 0.518 

32 7078 250 
0.754188 

0.052702 0.726 0.744 0.749 0.755 1.294 0.568 

33 7109 485 
0.749384 

0.006279 0.734 0.744 0.749 0.755 0.768 0.034 

34 7123 359 
0.750989 

0.006483 0.731 0.747 0.752 0.755 0.768 0.037 

35 7124 255 
0.763098 

0.066499 0.731 0.747 0.749 0.757 1.23 0.499 

36 7154 576 
0.748557 

0.006801 0.723 0.744 0.749 0.752 0.768 0.045 

37 7170 194 
0.818108 

0.023783 0.802 0.812 0.815 0.82 1.125 0.323 

 

Table 7.3: Statistical Parameters of Each Orbit for Payload ON Condition 

No Orbit Count Mean SD Min 25% 50% 75% Max Range 

Reference orbits for Payload ON Condition 

0 6692 236 
1.309958 

0.011706 1.291 1.304 1.307 1.315 1.372 0.081 

1 6722 204 
1.310887 

0.035034 1.046 1.307 1.309 1.317 1.399 0.353 

2 6783 230 
1.310209 

0.028506 1.028 1.307 1.309 1.317 1.362 0.334 

3 6784 252 
1.306821 

0.030531 1.028 1.307 1.309 1.315 1.338 0.31 

4 6837 413 
1.009462 

0.022591 0.72 1.002 1.007 1.012 1.12 0.4 

5 6844 291 
1.314196 

0.03552 1.023 1.304 1.309 1.317 1.425 0.402 

6 6860 188 
1.313793 

0.026768 1.031 1.304 1.309 1.32 1.359 0.328 

7 6861 453 
1.310737 

0.024429 1.033 1.309 1.312 1.317 1.362 0.329 

8 6876 308 
1.307968 

0.028231 1.02 1.30625 1.309 1.315 1.341 0.321 

9 6922 411 
1.320545 

0.013929 1.236 1.312 1.32 1.325 1.409 0.173 

10 6937 357 
1.30686 

0.01575 1.036 1.304 1.307 1.312 1.33 0.294 

11 6952 415 
1.310583 

0.031762 1.044 1.304 1.309 1.315 1.42 0.376 

12 6968 236 
1.01314 

0.017435 0.975 0.996 1.018 1.028 1.044 0.069 



144 
 

13 6983 393 
1.310573 

0.017411 1.036 1.307 1.312 1.317 1.372 0.336 

14 7017 351 
1.304678 

0.040861 1.023 1.307 1.312 1.315 1.349 0.326 

Test orbits for Payload ON Condition 

15 7047 510 
1.332608 

0.034036 0.786 1.328 1.333 1.338 1.401 0.615 

16 7048 146 
1.322726 

0.017484 1.191 1.322 1.325 1.33 1.341 0.15 

17 7054 502 
1.350578 

0.02085 1.315 1.336 1.344 1.359 1.457 0.142 

18 7062 280 
1.328986 

0.012959 1.27 1.322 1.328 1.333 1.412 0.142 

19 7063 350 
1.321423 

0.049976 0.736 1.322 1.328 1.333 1.359 0.623 

20 7078 312 
1.327212 

0.018881 1.06 1.322 1.328 1.33 1.42 0.36 

21 7108 511 
1.33499 

0.012551 1.312 1.328 1.333 1.3395 1.409 0.097 

22 7124 336 
1.32719 

0.01668 1.054 1.322 1.328 1.333 1.346 0.292 

23 7170 267 
1.386393 

0.024863 1.112 1.383 1.388 1.393 1.425 0.313 

 

7.4 Results 
 

7.4.1  KS Test Method 1: Payload ON Condition – Results 
 

The p-value and statistic for the test orbits under Payload ON condition are given in Table 7.4. 

The defined threshold is 0.05. 

 

Table 7.4: KS Test Results for Data Drift for Payload ON Condition  

(First 10 Orbits as Reference) 

 KS test_Payload ON_first 10 orbits as reference  

Reference orbits: 6692,6722,6783,6784,6837,6844,6860,6861,6876,6922 

Test orbit p-value Statistic Result 

6937 1.2776481233809031e-44 0.3695526406278774 Drift 

6952 3.004542944768051e-08 0.1670766096123647 Do 

6968 2.252084905879458e-06 0.1363761812151486 Do 

6983 2.45262042489766e-182 0.8636972538513061 Do 

7017 1.7020045338923547e-07 0.15225675714828657 Do 

7047 6.079512391707312e-05 0.12793034159410582 Do 

7048 8.813119356483869e-287 0.797889497393063 Do 

7054 7.740016126402302e-56 0.6410417565075375 Do 

7062 5.8e-322 0.8688594583487884 Do 

7063 6.14340681847097e-118 0.6839967467228016 Do 

7078 1.3731363514862844e-169 0.7339967467228017 Do 
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7108 2.3133328993739425e-128 0.6804253181513731 Do 

7124 1.7817741866020962e-268 0.7764820302966354 Do 

7170 2.4463336449278044e-140 0.6874401971103243 Do 

END OF TABLE 

 

The KS test for different test case orbits for Payload ON condition has depicted that all orbits 

have shown drift in data. The probability density distribution for orbit 6937 for payload ON 

condition is shown in Figure 7.2 whereas the histogram distribution reference orbits and for 

orbit 6937 is shown in Figure 7.3 as a sample. 

 

 
Figure 7.2: Probability Density Distribution Graph for Orbit 6937 for Payload ON Condition 

 

 
Figure 7.3: Histogram Graph for Orbit 6937 for Payload ON Condition 

 

It can be seen from Figure 7.2 that since the probability distribution is different for reference 

and test orbit, the p value is smaller than the defined threshold and hence the KS test predicted 

a data drift. In the same way, in Figure 7.3, the reference had values centered around 1.0 

signifying an RF transmitter ON condition for dumping the Payload data. However, no such 

scenario was encountered in orbit 6937 thereby predicting a data drift by the KS test. 
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7.4.2 KS Test Method 1: Payload OFF Condition – Results 
 

The KS test results when first 10 orbits were taken as reference each of Payload OFF conditions 

is given in Table 7.5.  Except for orbit 6845, remaining all orbits have shown drift in data.  

 

Table 7.5: KS Test Results for Data Drift for Payload OFF Condition  

(First 10 Orbits as Reference) 

KS test_Payload OFF_First 10 Orbits as Reference 

Reference orbits: 6613, 6629,6644,6676,6691,6692,6722,6738,6752,6753 

Test orbit p-value Statistic Result 

6783 1.7253445787194694e-05 0.1104303633853294 Drift 

6784 4.144023739501387e-15 0.2582995449358217 do 

6829 1.5729517280116365e-41 0.4175350045800385 do 

6836 0.011756461010779696 0.0696030417102066 do 

6837 0.020216364022947606 0.1044908264217332 do 

6844 9.371519459781995e-27 0.3990789744255766 do 

6845 0.1424388870500305 0.0750778808225034 No drift 

6860 8.518332855641327e-07 0.1180235899544968 Drift 

6861 8.91483125915678e-16 0.2729450888778768 do 

6876 1.5588671219971281e-06 0.3794829389090877 do 

6921 3.2804444302875766e-07 0.1834721365412296 do 

6922 0.0012431236807692602 0.0961474637629179 do 

6937 1.081572042912414e-44 0.5516129446843512 do 

6952 4.08603979513792e-10 0.2212380939880382 do 

6968 4.130450399753492e-17 0.3605945771275815 do 

6983 0.02642083591265847 0.1382754736414937 do 

7017 0.005437313515544019 0.1344130377153277 do 

7047 3.335339643547397e-08 0.2221218133617886 do 

7048 1.280479318264312e-09 0.995476043594489 do 

7054 1.2304675790661744e-189 0.8234594934163102 do 

7062 1.8117270489667612e-14 0.97347316471314 do 

7063 1.2296969893701111e-86 0.9263594645176573 do 

7078 8.364045356585107e-184 0.8669271368839536 do 

7109 1.6865313431450937e-163 0.8033715813283981 do 

7123 5.7e-322 0.8948767359675733 do 
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7124 5.83e-322 0.9210352516901829 do 

7154 3.9642151989394273e-197 0.8536367045275852 do 

7170 7.2e-322 0.8644965813283981 do 

END OF TABLE 

 

The probability density distribution for orbit 6861 is for payload OFF condition is shown in 

Figure 7.4 which showed drift whereas the probability density distribution for orbit 6845 which 

had no drift as per KS test is shown in Figure 7.5.  

 

 
Figure 7.4: Probability Density Distribution Graph for Orbit 6861 for Payload OFF Condition 

 

 

 
Figure 7.5: Probability Density Distribution Graph for Orbit 6845 for Payload OFF Condition 
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It can be seen that, orbit 6861 contains BUS CURRENT values which are not present in base 

line distribution and hence being flagged by KS test as data drift. Similarly, for orbit 6845, all 

the values which are present in baseline distribution are also present in orbit 6845 thereby 

flagging it as no drift detected by KS test.  

 

7.4.3 KS Test Method 2: Results 
 

In this method each orbit was considered as reference, and the test orbit was its next immediate 

orbit. The results for payload OFF condition are given in Table 7.6. The results for payload ON 

condition are given in Table 7.7.  

 

Of the entire results, two case studies, denoted as CS-1 and CS-2, were conducted. In CS-1, the 

6613 orbit was used as the reference orbit, with the 6629-orbit serving as the test orbit. In CS-

2, the reference orbit was 6829, and the test orbit was 6836.  

 

From Table 7.6 it is clear that very few instances have been classified as No drift scenario by 

KS test. For instance, Orbit 6629 has shown as drifted from orbit 6613 as the p-value is less 

than the threshold of 0.05.  This can be further reinforced by analyzing the density distribution 

plots of orbits 6613 and 6629. The density distribution plot in which 6613 was considered as 

reference and 6629 was taken as test orbit is shown in Figure 7.6. 

 

Table 7.6: KS Test Results for Data Drift for Payload OFF Condition  

(Nth Orbit as Reference and N+1th  as Test orbit) 
  KS Test_Payload OFF_ 

(Threshold 0.05) 

 

Ref orbit  Test orbit p-value Statistic Result 

6613 6629 6.983e-10 0.1941 Drift 

6629 6644 0.06875 0.075 No Drift 

6644 6676 6.3966e-05 0.13276 Drift 

6676 6691 0.0282 0.10991 Drift 

6691 6692 0.998 0.0271 No drift 

6692 6722 1.163e-06 0.2075 Drift 

6722 6738 9.946e-14 0.2805 Drift 

6738 6752 1.63e-35 0.4167 Drift 

6752 6753 1.289e-15 0.2641 Drift 

6753 6783 1.318e-05 0.1832 Drift 

6783 6784 6.530e-36 0.5361 Drift 
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6784 6829 2.312e-40 0.4839 Drift 

6829 6836 0.894 0.0445 No Drift 

6836 6837 2.311e-12 0.3628 Drift 

6837 6844 1.117e-17 0.424 Drift 

6844 6845 0.000133 0.1663 Drift 

6845 6860 8.260e-16 0.3168 Drift 

6860 6861 0.296 0.1513 No Drift 

6861 6876 1.108e-05 0.3829 Drift 

6876 6921 0.0091 0.1308 Drift 

6921 6922 6.651e-32 0.5404 Drift 

6922 6937 5.536e-18 0.4507 Drift 

6937 6952 2.999e-09 0.3298 Drift 

6952 6968 5.044e-09 0.385 Drift 

6968 6983 0.4427 0.102 No Drift 

6983 7017 0.0077 0.1754 Drift 

7017 7047 0.00028 0.9027 Drift 

7047 7048 5.832e-07 0.9853 Drift 

 

The figures illustrate the probability density distribution versus bus current plots can be found 

in Figure 7.6 for CS-1 and Figure 7.7 for CS-2. In Figure 7.6, the orbit 6629 when compared 

with 6613 (baseline reference) exhibited drift as 6629 contains values which are not present in 

6613. The head of the curve for orbit 6613 has no values in the region surrounding 0.71 whereas 

6629 has values in this region amplifies this fact.   

 

Table 7.7: KS Test Results for Data Drift for Payload ON Condition 

(Nth Orbit as Reference and N+1th  as Test orbit) 

  KS Test_Payload ON 

(Threshold 0.05) 

 

Ref orbit  Test 

orbit 

p-value Statistic Result 

6692 6722 0.000862 0.18585 Drift 

6722 6783 0.8813 0.05447 No Drift 

6783 6784 0.02495 0.1330 Drift 

6784 6837 1.902e-181 0.9880 Drift 

6837 6844 1.162e-197 0.98960 Drift 
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6844 6860 0.6568 0.0667 No Drift 

6860 6861 2.054e-05 0.2057 Drift 

6861 6876 0.000439 0.15019 Drift 

6876 6922 4.4343e-33 0.45240 Drift 

6922 6937 5.6499e-51 0.53662 Drift 

6937 6952 0.0003075 0.14991 Drift 

6952 6968 1.04643e-181 0.99759 Drift 

6968 6983 2.5800e-177 0.9974 Drift 

6983 7017 0.5855 0.055740 No Drift 

7017 7047 6.07112e-175 0.89078 Drift 

7047 7048 1.372e-21 0.452511 Drift 

7048 7054 6.128e-63 0.74624 Drift 

7054 7062 3.7597e-64 0.61474 Drift 

7062 7063 0.30826 0.07642 No Drift 

7063 7078 0.23958 0.07884 No Drift 

7078 7108 3.7811e-21 0.34636 Drift 

7108 7124 4.3741e-12 0.255014 Drift 

7124 7170 1.7483e-173 0.99250 Drift 

 

 

 
Figure 7.6: Probability Density Distribution Graph for Orbit 6613 as Ref and 6629 as Test 

Orbit or Payload OFF Condition 
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Similarly, in Table 7.6, no drift was detected when orbit 6829 was considered with orbit 6836. 

The density distribution plot of orbit 6829 and 6836 is shown in Figure 7.7. In Figure 7.7, both 

6829 and 6836 exactly contain the same range of values of BUS CURRENT even though at 

different probability densities. Therefore, KS test has shown that no drift was detected. 

 

 
Figure 7.7: Probability Density Distribution Graph for Orbit 6829 as Ref and 6836 as Test 

Orbit for Payload OFF Condition 

 

In summary, it is evident from above results that KS test is sensitive to any type of distributional 

change, regardless of its practical significance. It may flag minor variations or noise as drift, 

leading to false alarms. Hence, for our case in consideration, KS test cannot be relied upon 

for detecting data drift.  

 

7.4.4 Novel Statistical Method -Results 

 
This method relied on the Mean and Quartiles to understand the long-term changes in the 

statistical parameters rather than relying only instantaneous and short-term changes in data. The 

Novel statistical method designed relies on the Standard Deviation (SD) of orbit data in of a 

particular sensor corresponding to a specific mode of operation of satellite like payload ON or 

OFF. The mean and the 75% Quartile are used in the observation window slot to determine if 

the data drift has taken place or not. 

 

The Standard Deviation (SD) error plot for test orbits for payload OFF condition is given in 

Figure 7.8 and for payload ON condition is given in Figure 7.9. In both the plots, the orange-

colored dotted lines at top and bottom represent the dynamic limits for each of the payload ON 

and OFF condition (0.886 and 0.601 for payload OFF and 1.19 and 1.43 for payload ON) 
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corresponding to the changes limits for BUS CURRENT sensor after two years of in orbit 

operation of satellite. 

 

For each of the incoming orbit, the SD error plot is plotted. A set of 15 consecutive orbits are 

considered as observation window at any instant. When two SD error bars overlap over a major 

portion, it can be inferred that the difference between the two data sets is not statistically 

significant or in other words both the data streams are drawn from the same distribution. When 

the error bars do not overlap, it is an indication that data represented by current data set is 

statistically different from the representative data set. Any drift in data would significantly alter 

the mean and a sustained drift on the higher side would alter the 75% quartile. This novel 

method takes advantage of this fact and determines drift. 

 

The SD error plot in Figure 7.8, reveals that the mean and 75% quartile are within the dynamic 

limits for payload OFF conditions for a consecutive segment of 05 orbits, but the head of SD 

error plots have exceeded the thresholds in 3 instances. But in these three instances, the mean 

and 75% quartile were well in the thresholds.   

 

 
Figure 7.8: Error Bar Plot for Payload OFF Condition- Novel Statistical Method 
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Figure 7.9: Error Bar Plot for Payload ON Condition- Novel Statistical Method 

 

In the same way, Figure 7.9.  represents the SD error plot for payload ON condition. In both 

the plots, the Mean and 75% quartile lie within the max_tol and min_tol limits. Any drift in data 

would definitely push the mean and 75% quartile thereby pushing the Max limit of SD error 

plot outside the max_tol and min_tol limits. Instantaneous changes will also push the max limit 

of SD error plot however, the situation would not be consistent over the next orbit thereby 

negating a data drift. If there were persistent change in the sensor values, then the SD error plots 

would exhibit a behavior outside the max_tol and min_tol limits for consecutive length of orbits 

(in this case 5 orbits) indicating a data drift. 

 

Now for the data under consideration, as can be seen from Figure 7.8 and Figure 7.9 the SD 

error plots have not crossed the thresholds laid down by ‘max_tol’ and ‘min_tol’ limits for 

payload ON and OFF conditions. Hence, for the data considered in this case, it can be concluded 

that there is no data drift in the data and hence model retraining need not be carried out. 

 

7.4.5 Injected Data Drift Test -Results 
 

The statistical test results for injected synthetic data in 05 orbits during payload OFF condition 

is shown in Figure 7.10.  
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Figure 7.10:  Sample Scenario with μ and Ɵ lying outside defined  

limits but with No Data Drift 

 

It can be seen from the Figure 7.10 that, the mean as well as 75 % quartile both lie outside the 

laid down values of BUS CURRENT orbits at sequence numbers 17, 18, 19, 20, 21, and 22. 

Though the synthetic drift data was injected only in 05 orbits (corresponding to orbit sequence 

numbers 18 to 22), additionally orbit with sequence no 17 is also exhibited a drift pattern even 

though drift was not injected into this orbits data. Hence, in all together 06 consecutive orbits 

starting from sequence no 17 till 22 are exhibiting data drift. However, this phenomenon ceases 

to exist post orbit sequence no 22. Had the behavior persisted even after orbit sequence no 22 

forever and even for payload ON condition, then it can be concluded that data drift has occurred, 

and models would need retraining. But since, the pattern of mean and 75% quartile lying outside 

upper and lower limits for payload ON or OFF conditions cease to exist after 06 orbits, it can 

be concluded that data drift has not occurred in this particular case. 
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7.4.6 Uniqueness of Novel Statistical Method 
 

In practical satellite mission control operations for LEO satellites, the range of values taken by 

any sensor of any sub system varies depending on the mode of operation of satellite, the 

equipment in operation on board and the time of day (eclipse or non-eclipse). Probabilistic drift 

detection methods like KS test, Chi-Square test, Jenssen-Shannon distance method, Hellinger 

distance method etc. cannot accurately predict the actual drift in a sensor data as they do not 

take into account aspects like mode of operation of satellite, time of day, amount of components 

/equipment in operation onboard. Data drift in satellite telemetry data will occur only when the 

changes in sensor readings are permanent, persistent and consistent. The probabilistic methods 

tend to flag any minor deviations in telemetry data occurring due benign operations as drift in 

data as they act on data changes which are transient as against persistent, which are short term 

as against long term. 

 

 Novel statistical method on the other hand, considers a long-term variation in the statistical 

properties of data rather than instantaneous, transient or short-term variation in data. The 

degradation of space craft components (which in turn affect the ML Models performance 

parameters) occur slowly over a period of time and are long-lasting, persistent and irreversible. 

Additionally, this method only flags data drift only in case of persistent behavior over a defined 

period of time for a specific mode of operation. The observation window of 5 orbits would help 

in ascertaining the long-term persistent variation and the baseline reference window of 15 orbits 

help us to capture the existing baseline statistical parameters in a robust manner. The inclusion 

of 75% percentile parameter aspect ensures that, majority of sensor readings are lying above 

threshold and therefore noise or scattered readings or outliers do not impact the decision. Also, 

this method is a great advantage for mission control engineers as dynamic limits specified by 

satellite designers for each sensor for each mode of operation can be gainfully utilized for drift 

detection. This model is also scalable and easy to implement and offers both a graphical and 

empirical view to the mission control team for taking decisions.  However, this method has a 

limitation in which it can only work for univariate drift and cannot undertake multivariate drift. 

  

7.5 Standard Operating Procedure for Retraining and Updating ML 

Models for Satellite FDIR 

 
The methodology adopted for detecting data drift is exclusive to the current LEO satellite under 

consideration. However, this method can faithfully be adapted for detecting data drift in any 
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kind of satellite telemetry data. The following points need to be considered while using this 

method for detecting data drift: 

 

• Defining the various chronological life stages of satellite where the thresholds would be 

reviewed. 

 

• The parameters LLON, ULON, LLOFF, ULOFF to be defined prior for a particular satellite 

and for each sensor corresponding to different chronological life stages of satellite.  

 

• This work considers only two modes of satellite operations namely Payload ON and 

payload OFF. There may be other modes of operation for a satellite. Therefore, it would 

be pertinent to define these limits for each operational mode of satellite. 

 

 

 
Figure 7.11: Flow Chart of Standard Operating Procedure for Detecting Data Drift 
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• Defining the maximum segment limit of consecutive orbits (i) for calculating μ and Ɵ 

(in this case it is 5).  

 

• Defining the maximum sequential temporal limit on number of orbits (P) that would be 

considered to ascertain the data drift (in this case it is 11).  

 

• Adopting the flowchart shown in Figure 7.11 above which can be used for detecting the 

data drift and decide the optimal time for retraining the models either running onboard 

or on ground. 

 

7.6 Chapter Conclusion 
 

In this chapter, a univariate data drift detection for satellite health keeping data was carried out. 

BUS CURRENT sensor data of EPS system was considered for carrying out drift detection 

tests. A pre-processed data set of 38 orbits was taken. The data set was separated into two sub 

sets corresponding to payload ON and OFF conditions. Firstly, KS test was carried out on the 

data using two methods. In the first method, initial 10 orbits were taken as reference. In second 

method, each new orbit was taken as reference and compared with its immediate successive 

orbit. The results were analyzed, and it was found that KS test was not yielding accurate results 

due to its high dependency on instantaneous data distribution. Therefore, a Novel statistical 

method was designed where in the dynamic limits of BUS CURRENT sensor were considered. 

The incoming orbits data was passed through the Novel statistical algorithm and only a 

sustained deviation of sensor readings in either of the operational modes of the satellite would 

only manifest as data drift. The novel method was thus robust to noise and instantaneous 

changes in data.   
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Chapter 8 
 

CONCLUSION AND FUTURE SCOPE 
 
8.1 Conclusion 

 
The methodology of detecting point anomalies, contextual anomalies for FDIR and the data 

drift detection methods in satellite telemetry are described in the previous chapters. In this 

chapter, the conclusions drawn from those extensive results are summarized. Few suggestions 

on carrying out future scope related to the work are also discussed at the end of this chapter. 

 

In this thesis work, ML models were built for identifying point and contextual anomalies from 

the telemetry data of a LEO orbit satellite. With respect to point anomalies, four type of point 

anomalies namely Stuck or null anomaly, drift anomaly, spike anomaly and out of limit 

anomaly were considered. With respect contextual anomalies, two contexts namely, payload 

ON and payload OFF context conditions of satellite were considered.  

 

8.1.1 Point Anomalies 

 
Point anomalies are local to a sensor. Hence, for identification of point anomalies, BUS 

CURRENT sensor of Electrical Power system of satellite was considered as this sensor plays a 

critical role in various modes of operation of satellite and can act as general representative of 

the overall health of the satellite. Univariate Exploratory Data Analysis (EDA) was carried out 

on 41 orbits of data of this sensor [153]. Three sperate cases were considered for the entire 

analysis with two test case orbits representing payload OFF orbit (6613) and payload ON orbit 

(6983) conditions and third case being the aggregate orbits (all orbits).  Statistical analysis, 

missing value analysis, sampling frequency analysis, imputation methods, stationarity analysis, 

trend and seasonality analysis, Auto correlation and Partial Auto correlation analysis steps were 

carried out as part of EDA. A total of 37 trivial outliers were identified and dropped as they are 

fewer in number. It emerged that, 75% of values were missing in the BUS CURRENT sensor 

data owing to low sampling rate of 800 milli seconds of this sensor. Therefore, instead of 

discarding the missing values, imputation of the missing values was resorted. To reduce the 

number of samples, the sensor data was up sampled to 1 second interval from 800 milli seconds. 

During the trend and seasonality analysis, it emerged that orbit 6613 revealed no trend but had 
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seasonality whereas orbit 6983 has both trend and seasonality. For all orbits, when the period 

was varied, presence of seasonality and absence of trend was observed indicating that data was 

cyclic in nature. This finding also resonates with the mission operations of satellites as the 

sensor data would be repetitive in nature since the satellite undergoes 14 to 15 orbits in a 24-hr 

period. The presence of trend indicates that, there may be minor drift in data owing to ageing 

effects of components or due to orbital decay. Stationarity analysis was carried using four 

methods namely histogram method, rolling mean method, segmented mean method and ADF 

test to ascertain whether data can be used for building forecasting models like ARIMA, which 

indicated that test case orbits are non-stationary whereas aggregate orbits are stationary thereby 

indicating that, Regression models cannot be trained using single orbits data but a minimum of 

30 to 40 orbits data is required for training. Seven different imputation methods namely front 

fill, back fill, linear, polynomial second order, polynomial third order, second order spline and 

cubic spline were considered and the statistical parameters obtained by each method are 

calculated and tabulated. Latency of front fill and back fill methods were least with other 

parameters remaining almost same as that of other methods. Hence, backfill method was used 

for imputation of missing values. Lastly, Autocorrelation (ACF) and Partial Autocorrelation 

(PACF) plots were generated to ascertain the suitability of data for auto regression models and 

also for determining the order of model.  Negligible ACF and PACF existed for orbit 6983 and 

all orbits indicating that employment of this data for auto regression models would not be 

effective.  

 

After Univariate EDA, for training ML models, test and training data sets have been prepared 

for varying contamination levels ranging from 0.2% to 1% since the actual data does not have 

any anomalous samples. Since the training and test data have anomalous class samples in 

minority, SMOTE Tomek Link method was used for making the unbalanced data sets to 

balanced sets. Seven different supervised ML classification modelling approaches namely 

logistic regression using linear classifier, naïve Bayes based probabilistic classification, support 

vector machines using gaussian kernel, decision tree based parametric classification, distance-

based classification using k-NN. A deep learning-based classification was also implemented 

using Kera’s based classifier which have been used for training models. Each of the models 

was used for inferencing using the test data separately using a balanced test data (using SMOTE 

Tomek links) and unbalanced test data to compare the performance. 

For Zero anomaly, Logistic Regression and ANN had an F1 score of 1, both for unbalanced 

data set. The use of balanced data set for stuck anomaly yielded inferior performance.   In terms 
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of latency, ANN consumed 688.74 seconds whereas LR consumed only 5.2 seconds thus 

making LR having 132% faster convergence time than ANN. 

 

For spike anomaly, decision tree and random forest classifiers both with and without data set 

balancing offered best performance with a F1 score of 1. Additionally, distance-based classifier 

k-NN with data set balancing offered superior performance. In terms of latency, RF had 

maximum latency of 35.295 sec whereas DT had just 1.26 seconds of convergence time, both 

with balanced data sets. 

 

For drift anomaly, SVM and k-NN both with balanced as well as unbalanced datasets have 

shown good performance. Decision tree also shown a good performance with a F1 score of 1 

but only with an unbalanced dataset. In terms of latency, SVMs had largest latency of 269.27 

seconds whereas DT had lowest latency of 2.52 seconds. For drift anomaly, naïve Bayes has 

given a F1 score of 0.97 whereas ANN has given a max F1 score of 0.96. The inferior 

performance of ANN may be attributable to the smaller training and test data set size for all 

type of anomalies. 

 

The out-of-limit anomaly depicts the currently used threshold logic for identifying faulty 

conditions in spacecraft sensor data. Again, decision tree (DT) and random forest (RF) offered 

best performance both for unbalanced dataset with RF having a latency of 62 sec whereas DT 

having 12.6 seconds. 

 

Overall, decision tree models were able to identify three type of point anomalies whereas 

random forest and k-NN were able to identify two types of anomalies. ANN, logistic regression 

and SVM were able to identify one each type of point anomalies. DT had an average latency of 

5.35 seconds and average F1-score of 0.98. RF had an average latency of 41.17 seconds and 

average F1 score of 0.98. k-NN had an average latency of 9.06 seconds with an average F1 

score of 1. ANN had average latency of 688.74 seconds, LR 5.2 seconds, SVM 265.85 seconds. 

DT models have exhibited superior performance in terms of latency and have been on average 

7.69 times faster than RF models, 1.69 times faster than k-NN models for a marginal increase 

in F1 score from 100% (k-NN) to 98%. Also, DT models are significantly faster than ANN 

models with an average better performance of 128.7 times faster. Therefore, in summary, the 

latency performance of Decision Tree models is superior among all other models with an 

average F1 score of 98%. 
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8.1.2 Contextual Anomalies 

 
For identifying Contextual anomalies, 40 orbits data from 189 sensors from 05 different satellite 

sub systems was considered. As an initial step, multi variate EDA was conducted. Data 

preprocessing was done and based on the threshold limits specified by the PID manual of 

satellite; to remove trivial outliers, label encoding was done for categorical variables and 

resampling was carried of all sensors to 200 milli seconds to have a uniformly sampled data. 

Missing values were imputed. Thereafter, data was split into two groups based on payload ON 

and OFF conditions to establish two separate contexts of operation.  After segregation of data 

into payload ON and OFF conditions, it emerged that 60% of data was during payload OFF 

condition and 40% represented payload ON condition. As a next step correlation analysis with 

‘Payload ON/OFF Status’ flag was carried out. 22 critical sensors as specified by mission 

operations manual of satellite were considered as one case and all 189 sensors were considered 

as second case for correlation analysis. In correlation analysis of 22 feature set, BUS 

CURRENT has the highest correlation with ‘Payload ON/OFF Status’ flag.  Then, 2D and 3D 

PCA was carried out for all 189 sensors and 22 critical features separately which revealed 

presence of anomalous regions in the data corresponding to orbit no 7132. Also, data 

corresponding to orbit 7131 was found corrupted and hence this data was not considered for 

modelling.  

 

For modelling, only the 22 critical sensors were used for modelling. Both unsupervised learning 

and supervised learning approaches were used. In supervised learning, three different methods 

using 6 different ML algorithms were carried out. The three methods are supervised learning 

with inherent anomalies, supervised learning with inherent and synthetic anomalies and 

supervised learning with sub set of features. In all three methods, six ML algorithms broadly 

encompassing kernel based (SVM- Linear and RBF), probabilistic based (Naive Bayes), tree 

based (Random Forest), regression based (Logistic Regression) and deep learning based (ANN) 

algorithms were compared for their performance.  Feature Engineering was carried out to 

evaluate the dependence of models on particular features. This step helped in arriving at the sub 

set of features that can be sued for modelling in Method-3 to improve latency and memory 

performance along with F1 scores. 

 

Unsupervised learning was carried out using k-means clustering algorithm. This proved to be 

highly ineffective due to the large number of false positives. The unsupervised learning offered 

F1 score of 87.33% which is lower compared to F1 score obtained in supervised learning 
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method-1 99.8%, method-2 92.5% and method-3 which gave 99.9% indicating that modelling 

with subset of features yields high F1 scores.  

 

In supervised learning Method-1, random forest model clearly outperforms other models. 

However, the high F1-Scores were observed which indicate the over fitting of models to data. 

This may be due to the imbalanced data set where the anomalies are in minority compared to 

the non-anomalous data.  Therefore, to avoid overfitting, the models are trained with enhanced 

contamination levels.  

 

In supervised learning Method-2, along with inherent anomalies, synthetic anomalies were 

introduced to double the contamination levels. In this case, both SVM-linear and Random 

Forest models gave 92.5 % F1 score. However, the convergence time of RF model is 3.1 sec 

compared to 0.2 sec of SVM-linear but consumed nine times more memory than RF model.  

 

In supervised learning Method-3, the average convergence time offered by RF models is 1.43 

seconds with an average memory consumption of 0.4 MB compared to 0.3 sec of average 

convergence time and 0.85 MB memory consumption of SVM-linear. Random Forest models 

have greater convergence time and consumed less memory but offered good F1 scores 99.6 

compared to 98.9 of SVM-linear. When compared to Method-2, Method-3 offered an excellent 

average F1 score of 99.6 compared to average F1 score of 92.5 in Method-2  

 

In all the methods, tree-based models (random forest) performed better. However, to optimize 

these models for memory and latency performance, feature engineering-based subset approach 

was used. In this case too, tree-based modelling approach (Random Forest) have shown a 

superior performance and was optimized in processing time. For implementing FDIR for 

onboard autonomy, it is therefore important to consider the relevant features for a given 

contextual anomalous condition. 

  

8.1.3 Data Drift Detection Mechanism - SOP for Using ML models for 

Autonomy in Satellite FDIR 

 
The aspect of optimal re-training or updating time of ML models was addressed by ascertaining 

the data drift. Towards this, a univariate data drift detection for satellite health keeping data was 

carried out [155]. BUS CURRENT sensor data of EPS system was considered for carrying out 

drift detection tests. A pre-processed data set of 38 orbits was taken. The data set was separated 

into two subsets corresponding to payload ON and OFF conditions. Firstly, KS test was carried 
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out on the data using two methods. In the first method, the initial 10 orbits were taken as 

reference data set. In second method, each new orbit was taken as reference data and compared 

with its immediate successive orbit. It was found that KS test was not yielding accurate results 

due to its high dependency on instantaneous data distribution and probabilistic evaluation. KS 

test showed, in both methods, large number of instances of data drift thereby leading to false 

positive results. Therefore, a Novel statistical method was designed where in the dynamic limits 

of BUS CURRENT sensor were considered. 

 

In novel statistical method, based on the life of satellite spent in orbit, new dynamic limits were 

selected for the BUS CURRENT sensor during the payload ON and OFF conditions. Total of 

four dynamic limits – upper and lower limits (max_tol and min_tol limits) for payload ON 

condition and upper and lower limits for payload OFF condition are defined which correspond 

to the renewed thresholds based on the spent life of satellite. This helped to arrive at a realistic 

estimation of the expected sensor data. A sliding window of 5 orbits was selected and an 

observation window of 15 orbits was selected. Data drift was assumed to have occurred if the 

mean and 75% quartile lie outside the maximum tolerance and minimum tolerance limit for 

both payload ON or OFF conditions continuously for 05 orbits and the same behavior has 

sustained for a total duration of 15 orbits during either payload OFF or ON condition, then it is 

assumed data drift has occurred and ML models needs to be re-trained.  

 

Real time telemetry was given as input to this algorithm and data drift condition was 

ascertained. To check the efficacy of algorithm, synthetic drift was ingested in five orbits data 

and fed to the algorithm which successfully detected the drift.  

 

8.2 Future Scope 
 

The study reported here has opened for the following interesting points for further 

investigations which are mentioned as follows: 

 

1.  Only four types of point anomalies considered. More types of point anomalies can be 

considered for modelling 

 

2. Un supervised learning for Point anomalies detection needs to be explored 

 

3. Methods to address problem of minority anomalous data in contextual anomalies can be 

further be explored 
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4. Improving the data pre-processing latency and memory consumption for onboard 

implementations is not covered in this work and can be explored. 

 

5. Fine tuning of ML models for customised space grade Radiation hardened hardware is 

another area of interest and offers huge scope of research. 

 

6. Multi variate Data drift also need to be considered 
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