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SECTION A
(5Qx2M=10Marks)
S. No. Marks CcO
Q1 Define digital forensics. 2 co1
Q2 Explain the order of volatility in brief. 2 CcO?
Q3 Justify the necessity of mobile forensics in cybercrimes investigations. 2 CO4
Q4 Describe forensic cloning of evidence. 2 co1
Q5 State any two types of tools used by digital forensic examiners. 2 CO3
SECTION B
(4Qx5M= 20 Marks)
Q6 Explain the use of digital forensic in social networking sites. 5 CcCo1
Q7 Analyze how does computer forensic helps in law enforcement. 5 CO3
Q8 Identify the advantages of live memory acquisition. 5 CO4
Q9 Illustrate the main challenges of investigating computer-related crime? 5 CO2
SECTION-C
(2Qx10M=20 Marks)
Q10 State Locard’s Exchange Principle with suitable scenario 10 CcO3
Q11 Illustrate any four types of web attacks. How are these web attacks 10 CO?2
investigated?
SECTION-D
(2Qx25M=50 Marks)
Q12 Before forensic investigator starts computer forensic investigation at o5 cou
crime site, he has to keep lots of consideration in mind and every process
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has to be followed with complete rules and regulations. Considering the
cybertheft in National bank, answer the following questions:

1. State the importance of the initial decision-making process.

2. Outline the steps involved in the assessment of the situation.

3. Analyze the crucial guidelines for forming an investigating team.

Q13 1. Relate the significance of data recovery and backup? Explain
various data recovery solutions. 25 CO5
2. List out the tool selection methods in context of digital forensic






