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Abstract

Connected vehicles are helping realize the dream of intelligent transportation sys-
tem (ITS) a come true. With the steady rise in the on-board processing ability of 
vehicles, demand for new services and applications is increasing. The majority 
of such applications are latency-sensitive and have safety-related consequences. 
The latency is of critical importance for ensuring safety and quality of service 
(QoS) in ITS environment. However, achieving low latency, while meeting the 
high workload demand from vehicular nodes in Vehicular fog computing (VFC) 
is challenging due to dynamic changes in resource demand and availability. VFC 
is an on-demand collaboration of on-board vehicular computational resources to 
enhance the capability of fog servers. It is an important idea to solve various 
issues related to fog computing such as, high infrastructure cost, sub-optimal 
utilization of computational resources, and rise of many new applications, etc. 
VFC is the enabler of real-time, safety-critical, and latency-sensitive applica-
tions in ITS. VFC makes computing power available much closer to the vehicles 
and end-user thereby, reducing latency. For safety-critical applications meeting 
maximum permissible latency is most important due to the temporal relevance of 
results of queries. Although. VFC is a very promising field of study, it has some 
important unresolved research challenges as well. The VFC research area has 
seen various architectural, application and services, and implementation issues, 
researched by academia. The VFC is a resource constraint environment thus, 
optimal utilization of resources along with meeting latency limits is the most 
important challenge in VFC.
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In this research work, the architecture of VFC has been studied bringing out 
several unique features of VFC and providing a comparison with conventional 
fog computing. The effect o f V FC o n I TS c onsidering a rchitecture, applica-
tions and services, and challenges has been analyzed. Existing applications and 
research issues in them are presented, bringing out a new application use case 
of vehicular fog computing, ”bridging cellular network coverage holes using 
vehicular fog computing”. This research work also presents new and promising 
applications in VFC along with depicting open research challenges. A research 
investigation is conducted on characteristics of optimal Vehicular Fog Node 
(VFN), and a multi-variable constrained non-linear multi-objective optimization 
(MOO) model-based technique is proposed, for minimizing latency in vehic-
ular fog network. Then proposed MOO technique is evaluated for optimum 
latency under varying parameters like radio bandwidth, the number of vehicles, 
request arrival rate, and workload sizes. Statistical validation of simulation data 
is conducted using a one-way ANOVA test, with 95 percentile confidence. The 
effect of vehicle fleet si ze, workload si ze, request ar rival ra te, and probability 
of processing at VFN is analyzed for the latency and QoS satisfaction for real-
time, latency-sensitive requests in VFC. The proposed technique is compared 
with generic fog-cloud, ECOS, and ET EFN techniques for latency and QoS 
satisfaction. Simulation results depict on average 350 times higher latency for 
workload sizes from 300 to 1000, for the generic fog-cloud system as compared 
to the proposed VFC model. The QoS satisfaction ratio is maintained between 
96 and 93 percent for the proposed technique as compared to 93 to 84 percent 
for ECOS, and 94 to 78 percent for ET EFN for the request arrival rate from 0.5 
to 5.0. Whereas, the QoS satisfaction ratio declines very sharply from 88 to 10 
percent for generic fog-cloud system. The proposed MOO technique for VFC in 
ITS offers quantitative QoS enhancement as compared to the generic fog-cloud, 
and the state-of-the-art techniques, which makes it suitable for adaptation for 
VFC in real-time applications.

Further, a multi-objective optimization (MOO) model is presented to opti-
mize the resource utilization and latency in VFC by optimal selection of dynamic 
fog nodes for processing latency-sensitive requests. A heuristic-based algorithm, 
lightweight energy-efficient algorithm for quality-of-service (LEAQoS) is pro-
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posed and designed to solve the MOO model. A novel concept of adaptive 
capacity tuning for the dynamic workload (ACT-DW) has been presented for a 
real-time, and dynamic resource adaption to workload for optimizing the energy 
consumption, latency, and minimizing cost to fog service providers. In this 
research work, the processing for proposed algorithms (for scheduling, manage-
ment, and allocation of resources) is performed at static fog nodes (i.e., FCN), 
and latency-sensitive request processing is performed at VFN and (or) FCN. 
Thus, all the VFN resources are dedicated to request processing thus enhanced 
quality of service (QoS) is achieved. A novel implementation of well known 
publisher-subscriber communication architecture is presented in this research 
work for processing of optimal fog node selection algorithms, and allocation of 
optimal resources to requests. To prove the practical applicability of the pro-
posed technique, the iFogSim2 simulation tool is used with realistic vehicular 
data from Chandigarh, India, using open street map (OSM) and SUMO. The 
comparison of the simulation results with previous competing research works 
proves that latency for the proposed work remains within 10 percent limits, in 
contrast to a sharp increase in previous works for an increase in the number of 
VNs from 20 to 100. The energy consumption is on average 21 percent lower 
for the proposed scheme. The network bandwidth consumption is 27 to 41 per-
cent lower in the current research work when compared to previous works. The 
percentage of requests satisfying the maximum latency constraint is between 94 
and 97 in the current research work when compared to a sharp decrease with an 
increasing number of VNs beyond 40, in previous competing works. This proves 
the quantitative enhancement in QoS and energy efficiency in  the current pro-
posed research work when compared to the previous competing research works.

Keywords: fog computing, intelligent transportation system (ITS), latency-
sensitive, multi-objective optimization (MOO), on-board unit (OBU), vehicular 
fog computing (VFC), vehicular fog node, quality of service (QoS).
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Chapter 1

Introduction

Intelligent Transportation System (ITS) is the term used to represent use of infor-
mation and communication technologies to improve safety, efficiency, and ease
for users on the road(Alam, Ferreira, & Fonseca, 2016). An ITS is a ubiquitous
network of heavily populated, energy and resource-constrained vehicular nodes.
Each one of them capable of collecting and exchanging large volumes of hetero-
geneous data in real-time(Ning, Huang, & Wang, 2019). With the exponential
growth of vehicles on road globally, it is expected to reach 2 billion number by
2030(R. Hussain & Zeadally, 2019). The number of vehicles is increasing, and
the on-board processing, communication, and storage capacity of the vehicles is
increasing quickly. The ITS aims to improve the efficiency of road transportation
systems, reduce road accidents, and help conserve the environment (Hou et al.,
2016). Current generation vehicles have excess processing capability on-board,
which can be advantageously used for ITS applications in smart cities (Tiwari
& Kumar, 2015). With the upsurge in the processing capability of on-board
devices, the demand for applications and services in the smart and connected
vehicle domain is rising very fast. The Vehicular Ad-hoc Network (VANET) is a
special case of the Mobile Ad-hoc Networks (MANET). In VANET, the vehicles
with sufficient wireless communication facilities can form an ad-hoc network
(X. Xu et al., 2020). In VANET vehicular devices can communicate from vehicle
to vehicle (V2V) or from vehicle to infrastructure (V2I) (C. Zhu, Pastor, Xiao,
& Ylajaaski, 2018). This chapter introduces the Cloud Computing, Fog Com-
puting, and Vehicular Fog Computing in Sections 1.1, 1.2, and 1.3 respectively.
Section 1.4 illustrates the motivation to carry out this research work, Section 1.5
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describes the problem statement, and Section 1.6 presents the research objective.

Over past decade, the research in the area of VANET has witnessed a massive
surge. Cloud computing, a centralized computing approach has been in use for
mass computing, storage and integrating the data generated by connected /smart
devices, because of the its advantages in terms of economy of scale towards de-
ployment, operation and maintenance(Y. Zhang, Wang, & Wei, 2019). VANETs
merger with cloud computing was proposed to form autonomous vehicular cloud
(AVC). Further, Vehicular Cloud Computing (VCC) architecture was proposed
so as to extend the capability of VANETs. VANETs later evoled to form the
Internet of Vehicles (IoV)(J. Cheng et al., 2015). IoV services are an extension
of the internet of things (IoT) in ITS domain. The IoV connects , humans within
vehicles, intelligent systems on-board vehicles, and other cyber-physical systems
in a smart city scenarios. The IoV integrates vehicles, on-board sensors, and
mobile devices into a common network. It enables several new services to be
rendered to vehicles and humans on-board and around vehicles. IoV extends
VANETs scale, structure, and applications (J. Cheng et al., 2015).

Fog computing, an edge computing approach was proposed to be most suit-
able for many of the upcoming real time and latency sensitive applications, like
emergency message transmission, autonomous driving, and smart traffic lighting
system (Hou et al., 2016; B. Liu et al., 2021). Fog computing, is a supplemen-
tary computing technique to cloud computing, which is especially suited to
real-time applications. It is characterised by : a) Ultra low latency and location
awareness; b) Wide-spread distribution of computing resources (i.e servers);
c) fast mobility; d) Arbitrarily large number of processing nodes; e) Wireless
communication as major mode of communication; f) Streaming and real-time
applications and; g) Heterogeneity of nodes. Fog provides storage, computa-
tion and services to users in a real-time, virtualized system. Fog computing
enables processing of substantial information from sensors at the network edge,
thereby conserving core network bandwidth and ensuring short latency experi-
ence for users(Eltoweissy, Olariu, & Younis, 2010; M. M. Hussain & Beg, 2021).

The intelligent transportation system (ITS) is a very promising application
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area for fog computing (Grover Jyoti, Jain Ashish, 2018). ITS mainly relies
on real time and low latency applications in connected vehicles environment.
Fog computing is progressively finding increases role and applications in ITS
environment. Despite exponential growth in research in fog computing, there
are some important open issues and challenges related to its architecture, cost of
implementation, security and efficiency for real time applications with quality of
service (QoS) support. Fog computing approach permits QoS implementation
while meeting application demand[18]. ]. Fog computing enables majority of
the processing tasks to be processed at the edge of the core network, and the least
possible data to be forwarded to the cloud. Therefore, fog computing is the most
futuristic solution to ensure confidentiality (Khattak et al., 2019). Vehicular
Ad-hoc Networks(VANET) are essential part of the Intelligent Transportation
Systems(ITS) (P. Hu, Dhelim, Ning, & Qiu, 2017). VANET provides traffic
efficiency, driving safety, and convenience by exchanging valuable information.
They also provide support for various useful services like content-sharing appli-
cations (e.g., advertisements and entertainments) and information dissemination
services (e.g., emergency operations for natural disaster and terrorist attack)
(Chen et al., 2017; Contreras-Castillo, Zeadally, & Guerrero-Ibanez, 2018).
Modern-day automated vehicles are connected vehicles, and they can provide
universal access of data to vehicle users on the road. However, the ITS ecosystem
with an increasing number of smart vehicles presents new issues such as univer-
sal, confidential, robust, scalable data exchange among vehicles, humans, and
roadside units (RSUs) (Contreras-Castillo et al., 2018). With the increase in the
number of vehicles and number of applications in ITS domain meeting demand
of communication and computational capacity is becoming ever challenging.
Some researchers presented ideas to use vehicles as computation infrastructure
and termed it vehicular fog computing (VFC)(Hou et al., 2016).

The VFC uses a collaborative pool of user or near-user edge devices to
complete the computation, based on efficient usage of individual processing
resources of each vehicle (Hou et al., 2016; Khattak et al., 2019). It involves
both parked and moving vehicles. Vehicles are parked for approximately 95%
of the time in a day (Rahman, Yura Muhammad Iqbal, Newaz, Thien Wan, &
Ahsan, 2019). Thus, parked vehicles become highly underutilized and thus, a
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Figure 1.1 Evolution of Research in VFC and ITS

very convenient resource for VFC. By aggregating abundant resources of indi-
vidual vehicles, the quality of services and applications can be greatly enhanced.
Vehicular fog computing is a concept wherein the excess resources of vehicles
are pooled to provide fog services in the ITS environment. Bottom layer in ve-
hicular fog computing network represents vehicular fog, huge mass of resources
collaborated by distributed vehicular nodes. Middle layer is conventional fog
layer, performing tasks that cannot be handled by bottom layer. Further, top
cloud layer is responsible for long term storage and high computational load and
analysis tasks, that do not demand real-time response.

ITS has been very popular area of research over past decade. Whereas,
research in the area of vehicular fog computing has attracted attention of re-
searchers in last few years. Both these topics have seen steady growth in number
of research publications, as depicted in Fig 1.1. As per google scholar search
using key words intitle:”Vehicular Fog Computing”, in year 2016 total 2, in
2017 total 6, in 2018 total 27, in 2019 total 34, in 2020 total 36, in 2021 total
27, in 2022 total 38, and in 2023 a total of 37 research publications have been
published. Similarly, google scholar search for key words intitle:”Intelligent
Transportation System”, between 2010 and 2023 yields more than 100 research
publications every year , on an average. Results depicted in Fig 1.1 indicate
that VFC research is one of the fastest growing field in last few years, and ITS
research has been a very hot research topic for almost a decade.

Despite advancement in communication networks in terms of 4G/ 5G etc in
urban environment, availability and reliability of wireless communication is a
challenge. There is also a huge surge in demand for computation resources in

4



urban vehicular applications, which requires large capital investment in terms of
dedicated fog servers/ micro servers, road side units (RSU) etc. With modern
generation of vehicles on board communication and computational capacity is
increasing (K. Zhang, Peng, & Sun, 2020). Most of this capacity remains un-
derutilized, that can be gainfully pooled for providing fog services to vehicular
networks. VFC is a promising area of research, particularly with ever increasing
on-board resources with modern vehicles.

With the steady rise in the on-board processing capacity of vehicles, re-
quirement for novel vehicular services and applications is rising. The majority
of such applications are latency-sensitive and have safety-related consequences.
The latency is of critical importance for ensuring safety and quality of service
(QoS) in ITS. However, achieving low latency, while meeting the workload de-
mand from vehicular nodes in VFC is difficult because of dynamic changes in
resource requirement and availability. Vehicular Fog Computing (VFC) makes
computing power available much closer to the vehicles and end-user, thereby,
reducing latency. The Internet of Vehicles (IoV) is a network for purpose of
smart traffic management, dynamic vehicle information, and intelligent vehicle
control. Thus, the IoV represents a typical application scenario of Internet of
Things (IoT) technology namely, intelligent transportation systems (ITS). The
use of IoV can also yield a better in-vehicle entertainment experience during the
long journey. The IoV is an emerging field that has numerous applications such
as autonomous vehicles, collision prevention, smart parking, smart traffic light
systems, weather information, etc.

The IoV integrates connected vehicles in the IoT ecosystem, and this new
technology amalgamation is leading to a new social revolution. The primary
goal of the IoV is to enhance the safety of drivers and reduce congestion on
the road. Accordingly, IoV applications are broadly categorized into two types
namely, latency-sensitive (e.g., safety-critical) and tolerant-tolerant (e.g., road
information, weather information, entertainment, etc). These two classes of ap-
plications have different requirements in terms of communication infrastructure
and services architecture. The taxonomy of the IoV (i.e., vehicular network)
applications is represented in Fig 1.2.
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Figure 1.2 Taxonomy of vehicular network application

1.1 Cloud Computing

As IoV devices always have internet access to them, most applications for IoV
are being developed with cloud computing services. Though the Cloud provides
unlimited processing and storage, it has a few limitations. The most important
of these is the high latency value. The high latency provided by Cloud comput-
ing is intolerable for safety-critical applications, that demand very low latency
and support for stringent Quality of Service (QoS). A taxonomy computational
technique is presented in Fig. 1.3.

1.2 Fog Computing

Computing technologies have evolved and are increasingly finding their appli-
cation in IoV. In the case of latency-sensitive services processing, and storage
should be performed near source devices so that latency and congestion of
the network can be reduced. This led to a new research direction in the IoV
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Figure 1.3 Taxonomy of computational techniques in IoV

ecosystem (i.e., to explore edge computing solutions). Fog computing, an edge
computing solution, is more efficient as compared to the cloud in IoV, as it
brings the computation power to the edge of the network, where most of the pro-
ducers (i.e., sensors) and consumers (i.e., users or vehicles) of information reside.

Fog computing is definitely a promising solution for the IoV, it needs to be
efficiently implemented to support QoS and enhance road safety. In the last few
years,fog-enabled IoV has gained attention in the research community. Many
researchers have proposed the architecture of vehicular fog network (VFN) and
IoV integration with fog having three layers namely cloud, fog, and vehicular
fog. There are still a lot of open research challenges to address concerning the
architecture before the IoV becomes fully implementable.

The fog computing servers also called as fog nodes are geographically dis-
persed, in contrast to the fully centralized approach as in the cloud. Fog nodes
should remain close to the network edge to efficiently serve the end users. In
the IoV environment nodes are resource heterogeneous, and a fog node can be
placed at any point on the network edge. The fog node can be any node (includ-
ing moving vehicular nodes), and it may be dynamically selected, in contrast to
traditional IoT fog nodes which are pre-defined and static. Considering mobility,
resource heterogeneity of nodes, and safety-criticality of applications, selecting
an optimal fog node in the IoV to meet low latency, low network congestion, and
low energy consumption parameters is of paramount importance.

The IoV ecosystem has six main components to interact with each other and
these are the vehicle’s onboard units (OBU), person, personal device, communi-
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cation network infrastructure, sensing device, and roadside units(RSU). The IoV
interconnects humans with humans, vehicle intelligent systems, and numerous
cyber-physical devices in the city environment by integrating sensors, vehicles,
and other smart devices into a global network, thus allowing several applications
and services to be rendered.

1.3 Vehicular Fog Computing

Although fog computing is suggested to be a capable answer for issues in IoV, it
needs to be efficiently implemented to enhance road safety and support QoS. VFN
collaborates to render a large chunk of computing resources on-demand (Hou
et al., 2016) to the vehicles and users on them. VFN supplements vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), and vehicle-to-everything (V2X)
communication, most commonly using Dedicated Short Range Radio (DSRC)
and cellular (3G/ 4G/ LTE) radio networks (Shi, Lu, Zhang, & Yao, 2017; S. Liu,
Xiang, & Punithan, 2018). VFNs provide very low latency that proves them most
appropriate for latency-sensitive applications. The VFN resources are highly dy-
namic (Birhanie, Senouc, Messous, Arfaoui, & Kies, 2020; Meneguette, Bouk-
erche, & Pimenta, 2019) thus optimal use of available resources on-demand, can
be achieved using efficient resource management techniques. Researchers have
proposed an architecture of VFC wherein, connected vehicles themselves also
serve as fog nodes. The VFC demands no dedicated micro-server installation,
instead, the moving vehicles collaborate to aggregate the surplus computational
power with their OBUs to act as distributed fog servers.

1.3.1 The Benefits of Vehicular Fog Computing

Concept of VFC is promising as it aims at solving the following major constraints
in real-time, latency-sensitive, and safety-critical applications in vehicular net-
works.

• By converting most of the multi-hop communication in fog-cloud architec-
ture to single-hop communication, VFC minimizes transmission latency.
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• It processes most of the requests from end users locally, thus reducing
bandwidth consumption in the core network.

• The workload on the dedicated cloud or fog servers is also reduced which
results in reduced Capital Expenditure (CAPEX) on infrastructure as
well as substantial energy saving, paving the path for a green comput-
ing paradigm.

1.3.2 Dynamic Fog Nodes in Vehicular Fog Computing

The development in computing and communication technology, average com-
puting capability of handheld devices and vehicle OBUs has been constantly
increasing. Hence, user nodes in the vehicular network have surplus computing
and storage capability which largely remains unutilized. simultaneously load on
fog / cloud servers is rising owing to rising demand for a novel ITS applications.
Such futuristic ITS services and applications demand massive processing and
communication capability in fog devices to satisfy QoS and Quality of user Ex-
perience (QoE). The fog computing capacity can be augmented by pooling spare
computing and communication capacity of user devices in the VFN landscape.
This scheme, will reduce the cost to fog service providers and at the same time
will generate revenue for the device owners, who can be paid for their device
usage following the pay-as-you-use model by fog service providers.

The devices (i.e., vehicles) in a vehicular network are highly mobile. The
mobility pattern of vehicles has huge variations and is not foreseeable. The
mobility of devices in the VFN landscape poses two major challenges:-

• First, the workload (i.e., number of service requests) at any given location
and at a given time changes dynamically, primarily because of the change
in the number of end users requesting applications and services. User
nodes’ behavior and external factors such as weather, road conditions, road
accidents, etc. are other factors responsible for such dynamic changes in
workload.

• Second, the processing, storage, and communication capability available
at any given location changes dynamically. This is due to the mobility and
heterogeneity of fog devices.
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Furthermore, the relationship between the dynamic services demand and
dynamic resource availability is not predictable. Based on the above discussion,
in the VFN landscape, a fog node must be dynamically assigned from available
nodes to a particular task based on the instantaneous workload and fog resource
availability at that location. While assigning the fog node for a application
request, it is imperative to satisfy the QoS requirements of the application or
service. Other desirable goals are the reduced energy consumption, network BW
consumption, and the cost of fog services.

1.4 Motivation to Undertake This Research

The primary goal of ITS is to realize the vision of autonomous driving in future
connected cities, which require real-time application with ultra-low latency. Be-
cause of the advancements in computing technology, future vehicles will have
an excess computational capability, that can be proficiently utilized for providing
fog computing services on demand resulting in VFC. VFC with dynamic and
distributed architecture has a promising role to play in a smart city environ-
ment, especially in ITS. Efficient implementation of the VFC services in ITS has
tremendous potential for improving road safety, reducing congestion on roads,
and increasing comfort to road users. With the smart city concept being im-
plemented in modern cities, the requirement of efficient ITS infrastructure, and
scheduling algorithms to solve the challenges of latency, and energy efficiency
are inevitable.

Two most important characteristics of vehicular network are first, dynamic
resource demand and, second dynamic resource availability (Hou et al., 2016;
Z. Zhou, Liao, Wang, Mumtaz, & Rodriguez, 2020) . The issues of minimiz-
ing latency, network BW, energy consumption, and QoS enhancement in VFC
are being actively researched. (K. Zhang et al., 2020; Alharbi, Elgorashi, &
Elmirghani, 2020; Mekki, Jmal, Chaari, Jabri, & Rachedi, 2020; Mahmud,
Ramamohanarao, & Buyya, 2020; Zadobrischi & Damian, 2021) . The opti-
mal positioning of vehicular fog nodes in VFC is critical to network efficiency
and QoS compliance. The advent of Long Term Evolution(LTE)/ 5G cellu-
lar networks has enabled higher throughput, V2X communication links; thus,
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the challenge of optimum scheduling of computational resources to process the
latency-sensitive task, in vehicular networks becomes more pertinent (Alvi et
al., 2022; Rahman et al., 2022). The following are key motivational points to
undertaking this research work:

• ITS is rapidly expanding and a multi-disciplinary field of research involv-
ing various domains e.g., communication engineering, computer science,
mathematics, etc. ITS application areas (e.g., autonomous driving, safety,
entertainment, comfort) are expanding with the implementation of the
smart city concept globally. Hence, the ITS domain has many open re-
search challenges for researchers.

• Research in the fog computing domain is still gaining momentum. VFC is
an important upcoming field of research. This topic has gained research
momentum in last four to five years. Various research challenges in the
VFC field are still undefined and unresolved.

• With the advent of Long-Term Evolution (LTE) / 5G cellular, artificial
intelligence (AI), augmented reality (AR), and virtual reality (VR), the vi-
sion of autonomous driving is on the verge of becoming a reality. Ultra-low
latency, distributed, and local decision-making provided by VFC is par-
ticularly significant for autonomous driving. Thus, latency minimization
is one key open research challenge

• The problem of assigning real-time applications in VFC to optimal ve-
hicular fog nodes for latency and energy optimization is critical for QoS
enhancement for real-time safety-critical applications in VFC.

1.5 Problem Statement

Fig 1.4. depicts architecture of vehicular fog network. The vehicular fog net-
work is a dynamic and resource-constrained environment. For efficient resource
management, dynamic resource demand and availability of the vehicular fog
resources in VFC need to be modeled accurately. Vehicular Fog Node (VFN)
forms the identified processing resource in VFC ecosystem. The utilization of
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resources in such an environment must satisfy the QoS requirements for ensur-
ing safety on the road. The problem of modeling a dynamic vehicular fog node
(VFN) has multiple conflicting objectives, for example, the latency requirement
of any number of applications can be met by provisioning a huge chunk of ded-
icated resources, but that may result in unnecessary waste of resources most of
the time when demand is less. VFC is a highly distributed system comprising
multitude of the VFNs spread over the geographical locations of vehicles on the
road. Therefore, the identification and selection of optimal VFN for processing
of a latency-sensitive, safety-critical application becomes very critical problem
for ensuring safety on the road. Thus, in VFC the assignment of application
requests to most suitable available computing nodes (i.e. VFN) while meeting
the QoS requirements is a challenging problem yet to be solved by academia and
industry. In the context of the above statements following are important points
identified for defining the problem for this research work.

• The VFC research is at a very nascent stage, and the architecture, charac-
teristics, and application areas of VFC are in the forming phase.

• The real-time latency-sensitive and safety-critical applications in VFC are
increasing at a fast pace, especially with the evolution of autonomous
driving.

• The problem of minimization of latency and energy consumption has been
studied by researchers in the past, considering the dynamic computational
resources. However, the dynamic workload generation concurrently with
dynamic computational resource availability is yet to be explored.

• The VFNs form a highly distributed and constrained computational re-
source in VFC, thus most optimal VFN must be assigned to the latency-
sensitive and safety-critical vehicular applications dynamically (i.e. on a
real-time basis) to achieve desired latency and QoS.

• The problem of dynamic VFN selection in VFC and assigning the latency-
sensitive application requests to them for processing is critical to optimize
the latency, QoS, and energy consumption.
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Figure 1.4 Architecture of Vehicular Fog Computing

1.6 Research Objectives

After analysis of the existing research in this domain and shortlisting the research
problem statement, the following research objectives have been identified for
this doctoral research. Primary objective of this research is to establish an
efficient technique for dynamic fog node selection in vehicular fog networks to
enhance the Quality of Service (QoS) and reduce energy consumption. The sub-
objectives accompanying the main objective are as follows. The sub-objectives
accompanying the main objective are as follows.

• To identify and model the optimal vehicular fog node characteristics.

• To develop and solve a multi-objective optimization (MOO) model for
minimizing energy in an urban VFC scenario.

• To develop an energy-efficient algorithm(s) for QoS enhancement for the
selection of dynamic vehicular fog nodes in urban VFC for intelligent
transportation systems.
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Chapter 2

Literature Review

2.1 Introduction

In this chapter, we discuss the details of the state-of-the-art research in the ve-
hicular fog computing area. In Sections 2.1 to 2.4 literature is analyzed and
based on analysis we present the characteristics, similarities, and dissimilarities
of the cloud computing, and fog computing. Section 2.5 discusses architecture
of vehicular fog computing systems. In Section 2.6 a summary of the detailed
literature survey is presented. Section 2.7 presents analysis and comparison of
the literature survey. Section 2.8 presents research challenges, and Section 2.9
summarizes the chapter.

2.2 Intelligent Transportation System

ITS is the use of information and communication technologies to enhance safety,
efficiency, and comfort for road users (J. Zhang et al., 2011). An ITS is a network
of thickly populated, energy and processing power-constrained devices, all of
them capable of collecting and exchanging huge chunk of heterogeneous data in
real-time basis (M. Hussain, Saad Alam, Sufyan Beg, & Akhtar, 2020). With the
exponential growth of cars on the road globally, it is expected to surpass 2 billion
numbers by 2030 (Gross, 2016). The number of vehicles is increasing and the
processing, wireless communication and storage capabilities of these vehicles
onboard are increasing significantly. ITS aims to make road transportation sys-
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tems more efficient by improving road safety, and protecting the environment
for future (Alam et al., 2016). Today’s vehicular devices have excess hardware
capability, which can be advantageously used to support ITS services in the
smart city (Khattak et al., 2019). The surge in the hardware capability of on-
board devices, the requirement for services in the connected vehicle domain is
experiencing massive increase.

2.3 Evolution of Vehicular Network Research

VANET is a special case of the MANET. In VANET, the vehicles having wire-
less communication facilities can form an ad-hoc network (Darwish & Abu
Bakar, 2018). In VANET vehicular devices can communicate from V2V or
V2I (Kaiwartya et al., 2016). Over the past decade, research in VANET has
witnessed a massive surge. Cloud computing, a centralized computing approach
has been in use for mass computing, storage, and integrating the data generated
by connected /smart devices, because of its advantages in terms of economy of
scale towards deployment, operation, and maintenance (Satyanarayanan, 2017).
VANET merger with cloud computing was proposed to form an autonomous
vehicular cloud (AVC) (Eltoweissy et al., 2010). Further, Vehicular Cloud Com-
puting (VCC) architecture was proposed to extend the capability of VANETs
(R. Hussain, Son, Eun, Kim, & Oh, 2012). VANETs further evolved into IoV.
IoV is an extension application of IoT in ITS (Sadiku, Tembely, & Musa, 2018).
IoV connects people, sensors, vehicles, intelligent vehicular systems, and nu-
merous cyber-physical systems in the city environment. By interconnecting
vehicles, sensors, and mobile nodes. IoV enables several application services to
be provided to connected vehicular nodes (Gasmi & Aliouat, 2019). IoV extends
VANET’s scale, structure, and applications (J. Cheng et al., 2015).

2.4 Fog Computing Characteristics

Fog computing, an edge computing approach was proposed to be most suit-
able for many of the upcoming real-time and latency-sensitive applications, like
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emergency message transmission, autonomous driving, and smart traffic light-
ing system (Flavio Bonomi, Rodolfo Milito & Zhu, 2014; Bonomi, Milito, Zhu,
& Addepalli, 2012). Fog computing is an alternative to computing paradigm
of cloud computing, which is particularly suited to real-time applications. Im-
portant features of fog computing (Bonomi et al., 2012) are ultra-low latency
and location awareness; geographical distribution of processing nodes; mobile
nodes; huge number of vehicular nodes; wireless mode for seamless communi-
cation; demand of data streaming and real-time applications; variety of devices
and services.

Fog provides storage, computation, and processing services in a real-time,
virtualized system. Fog computing enables the processing of substantial in-
formation from sensors at the network edge, thereby conserving core network
bandwidth and ensuring a short latency experience for users (J. Zhang et al.,
2011; M. Hussain et al., 2020). The ITS is a very promising application area for
fog computing (Grover Jyoti, Jain Ashish, 2018). ITS mainly relies on real-time
and low-latency applications in connected vehicle environments. Fog comput-
ing is progressively finding increased roles and applications in ITS environment
(P. Hu et al., 2017; Darwish & Abu Bakar, 2018). Despite exponential growth
in research in this domain, there are few important research challenges related
to its architecture, cost of implementation, security, and efficiency for real-time
applications with QoS support. The fog computing approach permits QoS im-
plementation while meeting application demand(Mahmud, Ramamohanarao, &
Buyya, 2018). Fog computing allows a majority of the application request be
materialized at the edge of the core network, and least application data be ex-
changed between user and the cloud. Therefore, fog computing is the most
capable solution for ensuring confidentiality protection (Mendiboure, Chalouf,
& Krief, 2019).

VANETs are an essential part of the ITS (P. Hu et al., 2017). VANET ensures
efficiency, road safety against accidents, and ease to users by sharing useful data.
They also provide support for numerous useful applications like streaming ap-
plications (e.g., advertisements and entertainment) and message dissemination
services (e.g., emergency response and terrorist attacks) (Chen et al., 2017; Kai,
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Cong, & Tao, 2016). Modern-day automated vehicles are connected vehicles,
and they can provide universal reach to required data for vehicles and passengers
on the road. The ITS ecosystem with an increasing number of intelligent/ con-
nected vehicles poses challenges such as unified, confidential, reliable, scalable
data interchange among vehicles, sensors, and RSUs (Contreras-Castillo et al.,
2018). The surge in number of vehicles and applications in the ITS domain
meeting demand for communication and computational capacity is becoming
ever-challenging. Researchers proposed using vehicle OBUs as infrastructure
for communication, and processing and termed it VFC (Hou et al., 2016).

2.5 Architecture and Applications of Vehicular Fog
Computing

In (Alharbi et al., 2020), a virtual machine (VM) module placement technique
has been proposed. The authors use the concept of multiple VM placement in
a distributed, static fog environment to increase the QoS in comparison to the
cloud. The authors bring out that multiple transmissions over the network in-
crease the network power consumption, and offloading from cloud to fog reduces
the overall power consumption. The parameters considered in the study are VM
loading, traffic pattern/ density, and proximity of the fog node to the user. The
vehicular nodes are considered for task generation but not for request processing
in this work.

In (Alvi et al., 2022), the authors proposed a novel method of task scheduling
by fog node in the ETEFN scheme, that schedules the execution of the task,
utilizing the priority and left over time for completion within an RSU coverage.
In this research work, authors have considered the processing capacity of fog
nodes as a decision variable, but the authors have considered offloading the task
to the cloud when the originating node is likely to go out of the RSU coverage
range.

Authors in (Rahman et al., 2022) proposed a logical clustering system in
VFC. Based on the trust value the VM assignment is done in the form of the
most energy-efficient parked vehicle. The parameters to be satisfied are energy
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consumption and communication interface capacity while selecting the vehicu-
lar fog for assigning a VM.

In (M. Hussain et al., 2020), the authors have studied the issue of reducing
the latency and energy consumed as a combined value in VFC. The authors have
presented a “task-offloading model based on probability and queueing theory”
in VFC, fog, and cloud environments, and used a modified differential algorithm
(MDE) approach for optimizing the proposed mathematical model.

In (Mahmud et al., 2018), authors have used fog-cloud architecture to develop
an application placement policy for latency-sensitive applications, to implement
QoS by reducing latency and optimizing for resource utilization. Authors have
used access-delay, the delivery-time of services, and inter-nodal communication
delay in placement of the application data in a distributed static fog environment.
This research works to study the latency-sensitive applications in IoT scenarios
(including vehicular applications) and aims at reducing latency and enhancing
QoS, in fog-cloud architecture. However, the authors do not consider vehicles
as fog computing nodes.

VFC uses a cooperative multitude of user edge devices to complete com-
munication and processing, with the goal of achieving improved efficiency of
specific communication and processing assets of specific individual vehicle (Hou
et al., 2016; X. Xiao, Hou, Chen, Liu, & Li, 2019). It includes fast moving,
slow moving and parked vehicles. Vehicles are parked approximately 95% of
the time in a day (Rahman et al., 2019). Thus, parked vehicles become highly
underutilized and thus, a very convenient resource for VFC. By pooling ample
processing capacity from separate vehicles, the QoS of real-time applications
can be greatly increased. VFC is a concept wherein the excess resources of ve-
hicles are pooled to provide services in the ITS environment. The bottom layer
in the vehicular fog computing network represents vehicular fog, the huge mass
of resources collaborated by distributed vehicular nodes. The intermediate layer
is conventional fog layer, performing tasks that cannot be handled by the bottom
layer. Further, the top cloud layer caters for large storage and high computational
load and analysis tasks, that do not demand real-time response.
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Despite advancements in communication networks like 4G/ 5G etc in a city
environment, the availability and dependability of wireless communication is
a great challenge (Varghese & Tandur, 2014; Bennis, Debbah, & Poor, 2018).
There is also a huge surge in demand for processing resources in a city scenario,
which requires huge investments like dedicated fog servers/ micro servers, RSU,
etc. With the modern generation of vehicles on board communication and com-
putational capacity is increasing (Ieee, Ieee, Zhang, & Letaief, 2019). Most of
this capacity remains underutilized, which can be gainfully pooled for providing
fog services to vehicular networks.

Number of vehicles in cities is rising at an unprecedented rate globally. Ad-
ditionally, the growth in communication and computational technology has led
to a sudden surge in the number and variety of applications in the smart city envi-
ronment. Some of these applications are computation intensive, whereas others
demand a high level of context awareness and (or) ultra-low latency. Conven-
tionally, cloud computing has been serving huge processing and storage-based
applications, but not able to match the latency demand for real-time applications.
Fog computing is supplementing the cloud computing for low-latency applica-
tions (P. Hu et al., 2017; Bonomi et al., 2012; Vaquero & Rodero-Merino, 2014;
Baccarelli, Naranjo, Scarpiniti, Shojafar, & Abawajy, 2017; Barton, Goren, &
Mahmoudi, 2018). Fog computing, makes use of network edge devices like
routers, access points(AP), base stations (BS), micro fog servers, etc. to com-
plement the cloud computing servers with low-latency solution (Hong, Tsai, &
Hsu, 2016; Mayer, Graser, Gupta, Saurez, & Ramachandran, 2018).

The concept of using vehicles as infrastructure to augment the computational
and communication capability of the vehicular network in an urban environment
was proposed in (Hou et al., 2016) and the term VFC was coined for this. VFC
is an extension of fog computing (M. Hussain et al., 2020; J. Huang, Qian, &
Hu, 2020). VFC supplements fog computing, by collaborating additional com-
putational resources near the end user premises. Thus, VFC provides a very
attractive infrastructure for latency-sensitive tasks in ITS (P. Hu et al., 2017;
J. Huang et al., 2020; Y. Xiao & Zhu, 2017; Tang, Wei, Zhu, Wang, & Jia, 2020;
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Hoque & Hasan, 2019).

Many applications in the IoT and vehicular networks are latency-sensitive,
which demands strict QoS. The parameters for QoS measurement in VFC are
latency, network consumption, energy efficiency, and reliability (i.e. packet
delivery ratio) (Mahmud et al., 2018; Shaheen et al., 2020). The QoS imple-
mentation has always been a challenge for service provisioning, especially so in
a real-time application. The cloud computing (CC) solution, due to its central-
ized resource provisioning feature is not capable of QoS satisfaction in real-time
applications.

In (Tang et al., 2020), authors have presented a scheduling strategy for
time-sensitive and safety-critical applications in VFC. The three-tier computing
architecture made up of VFC, static fog, and cloud has been used. Here, RSU
has been used as computing gateways and storage units for data. However, in this
work, the RSUs offload the tasks directly to the cloud server when resources are
not available with vehicular fog. In (Shaheen et al., 2020), the authors have used
the concept of a head node, that orchestrates, keeps track of other fog nodes,
and proposed a ”lightweight location-aware fog framework (LAFF)” to imple-
ment QoS satisfaction using the location-awareness algorithm. This work uses a
two-tier architecture (i.e., fog and cloud) to implement QoS in IoT applications.
The QoS improvement is measured by reduced latency, network BW usage, and
resource consumption.

Researchers in (Yadav, Zhang, Kaiwartya, Song, & Yu, 2020), have studied
the trade-off between the energy consumed and latency by application requests
in VFC. Authors have proposed a dynamic computational offloading scheme
(ECOS) for task offloading to vehicular fog, based on the overall energy opti-
mization. The latency limits used for the study are in the range of 50 ms to 700
ms. The authors have used the concept of zone manager for the identification
and tracking of the fog node for task offloading. In this work, QoS is defined
by latency and energy consumption. However, the authors have not considered
network bandwidth consumption as an optimization parameter, which is a key
factor in reducing latency by avoiding core network congestion in the VFC sce-
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nario.

An AI-based mobility management algorithm has been proposed in (Sodhro,
Sodhro, Guizani, Pirbhulal, & Boukerche, 2020) for intra-vehicular networks.
Further, the QoS implementation has been proposed based on mobility, trust-
worthiness, and packet drop ratio. In this work, focus is on better radio channel
management for passenger QoS in vehicular fog networks. This research work
does not include the static fog nodes during the investigation, which is an inte-
gral part of the three-tier VFC architecture. The VFC provides the most efficient
alternative to the CC paradigm. For real-time IoT services, the CC is not very
efficient, because of its higher transmission latency. A combined cloud-fog com-
puting system is most suitable for collaborative computing to achieve latency
minimization and energy efficiency. In (Hameed, ul Islam, Ahmad, & Munir,
2021), the authors have used the concept of a clustering, capacity-aligned load-
balancing method for energy and performance-linked distributed processing for
IoT applications. The dynamic clustering used in this work used vehicles’ speed,
direction, and position for clustering. The authors also propose a capacity-based
intra and inter-cluster load-balancing technique for achieving a network-wide
balanced energy consumption, minimum latency, and improved network BW
utilization.

The demand for time-critical and data-intensive task computation is on the
increase at network edge. In (C. Zhu et al., 2019), authors have proposed a
quality-optimized task allocation technique with latency minimization. The
research work considers the static fog, VFC and models the problem into a bi-
objective optimization problem providing trade-offs between latency and service
quality. The authors have not considered energy and network bandwidth con-
sumption, the two very important parameters for optimization.

The authors in (Singh, Singh, Hedabou, & Kumar, 2023), have presented
a computation resource allotment methodology in Software Defined Network
(SDN) enabled fog computing system with ”Collaborative Machine Learning
(CML)”. The CML system and resource allotment system is integrated with
the proposed processing environment. In (Wei, Li, & Zhang, 2023), the authors
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have presented a many-to-many offloading technique conceptualized on the re-
source trading for vehicles as a multi-tier offloading policy based on the trading
consensus. Researchers in (Mattia, Pietrabissa, & Beraldi, 2023) proposed a
load-balancing technique centered at the latency, aimed at leveling it across all
the nodes in a decentralized manner. the goal of the authors in this work is that
no one user will ever experience an inferior QoS than the other.

The authors in (G. Zhu et al., 2020), have proposed using machine learning
(ML) along with communication networks for intelligent edge learning. A new
term called “learning-driven communication” was coined. The overall idea of
the edge learning concept is to utilize the communication network intelligently
for utilizing the massive processing power at the network edge collaboratively,
for minimizing latency. 5G-enabled software-defined networking (SDN) ITS
system was proposed in (Din, Paul, & Rehman, 2019). However, in this work,
the focus was on ensuring connectivity between vehicles, RSU, and, SDN con-
troller and not on the application QoS. In (Rahman et al., 2022), the authors
have studied the problem of energy efficiency vis-a-vis the VM‘ migration in
vehicular fog environments to support 5G applications. However, the authors
assume two additional components namely the ”main broker (MB)”, and ”local
broker (LB)” in the 5G core network in this research work. Though 5G-enabled
VFC networks are a promising solution for addressing latency and bandwidth
issues in ITS, they have one very important challenge, privacy protection.

In (Boualouache et al., 2021), the authors have studied the issue of con-
fidentiality preserving and presented a blockchain-based approach to address
it. In (X. Cheng, Chen, Zhang, & Yang, 2017), the authors have brought out
the key features and challenges associated with the 5G co-operative intelligent
vehicular (5GCIV) framework. The research work highlights code-v as a fusion
of communication and intelligence, thus bringing forth the important challenge
of the 5G framework to incorporate the features at the core of the network for
supporting ITS requirements. The authors in (M. M. Hussain & Beg, 2021)
bring out many challenges associated with the current implementation of the
5G-enabled VFC approaches and propose CODE-V, a multi-hop task offloading
in VFC using DSRC and LTE for V2X communication.
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The ITS with connected vehicles aims at reducing traffic accidents, reduc-
ing traffic congestion, and providing convenience to road users (Alam et al.,
2016). Many applications are being developed for connected vehicles to meet
these requirements. It is expected that 150 million cars will be connected cars
of one or another type by the year 2020 (Ning et al., 2019). With the current
trend of driver-less i.e., autonomous vehicle testing in the leading cities of the
world, vehicular networks have become very important for safety on the road.
Present-day latency-sensitive ITS applications cannot tolerate delays provided in
transit and data analysis by cloud servers (R. Hussain & Zeadally, 2019). This is
a serious issue with safety-critical applications like autonomous driving. VFC
integrates fog computing and VANET, which aims at the collaborative pooling of
massive computational, and communication resources from the vehicles (Hou et
al., 2016; Tiwari & Kumar, 2015). Many new application areas are forthcoming
in connected cars like entertainment, e-commerce, advertising, route planning,
and automated car parking system (Ning et al., 2019; Hou et al., 2016; X. Xu et
al., 2020; C. Zhu et al., 2018; Y. Zhang et al., 2019; Tiwari, Sharma, Upadhyay,
Sachan, & Sharma, 2019).

2.6 Summary of Literature Review

A summary of the important research papers in VFC domain studied during
systematic literature review is presented in Table 2.1. The summary includes
the techniques utilized, parameters optimized, and major contributions of the
important research work.

Table 2.1 Summary of the systematic literature review

Ref, year Technique(s)
utilized

Performance
metrices
details

Parameters
optimized

Important con-
tribution(s)
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(Alharbi
et al.,
2020),
2020

Offloading
from cloud to
fog

reduced power
consumption
compared to
cloud

VM loading,
latency

VM-module
placement strat-
egy

(Alvi
et al.,
2022),
2022

Task prior-
ity, node’s
processing
capacity

reduced total
energy con-
sumption in
FN

Energy con-
sumption,
remaining
time in RSU
coverage

Energy-Efficient
task-scheduling
and execution

(Rahman
et al.,
2022),
2022

Logical clus-
tering based
on trust value

most en-
ergy efficient
parked vehicle
as fog node

Energy con-
sumption

Energy efficient
VM assignment
from parked ve-
hicles

(M. Hus-
sain
et al.,
2020),
2020

Probability
and queuing
theory

minimum
combined
value of la-
tency and
energy con-
sumption

Latency,
energy con-
sumption

Task offloading
model

(Mahmud
et al.,
2018),
2018

Distributed
static fog
nodes

reducing
latency and
enhanced QoS

Service access
delay, internal
communica-
tion delay,
and resource
utilization

Application
placement
policy for
latency-sensitive
applications

(Tang
et al.,
2020),
2020

RSU as com-
puting gate-
way

QoS enhance-
ment for real-
time applica-
tions

Latency Task scheduling
strategy

(Yadav
et al.,
2020),
2020

Computation
offloading
scheme

QoS (Latency
and energy
consumption)
reduction

Latency, over-
all energy con-
sumption

Energy-latency
trade-off
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(Sodhro
et al.,
2020),
2020

AI-based ra-
dio channel
management

QoS enhance-
ment

Mobility,
packet loss
ratio

Radio
interference-
free, trustworthy
mobility system

(Hameed
et al.,
2021),
2021

Clustered,
capacity-
linked load
balancing

latency min-
imization,
bandwidth
reduction, en-
ergy balance

Latency,
energy, and
network con-
sumption

Dynamic
clustering,
inter/intra-
cluster load
balancing

(C. Zhu
et al.,
2019),
2019

Latency
service-
quality
trade-off

latency and
service quality
trade-off

Latency, ser-
vice quality

Latency and
service quality
based task allot-
ment algorithm

(Singh
et al.,
2023),
2023

SDN based
collaborative
machine
learning
(CML)

minimum
resource con-
sumption

Latency, en-
ergy, network
usage

CML in SDN
environment for
enhancing QoS

(Wei
et al.,
2023),
2023

Latency
service-
quality
trade-off

resource con-
sumption re-
duction

Latency, re-
source utiliza-
tion

Many-to-many
task scheduling
and vehicular
trading in VFC

(Mattia
et al.,
2023),
2023

Differential
model using
adaptive
heuristics

latency and
QoS

Service la-
tency

Load balancing
aimed at level-
ling low-latency
across all the
nodes

(G. Zhu
et al.,
2020),
2020

ML-based in-
telligent edge
learning

minimizing la-
tency

Latency, re-
source utiliza-
tion

Learning-driven
communication
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Many of the research works discussed above have proposed to optimize
QoS for real-time applications. Researchers have used different approaches,
and techniques for achieving the desired results. However, none of the existing
works have categorized the tasks into latency-sensitive and latency-tolerant. The
simulation in all previous works are based on the generic VFC scenario. All the
existing works have taken dynamic workload into consideration but, none have
considered the dynamic resource availability. The proposed work uses hybrid
scheduling and dynamic network segmentation techniques to enhance QoS. As
compared to previous research works, the proposed research work distinguishes
itself based on the following unique contributions. Firstly, the requests are
classified into latency-tolerant, and latency-sensitive with each latency-sensitive
task having a well-defined maximum permissible latency. The latency-sensitive
request must be processed within the defined maximum permissible latency
limits, otherwise, the results may lose their utility. Secondly, in the proposed
research work the task latency and total energy consumed is optimized while
satisfying the maximum permissible latency limit for the request. Thirdly,
the novel algorithm for an optimal number of CVFNs ensures the minimum
cost to the fog service provider. Lastly, this research work uses a multitude of
parameters (i.e., speed, direction and location of fog nodes, processing capability,
instantaneous processor load, maximum latency limit of request, speed, location,
the direction of the source node, communication capacity and, type of request)
for selection of optimal VFN.

2.7 Analysis of the Comprehensive Literature Re-
view

From the comprehensive literature review and analysis it is brought out that the
computational techniques for IoV applications have evolved over a while. Cloud
computing has been reigning in the remote computation domain for long. With
the advent of high computational capability of devices and high-speed wireless
networks, idea of network edge computing evolved. Further research in edge
computing domain led to two major subdomains of edge computing namely fog
computing and VFC.
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Cloud computing has been dominant till the year 2000. Cloud computing is
most suitable for applications that need a massive amount of computing power but
has limitations in implementation requiring very low-latency. With the advent
of real-time applications edge computing and fog computing were proposed by
researchers around the year 2000. Smart vehicles enhanced the capability of
the vehicles in ITS, thus there was a need for a more efficient and latency/QoS-
optimized computing paradigm. The VFC dimension has been researched since
the year 2020. Approximate timelines for the evolution of techniques are depicted
in Fig 2.1. The hierarchical architecture of VFC is depicted in Fig 2.2. Three-tier
VFC architecture consists of, VFC, fog-computing, and cloud layers.

Figure 2.1 Evolution of computing technology

Figure 2.2 Hierarchical architecture of VFC
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2.7.1 Characteristics of Vehicular Fog Computing

From the discussion and analysis of literature, we can deduce the following
important points about VFC. VFC is an evolution of, and complements fog
computing. It encompasses user devices and vehicles as VFNs, conventional
fog computing nodes, and cloud servers typically arranged in hierarchical order.
VFC provides an inexpensive and dynamic pool of computation and communi-
cation resources closest to the end user. Important characteristics of VFC are as
follows:-

Low latency and real-time processing

VFC nodes are special kinds of fog nodes, that assume roles of the end user as
well as fog nodes. The end users are connected to these vehicular fog nodes
in a single hop or few hops (Khan, Abolhasan, & Ni, 2018). These vehicular
fog nodes are connected to other nearby vehicular fog nodes by a short distance,
V2V Communication (Hou et al., 2016). Such V2V communication in dense
urban traffic conditions provides much better coverage as compared to cellular,
Wi-Max, Wi-Fi, etc, with minimum coverage gaps. The reliability, throughput,
and availability of these communication links are higher. VFC is therefore best
suited for latency-sensitive, real-time data processing.

Location awareness

Fog computing, as opposed to cloud, delivers location-based services. VFC,
an evolution of conventional fog also supplements location awareness (Tang et
al., 2020; Khaliq, Chughtai, Shahwani, Qayyum, & Pannek, 2019). Majority of
the vehicular network applications and services necessitate location awareness
(Hoque & Hasan, 2019). VFC permits absolute location awareness because
most of the requests are served by the VFC nodes placed very near the end user
location.

Optimum network bandwidth utilization

Fog computing helps efficient use of available network bandwidth by limiting the
traffic flow in the core network, which connects to cloud data centers (OpenFog
Consortium Architecture Working Group, 2017). Similarly, in vehicular fog
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computing, most of the requests from end users are served in the vehicular
network itself. Only those services and tasks that are very high compute and (or)
storage intensive will be handed over to fog or cloud for computing. Therefore,
the core network bandwidth usage and hence, congestion is minimal (J. Huang
et al., 2020; L. Liu, Chen, Pei, Maharjan, & Zhang, 2019). This results in the
optimum utilization of the core network infrastructure.

Support for mobility

The very important characteristic of VFC that distinguishes it from other com-
puting systems is mobility support (Hou et al., 2016; Hoque & Hasan, 2019; Ran
& Bai, 2020). In VFC static and slow moving vehicles are used as processing
nodes (Hoque & Hasan, 2019). The parked vehicles on the one hand make a
good choice (both computational and communication) for hub nodes connect-
ing other moving vehicles. Moving vehicles provide augmented computational
capacity to support burst applications and services. Slow-moving and parked
vehicles provide excellent, long time computational resources. VFC uses best
characteristics of slow-moving and parked vehicles (Hou et al., 2016).

Dense geographic distribution

In ITS, VFC nodes are situated in OBUs of the vehicles. Thus, intrinsically VFNs
are densely populated in the urban settings.(Ran & Bai, 2020). This feature of
VFC differentiates it from static fog. Vehicular fog networks are particularly
suited for latency-sensitive, real-time applications in urban traffic conditions as
part of ITS(Tang et al., 2020).

Dynamic resource availability

Because of the mobility of vehicles, VFC has dynamically changing workloads
and resource availability in both time and location. Two cases of static VFC
(i.e. parked vehicles as fog nodes) and dynamic VFC (i.e. moving vehicles as
fog nodes) are possible (Mekki, Jabri, Rachedi, & Ben Jemaa, 2018). Dynamic
availability of resources has benefits i.e., it reduces cost by avoiding excess
installation and under-utilization of these computing assets. The limitation is
the need for highly sophisticated co-ordination system and hand-off mechanism

29



(Ran & Bai, 2020).

No installation cost

VFC uses co-operative vehicular nodes, which collaborate to pool huge com-
putation and communication resources. Thus, no dedicated fog infrastructure
is required to be installed. Moreover, the availability of such resources is pro-
portional to number of vehicular nodes in a certain region at any given point in
time. The inference drawn from this is that the more the number of vehicles Nv,
the more the demand for resources Dr, and the more computing resources Ar

are available. Availability of processing resources is driven by an increase in
demand for resources. NvαDrαAr

Decentralized data processing

One of the most important characteristics of the VFC is that resources are
decentralized (Ning et al., 2019; Sookhak et al., 2017). It implies that suffi-
cient redundancy and reliability of computing and communication resources are
available. In VFC networks most dominant communication mode is V2V, which
results in fewer network bottlenecks in comparison to infrastructure communica-
tion modes like cellular, Wi-Fi, WiMax, etc. Decentralized computing resources
also make such networks agile and highly rugged against node failure.

Heterogeneity of resources and applications

VFC networks are made up of pooled resources from the available OBUs. Re-
source, as well as the application requirements in VFC, are heterogeneous (Ning
et al., 2019). QoS will depend on, how judiciously, these resources are allo-
cated to demanding applications and services. Allocating these heterogeneous
resources, optimally, to heterogeneous requirements is a challenge (Hoque &
Hasan, 2019).

Security and privacy protection

This is a major concerns in the case of VFC. Firstly, the connectivity graph of
the VFC nodes keeps changing because of the movement of vehicles. Secondly,
authentication and authorization become a difficult due to the heterogeneous and
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continuously varying number of nodes (R. Hussain & Zeadally, 2019; Hoque &
Hasan, 2019; Bennis et al., 2016). Security and privacy concerns in VFC are
like those of VANETs and fog networks.

2.7.2 Comparison of Vehicular Fog Computing and Conven-
tional Fog Computing

VFC seems identical to fog computing, it has a few characteristics that make
it unique and different from conventional fog computing. In VFC, fog nodes
or servers are in much close proximity to user. The VFC nodes are OBUs of
vehicles. Some of the end-user devices themselves serve as vehicular fog com-
puting nodes. End users communicate with VFC nodes in one or a few hops,
predominantly, using V2V communication (Ning et al., 2019; Hou et al., 2016;
Hoque & Hasan, 2019). As opposed to VFC, fog computing nodes are installed
in RSU, Access Points (AP), Mobile Base Stations, routers, and micro data
centers (P. Hu et al., 2017; OpenFog Consortium Architecture Working Group,
2017; Marı́n-Tordera et al., 2017). In conventional fog computing architecture
fog layer(s) exist between user nodes and the cloud. Whereas, in the case of
VFC architecture, fog servers are part of the end-user vehicular network. VFC
nodes have a more dense geographic distribution as compared to conventional
fog nodes. Fig 2.3 represents the interrelationship among major characteristics
of VFC, fog computing, and the cloud.

Conventional fog nodes support low or no mobility, in contrast, VFC nodes
support mobility. The clustering nodes is vital for best processing asset usage
and QoS support (Hou et al., 2016; X. Xu et al., 2020; Fan, Shi, Chen, &
Zou, 2012; Anjum & Khan, 2019). Considerable processing capability can be
aggregated in VFC in comparison to static fog, without incurring any installation
cost (X. Xiao et al., 2019; Y. Xiao & Zhu, 2017; Kui, Sun, Zhang, & Li, 2018;
Sami & Mourad, 2020). More number of VFC nodes in comparison to static
fog nodes indicates geographically distributed computational resources. Such
decentralized distribution of resources is particularly desirable in applications
with strict QoS demand, and location awareness. Examples of such applications
are traffic management/congestion control, accident information distribution,
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Figure 2.3 Comparison of the characteristics of vehicular fog, fog, and cloud
computing characteristics

content sharing, advertising, etc in an urban environment. The differences
between conventional fog and VFC network are presented in Table 2.2.
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Table 2.2 Differences between conventional fog and VFC

Parameter Fog Com-
puting

Vehicular
Fog Com-
puting

Insight

Proximity to
the end user

Medium High The highest order of proximity to
end users will ensure the least la-
tency.

Geographical
distribution
density

Medium High High geographic distribution den-
sity means, higher order of relia-
bility against node failure and more
precise location information.

Decision
making

Distributed
/ local

Local Local (i.e., vehicle level) decision-
making results in the fastest deci-
sions as compared to conventional
fog.

Mobility
support

No / lim-
ited

Yes The fast speed of vehicles may result
in certain tasks not being completed
by one VFC node. Mobility support
will ensure seamless task handover.

Clustering
of nodes

No Yes Most of the VFC nodes are on the
move. Clustering of nodes based
on mobility pattern etc. will result
in efficient utilization of the VFC
network.

The capac-
ity of indi-
vidual nodes

Medium Low Individual nodes pool their unuti-
lized resources, which are not ded-
icated fog resources. Individual
node capacity is usually low as com-
pared to conventional fog nodes.
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Number of
nodes

Medium /
low

High Because of high vehicular density
in ITS, a more of VFC nodes are
available. Whereas conventional
fog nodes are dedicated fixed and
limited resources.

Overall ca-
pacity

Medium High The overall capacity of VFC is much
higher in comparison to the fog sys-
tem, because of a much larger num-
ber of nodes.

Computational
capacity
availability

Static Dynamic VFC networks are formed dynam-
ically, on the fly. The capacity of
the network keeps changing as per
resource availability, unlike conven-
tional fog where it is fixed.

Fog node lo-
cation

Routers,
AP, RSU,
Base Sta-
tion, etc

Vehicle
OBU

The location of VFC nodes is the
OBU of vehicles, as opposed to the
static locations of conventional fog
nodes.

Communication
modes

Cellular,
Wi-Fi,
Wi-Max,
and wired

V2V, V2I,
V2P

Modern OBUs of vehicles are
equipped with multiple interfaces
for V2X communication.

Location
awareness

Medium High The nodes in VFC are more dis-
persed geographically. Thus, pre-
cise location information is avail-
able.

Cost of in-
stallation

Medium
/High

Nil No dedicated fog nodes are installed
in VFC. Hence, a nil installation
cost is required.

The VFC is a special case of (conventional) fog. Therefore, vehicular fog
computing also shares many common features with conventional fog. The Venn
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Figure 2.4 Comparison of the characteristics of Vehicular Fog and Fog

diagram in Fig 2.4 depicts the comparison of their characteristics. Table 2.3
presents the similarities between fog and VFC.

Table 2.3 Similarities between conventional fog and VFC

Parameter Fog Com-
puting

Vehicular
Fog Com-
puting

Insight

Architecture Hierarchical,
decen-
tralized,
dis-
tributed

Hierarchical,
decen-
tralized,
dis-
tributed

VFC is an extension of conventional
fog. It has the same basic architec-
tural features as that conventional
fog.

Latency Low Low Both are suitable for low-latency,
real-time applications.

Core band-
width con-
sumption

Low Low Both these techniques complete
most of the tasks without sending
them to cloud servers via the core
network. Thus, core bandwidth
consumption is minimum.
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Heterogeneity
of nodes

Yes Yes Types of nodes are not standard-
ized. Thus, managing heterogenous
nodes is a common characteristic of
both these techniques.

Scalability High /
medium

High Both VFC and conventional fog net-
works are easy to scale up/down.
Easy to add or remove nodes.

Virtualization
based ser-
vice

Yes Yes Both these computing paradigms
use the concept of virtualization of
hardware resources. This ensures
optimal use of available resources.

2.7.3 Application and Services in VFC

VFC is a form of the fog computing created on ad-hoc by using the surplus
computational assets of nearby vehicular nodes (Sami & Mourad, 2020). Worthy
and volunteer nodes subcontract unutilized OBU processing power to VFC
network. Clients in VFC can use this pooled processing power for for numerous
computational roles (Hoque & Hasan, 2019; Liao et al., 2020; Iqbal, Malik,
Rahman, & Noor, 2020). Therefore, a VFC forms a vast chunk of resources,
pooled by vehicular OBUs. Vehicular fog network resources can be employed
for providing the following types of services on similar lines as the fog resources
(Hoque & Hasan, 2019): -

• Information as a service (IaaS)

• Entertainment as a service (EaaS)

• Storage as a service (SaaS)

• Computation as a service (CaaS)
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Figure 2.5 Categories of VFC applications

2.7.4 Applications of VFC

VFC applications are increasing very fast. This is particularly so because ve-
hicles are witnessing a sharp increase in the computational and communication
capability of OBUs. Researchers have proposed many new applications of VFC
in the smart city environment. Based on our survey of existing literature and
analysis of the future scope of VFC applications, we have categorized VFC ap-
plications into six broad areas as depicted in Fig 2.5. Table 2.4 represents the
summary of potential applications in VFC. Potential applications of vehicular
fog computing are summarized in Table 2.4 (Ning et al., 2019; Hou et al., 2016;
X. Xu et al., 2020; C. Zhu et al., 2018; Y. Zhang et al., 2019; Kui et al., 2018;
Vergis, Komianos, Tsoumanis, Tsipis, & Oikonomou, 2020; S. Zhou, Sun, Jiang,
& Niu, 2019; Wu et al., 2020; Fu, Kang, Zhang, Yu, & Wu, 2020; M. Li, Zhu,
Zhang, Du, & Guizani, 2018; Z. Wang, Zhong, & Ni, 2018).

Table 2.4 Potential applications of vehicular fog computing

Broad applica-
tion domain

Specific appli-
cations

Description

Driving safety
and assistance

Assisted driving The ability for a car to sense and an-
ticipate potential dangers long before
the driver senses it

Driving safety
and assistance

Accident report-
ing

Automatic accident detecting and re-
porting system

Driving safety
and assistance

Vehicle theft re-
porting

Disseminating vehicle theft informa-
tion
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Driving safety
and assistance

Smart emer-
gency response
system

Quick and automatic road emergency
response system

Driving safety
and assistance

Autonomous
driving

Self-driving and driver-less, con-
nected vehicles in smart city

Driving safety
and assistance

Decision sup-
port system for
road safety

A data-driven MIS to improve road
safety

Traffic Manage-
ment

Smart /Adaptive
traffic light

Adaptive traffic light system to intelli-
gently route vehicular and pedestrian
traffic

Traffic Manage-
ment

Traffic conges-
tion control

Traffic congestion control mecha-
nisms based on vehicular load, road
conditions, accidents, etc.

Traffic Manage-
ment

Navigation as-
sistance

Smart navigation and route planning
for reduced congestion and better
economy

Traffic Manage-
ment

Parking assis-
tance

Assistance for accurate and efficient
parking system on congested roads
and market

Traffic Manage-
ment

Smart Parking
system

Integrated, real-time system for man-
aging limited parking space efficiently
and conveniently

Traffic Manage-
ment

Car-pooling as-
sistance

Pooling of cars by users of the same
route to reduce congestion on the road

Traffic Manage-
ment

Taxi service
planning

Taxi service planning and positioning
as per instantaneous passenger load

Entertainment Video streaming
/file sharing

Content sharing among people travel-
ing in the same area to reduce delay
and network load

Entertainment AR/VR-based
gaming

Augmented /virtual reality-based
games, requiring high-performance
computation and communication
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Entertainment Internet connec-
tion sharing

Sharing internet connectivity to de-
vices in the local area via V2V con-
nection

Advertising
/Commerce

Location-aware
advertising

Advertising commodities/ services
that are of interest to people travel-
ing in a specific area

Advertising
/Commerce

Targeted adver-
tising

Advertising to a people or groups,
based on their specific interest

Advertising
/Commerce

Tourism in-
formation
dissemination

Targeted, information dissemination
to tourists/interest groups

Vehicular crowd
sourcing

Video surveil-
lance

Inputs from video cameras installed
along the roadside for surveillance of
the area

Vehicular crowd
sourcing

Road condition
monitoring

Inputs from sensors on vehicles travel-
ing on road to monitor road conditions
in that area

Vehicular crowd
sourcing

Route informa-
tion sharing

On-board sensors on vehicles con-
tribute inputs to provide accurate route
information

Vehicular crowd
sourcing

Accident predic-
tion and analysis

Sensors on-board vehicles and on road
contribute data continuously towards
analysis. These results are used to
predict and prevent accidents

Vehicular crowd
sourcing

Accurate
weather in-
formation
collection

On-board vehicular sensors, which
have dense geographic distribution,
can augment stationary meteorologi-
cal stations for providing more accu-
rate weather information
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Vehicular crowd
sourcing

Leasing of
underutilized
resources of
vehicles to
neighboring
vehicles

Co-operative computing environ-
ment, wherein, underutilized re-
sources of vehicles are leased to
neighboring vehicles on-demand ba-
sis

Augmenting Fog
/Edge / Infras-
tructure network
capability

Task offloading
from fog/edge
networks to
vehicular fog
network

Compute resources at the edge or con-
ventional fog network can be supple-
mented by offloading tasks to nearby
VFC networks with sufficient re-
sources available

Augmenting Fog
/Edge / Infras-
tructure network
capability

Task offloading
from cellular
network /MEC
to vehicular fog
network

Compute tasks from nearby infras-
tructure networks can also be of-
floaded to the VFC network with suf-
ficient resources, via V2I communi-
cation

Augmenting Fog
/Edge / Infras-
tructure network
capability

Detecting and
bridging mobile
broadband cov-
erage gaps from
Wi-Fi/ Wi-Max/
3G/ 4G/ 5G to
end users

VFC network can also augment in-
ternet connectivity in the local area
by detecting mobile broadband cov-
erage holes and extending broadband
connectivity (i.e., Wi-Fi /Wi-Max 3G/
4G/ 5G) to end users/sensors

2.7.5 New Applications of VFC Identified

Applications of the VFC will increase safety, efficiency, comfort, and revenue in
ITS in the future smart city. Few of the applications have already been explored
by researchers. However, based on our study and analysis, the following new
application(s) /areas have been presented in this research work:
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Driving Safety and Assistance

• Decision support system for road transport planning as an MIS tool for
improvement in road infrastructure and movement planning.

• Vehicle theft reporting system for quick response and recovery of the stolen
vehicle.

Entertainment

• Internet connection sharing among road users using V2X communication.

Advertising/commerce

• Location-aware and targeted advertising for effective reach to the target
audience.

• Tourism information dissemination for tourists traveling/destined to a spe-
cific area.

Vehicular Crowd-sourcing

• Real-time road condition monitoring system using vehicle crowd-sourcing
as a source of reliable input.

• Real-time route information sharing using vehicle crowd-sourcing for ef-
ficient and economic route planning.

• Accurate weather information collection system using vehicle crowd-
sourcing.

Augmenting fog/edge/infrastructure network capability

• Task offloading from cellular network /MEC (mobile edge computing) to
vehicular fog network to reduce the load on edge network, and at the same
time optimally utilizing nearby underutilized VFC network.

• Detecting and bridging mobile broadband coverage gaps from Wi-Fi/ Wi-
Max/ 3G/ 4G/ 5G to end users by using the V2X communication of the
VFC network to enhance QoS for Mobile Broad Band (MBB) service.
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2.7.6 A Simple VFC Application Use-case Illustrated

Bridging coverage gap of mobile broadband: A VFC application use-case

Smart cities / urban areas have seamless wireless broadband coverage for mo-
bile users/devices utilizing cellular services, WiFi, WiMax, etc. A common
phenomenon in MBB is packet loss resulting in low QoS. Wireless packet loss
is due to coverage gaps/ dark spots (Baltrunas, Elmokashfi, Kvalbein, & Alay,
2016). Sensing, filling the network black spots in wireless MBB is a vital re-
search problem (Ali et al., 2020). Vehicular fog networks can be of use in such
a scenario to detect and fill the coverage gaps. Fig 2.6 illustrates one example
use-case for a vehicular fog network to fill the coverage gap by extending the
cellular network coverage to gaps.

Vehicular fog computing networks have very dense geographic distribution.
On-board vehicular fog nodes have multiple communication interfaces with
them. Nodes connect to mobile broadband stations via V2I communication.
Vehicular fog nodes within a VFC network communicate among themselves
using V2V communication (single hop or few hops). MBB coverage could be
provided utilizing cellular (i.e., 3G/ 4G /5G) base stations or Wi-Fi or Wi-Max
access points. On-board sensors on vehicles can detect the breaks or holes in the
coverage of MBB. Whenever a coverage gap is detected, adjacent vehicular fog
nodes (i.e., under MBB coverage) will relay the broadband services to nodes not
covered by MBB, using V2V communication. The vehicular fog nodes can also
act as AP or hot-spot for the users/ devices outside the coverage zone. Hence, in
the above-mentioned scenario, the VFC network can supplement MBB coverage
on-demand basis to enhance QoS.

2.7.7 Classification of Vehicular Network Applications

Based on the comprehensive literature survey and its analysis, in this research
work vehicular networking applications have been categorized into two major
classes as depicted in Fig 2.7. This classification relates to most important char-
acteristics of VFC application i.e., latency. Latency-sensitive applications are
safety-critical e.g., turn radius indicator, accident-avoidance system, autonomous
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Figure 2.6 VFC network bridging the coverage gap of cellular network

driving, emergency message dissemination, etc. Latency-tolerant applications
are entertainment, commercial advertising, route planning, etc.

2.8 Research Challenges

VFC is a promising area of research, particularly with ever-increasing onboard
resources with modern vehicles. However, the following are major challenges

Figure 2.7 Classification of the vehicular networking applications
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associated with VFC network implementation: -

Heterogeneity of nodes

Vehicular fog nodes in a VFC scenario are made of resources pooled from
the available (i.e., moving, and parked) vehicular devices. These resources are
heterogeneous with respect to storage, processing capability, and communication
interfaces.

Mobility of nodes

Most of the VFC nodes are on the move. Thus, the availability as well as
demand for resources at any given place, at any given point in time is highly
dynamic(Meneguette et al., 2019; Mohanty, Kumar, Malakar, Vishwakarma, &
Reza, 2018). VFC nodes communicate wirelessly, therefore, the availability and
reliability of communication are also challenges. In addition, for such mobile
nodes, a reliable handover mechanism between devices and applications must
be provided.

Heterogeneous applications

Some VFC applications such as emergency message transmission services, al-
though, require very small bandwidth, demand high reliability and ultra-low
latency (Sathish & Kumar, 2020). Whereas, on the other hand, there are appli-
cations such as content sharing and AR/ VR applications, which may demand
very high bandwidth, but may accept reasonable latency. Thus, there is a het-
erogeneity of applications that must be served by VFC nodes.

QoS support

Because of constrained processing capability, diversity of available processing
resources, and application demand, implementing QoS in VFC is a challenging
task.
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2.8.1 Summary of Previously Presented Research Challenges

Vehicular fog computing is still at a nascent stage of development. It has
increasingly drawn researchers in last 3 to 4 years. Various research challenges
in vehicular fog computing have been discussed by the authors. Based on our
literature survey, Table 2.5 summarizes the research challenges that have already
been discussed by researchers.

Table 2.5 Summary of research challenges previously discussed by authors

Issues iden-
tified

Description Insight

Mobility
model

(Hou et al.,
2016; Hoque &
Hasan, 2019;
Ge, Cheng, &
Zhou, 2020)

Need proper protocols to handover be-
tween vehicular fog networks and other
networks Vehicular networks are formed
on the fly and have dynamic topology and
membership. Hence, an efficient, and re-
liable handover mechanism is required.

Task Offload-
ing

(S. Zhou et al.,
2019; Liao,
Zhou, Zhao,
Ai, & Mumtaz,
2019)

Dynamic and effective task allocation
tasks to the resources. A low-cost, im-
proved, and asymmetric solution for sup-
porting QoS.

Capacity
analysis and
resource
management

(C. Zhu et al.,
2018; P. Hu
et al., 2017;
Z. Zhou et al.,
2020; X. Xiao et
al., 2019)

Capacity analysis and management al-
gorithms for real-time computing in the
VFC network’s capability. Manage re-
sources in real-time, which is inevitable.

Price and
motivation

(Z. Wang et al.,
2018; Y. Wang,
Xu, Zhou, Per-
vaiz, & Mumtaz,
2018; Peng, Ota,
& Dong, 2020)

Suitable pricing and motivation methods
for contributing devices. Nodes in VFC
join the network voluntarily. Effective
motivation and pricing mechanism must
be in place.
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Security,
privacy and
forensics

(P. Hu et al.,
2017; J. Huang
et al., 2020;
Hoque & Hasan,
2019; Kong, Su,
& Ma, 2020;
Alamer & Basu-
dan, 2020)

Security protocols and forensic analysis
tools for participating vehicular nodes
Privacy is everyone’s concern, be it a ser-
vice provider or service user. Rugged
authentication, authorization, and foren-
sic methods are desirable for establishing
trust among users.

Communication
protocols

(Y. Xiao & Zhu,
2017; Sodhro et
al., 2020)

Strengthening of communication proto-
cols to avoid radio channel interference
Radio users are increasing exponentially,
making interference a major concern.
Strengthening radio protocols is neces-
sary for efficiency.

Scaling (Hoque &
Hasan, 2019;
Sayed & Kashk-
oush, 2020)

Up and down scaling of vehicular net-
work based on the resources demand The
demand for resources in the ITS domain
is fluctuating. Hence system should scale
the capacity dynamically.

Programming
platform

(P. Hu et al.,
2017)

Programming platform to support het-
erogenous vehicular fog nodes This is a
multidimensional area for programming.
A programming platform to support its
requirements needs to be developed/ cus-
tomized.

Energy man-
agement

(P. Hu et al.,
2017)

Energy management and optimization
techniques for highly distributed archi-
tecture VFC is a highly distributed com-
puting architecture. Energy manage-
ment/optimization techniques are to be
developed for such systems.

46



2.8.2 New Research Challenges Identified

In addition to the research challenges already discussed by various authors,
the following important research challenges are identified from discussion and
comprehensive analysis of research works.

Standardization of architecture

For practical implementation and application development for any upcoming
technology, it is essential to have a well-established and standard architecture.
Though many multi-tier architectures have been proposed for vehicular fog net-
works, it is yet to be standardized.

Optimal vehicular fog node selection

Vehicular fog nodes are a dynamic pool of collaborative, heterogenous devices.
Both, workload as well as resource availability in VFC vary dynamically, in time
and space, because of the movement of nodes and end users. Hence, its essential
to select most suitable node dynamically, from available pool of nodes, to ensure
QoS and optimize resource utilization.

Clustering techniques

Clustering techniques for VANET are center of attention of researchers. Suitable
clustering techniques for vehicular fog networks need to integrate with other
constraints like capability analysis, resource management, energy optimization,
etc.

SLA and charging policies

A vehicular fog network is not an independent entity. It is an extension of and is
designed to complement conventional fog networks. Service level agreements
(SLAs) for implementing strict QoS achievement are to be developed. Well-
defined billing and charging policies for resource sharing and pricing for fog
providers and participating vehicular fog nodes (i.e., resource owners) to pool
their assets are necessary.
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2.9 Summary

ITS is the next big revolution globally and has tremendous scope to expand the
role of vehicles, beyond mere transportation. VFC has a promising role in the ITS
domain by opening avenues for much more efficient applications and services
employing vehicles themselves as fog servers. Chapter begins by discussion
on the issues on VFC implementation. We establish important characteristics
of vehicular fog computing while discussing its architecture, and bring out
its detailed comparison with conventional fog computing. We illustrate the
inter-relationship between various characteristics of cloud, fog, and VFC, thus,
unfolding their benefits and limitations concerning ITS. We have categorized the
VFC applications and presented some novel applications and research challenges
in this field. The capability of novel applications in VFC has been highlighted
by explaining one example application use case in detail. This research work
forms one of the most important survey in VFC, its applications in ITS domain.
This survey provides new avenues for furthering research in this domain, by
highlighting new applications and various unexplored research challenges.

48



Chapter 3

Multi Objective Modelling of
Vehicular Fog Computing

3.1 Introduction

As part of this doctoral research work the task of resolving the identified re-
search problem in Chapter 1 has been divided into two major parts. The first
part consists of formulating the MOO mathematical model based on the litera-
ture survey, setting up the simulation environment and based on the simulation
setup verifying the suitability of the established model. The vehicular fog com-
puting architecture is modeled using a mathematical model. The modeling
involves mathematical formulation of the individual components of the VFC
model namely, latency, energy consumption, networking, communication, and
propagation aspects. Based on the mathematical representation of the individ-
ual components the VFC is mapped into a multi-objective optimization (MOO)
model to optimize latency. Developed MOO model is solved using a well-known
optimization tool to validate the model, results are compared to latest research
in the field. Above mentioned objectives have been presented in the Chapter 3
of the thesis. The second part of this doctoral research task consists of designing
and developing suitable algorithm(s) for meeting the defined research objectives
based on the established and verified MOO model. The algorithm(s) developed
have been analyzed for the effect of various decision variables on the latency-
sensitive applications in urban vehicular scenario. The parameters under study
in this research work are latency, energy consumption and network bandwidth
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consumption. The second part of the research work has been presented in the
Chapter 4 of the thesis.

The novel contributions achieved in this chapter are the identification of
the optimal VFN characteristics, establishing a MOO model encompassing the
publisher-subscriber communication in 3-tier VFC, and solving the presented
MOO model using the ’fmincon’ solver. The organization of the chapter is as
follows. Section 3.2 discusses system model architecture, and Section 3.3 dis-
cusses and establishes Optimal VFN characteristic. Sections 3.4 to 3.8 establish
various mathematical models used in this research work. Section 3.9 presents
the MOO model used to resolve the research problem presented in this research
work. Section 3.10 describes the simulation environment and Section 3.11
presents the simulation results and their analysis. The Section 3.12 summarizes
the Chapter.

3.2 System Model Architecture

Due to the emerging demand for new applications based on the requirements,
the resource demand is also increasing and there is an urgent need to optimize
the limited resources available in highly decentralized (Birhanie et al., 2020)
vehicular networks. The vehicular fog network is formed on the go by vehicles
joining and leaving dynamically. Not the same VFN remains in a place for
longer because of movement of nodes. The demand for resources in vehicular
networks is also very diverse and different applications demand different levels
of QoS. The topology, resource demand, and resource availability at any place
at a given time are unpredictable. In such a situation the assignment of tasks to
available computing servers, while meeting QoS requirements of applications
is a challenging problem(R. Hussain & Zeadally, 2019; J. Zhang et al., 2011;
Hoque & Hasan, 2019). In (M. Hussain et al., 2020), a vehicular fog network
planning scheme has been proposed, that decides the optimum node, and its ca-
pacity to minimize latency and energy consumed. In (M. Hussain et al., 2020),
authors used a modified differential algorithm to minimize delay, and energy in
VFN, and have depicted the advantages of the VFC system compared to cloud.
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The generic, three-layered VFC architecture as proposed by the open fog
consortium (Byers, 2017), used in this research work is shown in Fig 3.1. CDC
provides a shareable, on-demand pool of resources. But it cannot support the
latency demanded by delay-sensitive, real-time ITS applications (Haj Qasem,
Abu-Srhan, Natoureah, & Alzaghoul, 2020), because of their location being far
away from end-users. In VFC architecture fog network forms an intermediate
layer, that are near to user. Computing resources in this layer are FCN located at
routers, RSUs, switches, and gateways.
FCNs can support the latency requirement of latency-sensitive, real-time ITS
applications. However, the deployment of FCNs to accommodate the dynamic
workload of the vehicular network is very costly (Y. Xiao & Zhu, 2017) and it
will result in sub-optimal utilization of installed fog resources. Thus, it either
proves costly for service providers or, is not able to meet the end-user demand.

The bottom layer is the VFC layer, which comprises end-user devices like
vehicle OBU, sensors, and passenger devices. Some of these vehicular OBUs
having requisite computing resources (i.e., CPU and memory) and communica-
tion (i.e., link bandwidth) resources are selected as VFNs, which provide a pool
of on-demand computational resources (X. Xu et al., 2020; Tang et al., 2020)
for processing requests from nearby vehicular nodes. To simplify the discussion
in this research work, the term vehicular node has been used to represent all
devices in the VFC layer and it is assumed that there is seamless connectivity
within and between all three, using V2X within the VFC and from VFC to fog
layer and, using core IP network between fog and cloud layer.

In an ITS, the VFC architecture plays a very important role. It is a three-
tier architecture. Tier III is a vehicular network or vehicular fog layer, where
user devices and sensors reside. In this layer, tasks are generated, as well as
selected OBUs (i.e., Vehicular Fog Nodes) accept tasks for processing, based
on the priority of the task and resource availability. The vehicular fog layer has
dynamic resource pooling capability. In case VFNs are not able to process the
task because of the scarcity of resources, it is handed over to a higher layer,
tier II (i.e., fog layer) for processing. The fog layer has dedicated fog servers
with higher but fixed capacity installed at RSUs, base stations, gateways, and
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Figure 3.1 The architecture of VFC network: task processing and despatching
to higher layers

routers to handle latency-sensitive tasks. The fog layer will process all remaining
latency-sensitive tasks. All latency-tolerant tasks such as mass data processing
and analysis, long term storage of massive amounts of data are presented to CDC
for processing. As one moves from tier III to tier I, the processing capacity of
nodes as well as latency increases (Binwal & Kapoor, 2022).

In an ITS, the VFC architecture plays a very important role. It is a three-tier
architecture. Tier III is a vehicular network or vehicular fog layer, where user
devices and sensors reside. In this layer, tasks are generated, as well as selected
OBUs (i.e., Vehicular Fog Nodes) accept tasks for processing, as per priority of
task and resources available. Vehicular fog layer has dynamic resource pooling
capability. In case VFNs can not handle the task because of scarcity of resources,
task is handed over to a higher layer, tier II. Middle layer has dedicated fog servers
with higher but fixed capacity installed at RSUs, base stations, gateways, and
routers to handle latency-sensitive tasks. The fog layer will process all remaining
latency-sensitive tasks. All latency-tolerant tasks such as mass data processing
and analysis, long term storage of massive amounts of data are presented to CDC
for processing. As one moves from tier III to tier I, the processing capacity of
nodes as well as latency increases (Binwal & Kapoor, 2022).
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3.3 Optimal Vehicular Fog Node Characteristics

Vehicular network study has become a ubiquitous choice of academia and in-
dustry. The drawback of cloud that it is not able to meet the latency limits of
latency-sensitive applications (Bonomi et al., 2012). Whereas fog and mobile
fog networks are burdened by the burgeoning demand for new applications from
vehicular users. Several of these applications are latency-sensitive. With the
emerging demand for safety, entertainment, advertising, social networks, and
traffic planning, applications among vehicular users, the demand for communi-
cation bandwidth and processing power near user nodes is increasing rapidly.
The bandwidth and processing power available in the generic fog-cloud system
is limited. Hence the concept of using moving vehicles themselves as fog nodes
(i.e. VFN) to augment the capacity of existing fog-cloud infrastructure was
proposed (Hou et al., 2016).

Vehicular fog networks have evolved from VANETs and thus share all the
characteristics and benefits of VANETs. Important characteristics of VFC to
differentiate it from fog and cloud are computation power, geographically dis-
tributed nodes, local decision-making, location awareness, low deployment cost,
and low latency (Hou et al., 2016; Binwal & Kapoor, 2022). To enhance the
QoS and safety on the road, it is imperative to minimize latency in VFC. The
latency for a given request consists of three components, processing-latency,
transmission-latency, and propagation-latency. Propagation latency varies with
the distance between source and destination nodes. To minimize propagation
latency component, a maximum number of the requests generated by the ve-
hicular nodes must be processed within vehicular fog nodes, to minimize the
distance from a data source to the processing node. To satisfy this condition,
VFNs must have adequately high computational resources for the processing of
requests. Availability of high processing capacity VFNs in turn reduces the com-
putational latency, along with propagation latency. Similarly, for minimizing the
transmission latency the transmission bandwidth between the data source and
processing nodes must be high. Based on the above discussion, two important
characteristics of the VFN are as follows:
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First, the node should be capable of providing maximum processing capa-
bility (processor and memory), so that a minimum number of nodes can serve
the network efficiently. This will alleviate the need to manage the network and
reduce the delay caused by multiple-hop transmissions. It can be measured in
terms of the excess processing capacity of the node or the normalized processor
load factor, which can be represented as given below in equations (3.1) and (3.2).

Qcap
v,i = maxQcap

w,i ;∀w ∈ W (3.1)

Where, Qcap
v,i is the processing capacity of VFN and Qcap

w,i is the processing
capacity of the vehicular node.

0 ≤ θ ≤ 1 (3.2)

Where, θ is the normalized processor load factor.

Second, the node should be equipped with multiple communication inter-
faces of high capacity for use in V2X communication. V2X communication
is always a wireless communication system. Minimum delay and packet loss
ratio are key measures of performance of V2X communication (Ejaz, Kumar,
Ylianttila, & Harjula, 2020). The 5G-enabled VFC has been actively researched
by many researchers for the past couple of years. The most important research
problems of 5G technology in C-V2X are the modification required in the layer-
2(MAC) and layer-1(physical) layers to make it suitable for the VFC (Alvi et al.,
2022) and, security and privacy protection in VFC (Boualouache et al., 2021;
X. Cheng et al., 2017). Therefore, currently, DSRC and 4G/LTE are the most
common techniques used in V2X communication (S. Liu et al., 2018; Z. Xu, Li,
Zhao, Zhang, & Wang, 2017).

3.4 Communication and Propagation Model

In this research work, two types of requests latency-sensitive and latency-tolerant
have been considered. The DSRC uses point-to-point communication links for
efficient V2V communication and, 4G/LTE is a cellular technique for long-
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range V2I communication. The DSRC is proven to provide security, and privacy
protection and, is more efficient for latency-sensitive safety-critical applications,
and 4G/ LTE performs better for latency-tolerant non-real-time applications
(Ejaz et al., 2020; Z. Xu et al., 2017). A judicious combination of both DSRC
(i.e., short-range, but offers better QoS) and 4G/ LTE (i.e., long-range, but offers
reduced QoS) is desirable for optimum VFN performance. Because of the above
reasons, to prove the concept presented in this research work the combination of
DSRC and 4G is used in V2X communication, instead of using still-developing
technology 5G for C-V2X communication.

Publisher-subscriber communication model

This research work uses three-layer system design made up of the cloud, static
fog, and vehicular fog layers as depicted in Fig 3.1. To simplify discussion, in
this work (i.e., latency and resource optimization) by limiting the scope of the
research work following assumptions are made. • The Rayleigh multi-path radio
propagation model (Alouini & Goldsmith, 1997) is used for wireless communi-
cation scenarios (i.e., V2V and V2I). It assumes large-scale fading because of
the multi-path effect in the presence of buildings, trees, etc. The fading distri-
bution indicates the change in received signal strength of signal because of the
multi-path effect. The path loss exponent value in the distribution indicates how
far the radio signal reaches because of the multi-path fading. Typical values
of path loss exponent are in the range of 2-5. This radio model has been used
because it provides the most accurate traffic data generation using SUMO and
OSM tools (Behrisch, Bieker, Simulation, & undefined 2011, n.d.) used in this
research work for simulation. The publisher-subscriber model has been used as
overlay network of underlying VFC communication. Discussion about under-
lying communication protocols and the issue of frequent disconnections/packet
drops in wireless communication (i.e., V2V and V2I) is out of the scope of this
research work.

Pub-sub model is an event-driven distributed message dissemination system
that works asynchronously and does not require direct/dedicated connectivity.
There are three basic building blocks of this model namely: publisher, sub-
scriber, and message broker as depicted in Fig 3.1. The publisher is the message
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provider. All the VNs register and publish the messages about their state /updates
(i.e., location, speed, direction, communication interfaces, available processing
capacity, etc.) to the publisher. The publisher publishes event-driven messages
to different channels or topics. The subscribers are the VNs who wish to receive
updates about specific topics. The role of a message broker is that of a mid-
dleman to enable communication and routing of messages from the publisher to
subscribers. The pub-sub model depicted in Fig 3.1 ensures that any message
about the VN state is immediately pushed from publisher to subscriber via a
message broker.

The pub-sub is lightweight, loosely-coupled, and scalable model that pro-
vides robust and dynamic VFC services. In this research work, the well-known
pub-sub model is implemented in a distributed fashion as depicted in Fig 3.1,
for achieving computation offloading in the VFC scenario. The publisher and
message broker elements have been implemented at FCN, which is static and
seamlessly connected over a high bandwidth wired connection. The unique
contribution of this work regarding pub-sub model implementation is that the
scheduling, bandwidth management, and, allocation of computational resources
to application requests, are performed at FCN, whereas, actual application re-
quest processing is performed at VFN. This scheme has been named computation
offloading. It is a novel implementation of pub-sub paradigm in VFC for achiev-
ing computation offloading. This novel pub-sub implementation in the VFC
scenario enhances QoS for latency-sensitive requests by, i) reducing the sag
of network bandwidth, ii) preserving scarce computation resources at VFN for
processing of application requests, and iii) reducing latency experienced by ap-
plications.

A latency-sensitive task request prodeced by vehicular node v for execution
by a fog server (either a VFN or static fog node). In an urban scenario, all
the vehicular nodes are connected to each other, and infrastructure nodes us-
ing DSRC and (or) LTE. A request is transmitted from the source (VN) to the
destination processing node (VFN or FCN) using either V2V (for VFN) or V2I
(for FCN) communication. The processing of a request from a vehicular node
v to fog node f (i.e., pair v-f) is decided based on condition of minimization
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Figure 3.2 Flow chart of request processing

of overall energy consumption, subject to satisfaction of the constraints of QoS
(i.e., maximum permissible latencyδmax for the request), processing capacity (Q)
at the fog node, and link bandwidth between source and destination (bfv). Fig
3.2 illustrates the sequence of steps in a flowchart for processing a request in VFC.

3.5 Mobility Model

Pathway mobility model is used for simulation run of this research work (Bai
& Krishnan, 2006). Pathway Model is effective method of fitting building and
space constrictions into the geographic model, which also permits restricting
the vehicular movement within pathways in the chosen map. We have used a
real city map from Chandigarh, India (using OSM). The vertices are represented
by the buildings, and the edges of the graph depict streets in between them.
In contrast to the Random Way point model wherein devices move arbitrarily
in any direction and length, the vehicular nodes in this model are permitted to
travel only on the pathways. In this model, vehicular nodes are traversing in a
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pseudo-random manner in predefined paths.

3.6 Networking Model

The vehicular fog network has been modeled as a three-tier architecture (Fig
6.1), as connected, undirected, weighted graph G (V, E). Vertices in set V(.)
comprise vehicular nodes (W), vehicular fog nodes (V), fog computing nodes
(F), and cloud (C), i.e. V (G) = W

⋃
V
⋃
F
⋃
C.. Edges E(G) represent edges

with weights c = c1, c2, c3, . . . , where each cl represents the cost (or delay)
associated with the path between a pair of vertices in V(G). Edges are made
up of DSRC and 4G/LTE radio links. FCN to CDC communication is through
Internet Protocol (IP) based core network (i.e., wired Wide Area Network links).
Every vehicular nodewi ∈ Wgenerates workload (i.e., application requests) that
needs to be processed by one of the computation units i.e., VFN, FCN, or CDC.

In this research work, the vehicular workload requests are categorized into
two types, based on their latency requirement. Binary variable Lb = 1 in-
dicates a latency-sensitive application and Lb = 0 indicates a latency-tolerant
application. Workload requests generated in VFC could be simple data access
requests or compute-intensive requests. Most of the latency-sensitive requests
are compute-intensive (H. Li, Ota, & Dong, 2019), that need to be processed
at VFN/fog nodes for meeting QoS. Examples of latency-sensitive applications
in vehicular networks are safety applications such as turning speed indicators,
collision distance prediction, accident information dissemination system, etc.
and latency-tolerant applications are route planning information, entertainment
applications, commercial advertising, etc. Latency-sensitive tasks must be pro-
cessed either by VFN or the FCN, in this priority order subject to resource
availability. Whereas latency-tolerant applications can be directly offloaded to
CDC for processing, to optimally utilize the resources at VFN and FCN for
latency-sensitive applications for ensuring the QoS.

Any application request will either be processed by the nearest VFN or will
be despatched to an FCN, or further to a CDC for processing depending on value
of binary variable Lb, and resources available at a given instance of time at VFN
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and FCN. All those requests that could not be processed at VFN or FCN will be
processed by CDC (assuming infinite resources at cloud server). Accordingly,
latency model for different scenarios in the VFC network is developed in this
research work.

3.7 Latency Model

The number of vehicular nodes in an area under consideration is random, and
the number of workload requests generated by a vehicular node in a given time
is very small and independent of other vehicular nodes. The workload arrival
in the vehicular network follows Poisson’s distribution. Poisson probability dis-
tribution represents the probability of multiple events happening in a predefined
period provided, all events are independent and happen with known average
rate(H. Hu, 2008). Each request has maximum permissible latency (δmax) and
the maximum permissible latency is pre-defined for type of application and(or)
type of vehicle. Maximum permissible latency must be satisfied for meeting
specified QoS e.g., maximum turning speed computation on a curve of the road
is a safety-critical application that must satisfy the stringent latency limit δmax.
A latency-sensitive workload (Lb = 1) generated by a vehicular node will be
sent to VFN, based on the instantaneous resource availability at the VFN. If it
cannot be processed at VFN, it will be despatched to FCN for processing. In
case of a latency-tolerant workload (Lb = 0), it will be directly dispatched to
the cloud server. In either case, there is a transmission delay, propagation delay,
and processing delay involved. Table 3.1 explains the symbols used in Equation
(3.13) for representing total latency.

Each fog node processes one request at a time. A request is always presented
to the node which is free to process a request. Hence, a request gets executed
as soon as it arrives at VFN. For the FCN, there is more than one identical VM
running in parallel, each can process one request at a time. QoS parameter δmax

is the maximum permissible latency defined for each task. The total latency for
processing a request at the fog node consists of three elements:
Three different elements of latency are computing latency, transmission latency,
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and propagation latency. Computing latency indicates total delay at the process-
ing server (i.e., queuing time plus execution time). Latency experienced by a
vehicular node to transmit data over channel is transmission delay.Propagation
delay is delay in sending data from source to destination. A latency-sensitive
request (Lb = 1) is processed at VFN. A latency-tolerant request (Lb = 0) is
presented directly to CDC for processing. The VFN is modeled as M/M/1 queue
with rate λai . The FCN is modeled as M/M/n queue arrival rate λaf . For sim-
plicity, it is assumed that FCN is made up of n homogeneous servers (or virtual
machines), where n is a small number (i.e., 1 ≤ n ≤ 5). The Erlang-C formula
C(n.µf ) is used in the FCN scenario. The Erlang-C formula is applicable for
cases where because of the non-availability of resources the customer is placed
in the queue till the time resources become available (S. Liu et al., 2018; Angus,
1946). The cloud is modeled as M/M/∞ queue.

3.7.1 Latency Element Definitions

The latency for processing of an application request is made up of various com-
ponents, that are defined in the following paragraphs.

Computation latency

The latency in the processing of a given request at a fog node is termed compu-
tation latency.

Case : VFN

tcomp
v =

w∑
i=1

1
Lb(Q

cap
v,i .Θ−ρv .λa

i )
(3.3)

Where, θ is normalized processor workload, andQcap
v,i is processing capability

of vi
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Case : FCN

tcomp
f =

(n.µf)
(n.λs

f−λa
f)

+ 1
λs
f
, µf =

λa
f

n.λs
f
, (3.4)

and

(n.µf ) =
(
n.µf
n! )

(
1

1−µf

)
∑n−1

q=0

(n.µf)
q

q!
+(

n.µf
n! )

(
1

1−µf

) (3.5)

Where,λsf is service rate at FCN

Case : CDC

tcomp
c = 1

λs
c

(3.6)

Where, λsc is service rate at CDC

Transmission latency

The latency in transmitting a given application request from the source (i.e., ve-
hicular node) to the destination processing node (i.e., fog node) is transmission
latency.

Case : VFN

ttranwv =
λa
w,v .α

Bwv
, and λaw,v = ρv.λ

a
i,v (3.7)

Where, α is workload size, and Bwv is the bandwidth of the W to V link
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Case : FCN

ttranvf =
λa
w,f .α

Bvf
, λaw,f = ρf .λ

a
i,v, and ρf = 1− ρv (3.8)

Where, Bvf is the bandwidth of the V to F link

Case : CDC

ttranfc =
λa
w,c .α

Bfc
, λaw,c = ρc.λ

a
i,v , and ρc = 1− ρf (3.9)

Where, and Bfc is the bandwidth of the F to C link

Propagation latency

The latency experienced in reaching the request from a source VN at the location
A (lat, long) to destination fog node B (lat, long) is propagation latency and is
given by:

Case : VFN

tpropwv = D(w,v)
c

(3.10)

Where, c = 3X108m/s, andD(w, v) is the Euclidean distance between W and V

Case : FCN

tpropvf = D(w,f)
c

(3.11)

Where, D(w,f) is the Euclidean distance between W and F
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Case : CDC

tpropfc
= D(w,C)

c
(3.12)

D(w,C) is Euclidean distance between w and C

Table 3.1 Different symbols used in equation (3.13) and their description

Symbol Description
ttranwv Data transmission time (for workload) between the vehicular

node and VFN
ttranvf Data transmission time (for workload) between VFN and FCN
ttranfc Data transmission time (for workload) between FCN and CDC
tpropwv Propagation time from vehicular node to VFN
tpropvf Propagation time from VFN to FCN
tpropfc Propagation time from FCN to CDC
tcomp
v Computation time at VFN

tcomp
f Computation time at FCN

tcomp
c Computation time at CDC

The total latency encountered by an application request is given by Equation
(3.13).

δs = ρv(t
tran
wv + tpropwv + tcomp

v ) + (1− ρv)
{
Lb

(
ttranvf + tpropvf + tcomp

f

)
+

(1− Lb)
(
ttranfc + tpropfc + tcomp

c

)
}

(3.13)

Where ρ(v) is the probability of application being processed by VFN. When-
ever a request is received for processing, an estimated latency (δest) for processing
it at VFN is computed based on the request parameters and instantaneous proces-
sor load (θ). The probability of processing at VFN is given by equation (3.14)
below:
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ρv = Prob (δest ≤ δmax) ∀ w ∈ W (3.14)

Where,δest and δmax are the estimated latency for the set of selected pairs of
source-processing nodes, and the maximum permissible latency for the applica-
tion request, respectively. The value of δest is chosen empirically (random values
between 25 and 75). Calculation ofδest is provided by the ACT-DW algorithm
proposed as part of this research work (discussed in Chapter 4). Thus, (1− ρv)

gives the probability of the request being despatched to FCN or CDC.

Requests generated from vehicular nodes follow a Poisson distribution with
a rate λai . Net traffic request arrival rate at VFN at any given instance is given
by equation (3.15):

λai,v =
∑w

i=1λ
a
i ∀ w ∈ W (3.15)

3.8 Energy Model

Total energy consumption for the processing of a request at the fog node (VFN
or FCN) consists of the following two elements.

Transmission energy

Switching-ON time (Ton) the time when node is transmitting or forwarding data.
Off-time (Toff) is the time when node is listening. Accordingly, duty cycle (D)
of is defined:

D = Ton /(Ton+ Toff ) (3.16)

Energy consumed in the sending data packet from node-v to node-f consists
of three elements namely trans energy (Etrx), forwarding energy (Efwd), and
listening energy (Elst) as given below (Ghosh, Das, & Neogy, 2016).
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Etrx = α ∗ 117 ∗ 10−9 + α ∗ 1.7 ∗ 10−6 + (D ∗ α ∗ ϵ ∗ dn) (3.17)

Efwd = D(α ∗ E + α ∗ ϵ ∗ dn) (3.18)

Elst = (1−D) ∗ 570 ∗ 10−6 (3.19)

Where, α is size of data, d is inter nodal distance, n is pathloss-exponent
(n=3), and ϵ is permittivity ,(ϵ = 8 : 854pJ/bit/m2) (Ghosh, Neogy, Das, &
Mehta, 2017).
Total transmission energy is sum of all the three elements given above. Expres-
sion for transmission energy consumption Ev

t at a vehicular node is:

Ev
t = Etrx+ Efwd+ Elst (3.20)

The transmission energy model uses a state-based energy model. Power
consumption of radio node is decided by state of the radio device. Different
states and their power consumption are depicted in Table 3.2.

Table 3.2 States of node and corresponding power consumption

State of node Power consumption (mW)
Off 0
Sleep 1
Idle 2
Receiver busy 5
Receiver receiving 10
Transmitter transmitting 100
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Computational energy

Energy consumed during computation process of a request of size α at the fog
node is given by:

Ev
c = (Cf .α)/ψf (3.21)

Where, ψf is the processing rate, which indicated the size of data processed
per unit of time, Cf indicates the power rating of the processor.

Thus, total energy consumed in processing a latency-sensitive request of size
α generated by vehicular node v at VFN f is:

E = (Ev
t + Ev

c ) (3.22)

3.9 Multi Objective Optimization (MOO) Model

Because of movement of vehicles, workload in VFC is generated dynamically. To
meet latency expected for real-time, latency-sensitive requests generic fog-cloud
system is inefficient, due to limited, and fixed hardware assets availability in fog
and the cloud system. Thus, a conventional fog-cloud system is not suitable for
latency-sensitive request processing. Whereas, vehicular fog networks permit a
promising resource for such latency-sensitive, real-time, and dynamic workload,
because of the on-demand, collaborative nature of resource pooling capability
in VFC. Thus, there is a need for the VFC system, that offers an optimal solution
for minimizing latency. This depends on two major aspects namely, the network
connectivity of nodes, and latency-reducing strategies (Tiwari & Kumar, 2015).
Therefore, in this research work, the VFC system has been modeled as a combi-
nation of two different sub-components, the networking model and the latency
model. The networking model describes the connectivity of different nodes
along with associated links, representing network topology. The latency model
represents different factors of latency encountered by workload, for processing
under different processing scenarios.
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3.9.1 Assumptions and Pre-requisites

In this research work, the following pre-requisites are taken while formulating
the VFC model.

• Firstly, there is seamless connectivity amongst all three layers presented
in Fig. 3.1 using V2X and IP connectivity.

• Secondly, the arrival rate of vehicles at any point in time follows Normal
distribution, and that of workload in vehicular fog nodes follows Poisson’s
distribution.

• Thirdly, the workload generated is atomic concerning task execution i.e.,
any given workload assigned to one VFN is executed completely at that
VFN, or the entire workload is rejected by the node, and an alternative
computing node is assigned.

• Lastly, each real-time request has a permissible latency limit that is pre-
defined.

3.9.2 QoS Satisfaction Ratio

QoS satisfaction ratio for the latency-sensitive request is ratio of the number of ap-
plications for whom overall latency is smaller or equal to maximum-permissible-
latency, to total number of latency-sensitive requests. QoS satisfaction ratio is
expressed by Equations (3.23) and (3.24).

γ =
∑n

i=1 γi ∀ r ∈ R (3.23)

Where γi =

{
1 for δs ≤ δmax

0 for δs > δmax

(3.24)

3.9.3 Multi Objective Optimization Model Definition

In this part of the research work, the problem of minimization of latency in
VFN is formulated as a MOO model. The MOO presented in this paper is
aimed at solving the problem of assigning a dynamically generated workload
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to a dynamically identified computing node (i.e., VFN). The model consists
of three important elements namely objective function, decision variables, and
constraints. The problem of minimizing the latency, while assigning the work-
load generated by a vehicular node to one of the processing node(s) in the VFC
scenario can be expressed in the form of an optimization model expressed by
equations (3.25) to (3.31) as follows:

Minimize

∀w,∀v,∀f
(δs) (3.25)

Subject to constraints:

λsc > λsf (3.26)

λsf ≥ λsv (3.27)

λai,v ≥ λsv (3.28)

Qcap
v,i = maxQcap

w,i ;∀ w ∈ W (3.29)

∑
w∈W

Qcap
w ≤

∑
v∈V

Qcap
v (3.30)

∑
v∈V

Qcap
v ≤

∑
f∈F

Qcap
f (3.31)

The optimization equations represent the multi-variable non-linear con-
strained MOO model. Objective function to be optimized is given in (3.25).
Constraints in (3.26) and (3.27) are in-equality constraints that define upper and
lower bounds on service rates at CDC, FCN, and VFN. Constraint (3.28) puts a
limit on the maximum arrival rate at VFN so that VFN capacity is not swayed
by excess demand. Decision variables are ρ(v) , θ and, α as defined in equations
(3.3) to (3.14). To optimally utilize available resources for meeting maximum la-
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tency constraints (i.e., QoS) defined by Equations (3.23) and (3.24), the problem
of assigning the workload request to dynamically available computing resources,
as formulated in (3.25) to (3.31) needs to be solved.

3.10 Simulation Environment

The MOO model presented above represents a complex problem involving many
parameters. It is not feasible to solve the proposed MOO model using the di-
rect method within practical time to be suitable for latency-sensitive applications.
The research work proposes a MOO problem and its solution by an Interior-point
optimization algorithm, with a sparse linear constraint matrix. For this purpose,
a well-known optimization tool ‘fmincon’ from MATLAB optimization toolbox
(Coleman, Branch, & Grace, 2009) is used. It is used for the minimization of
multivariable functions starting at user-defined initial values between defined
lower-bounds and upper-bounds. Constraint input can be linear and non-linear
equality and (or) in-equalities. It permits the selection of various options for
optimization runs.

The most important advantage of the ‘fmincon’ solver is that all constraints
and input variables can be defined in matrix form. Thus, the accuracy of the
inputs is ensured, and the optimization results are achieved faster. In the present
research work, this tool solves the proposed MOO model for a local optimum
solution. The solution proposed follows the classical divide-and-conquer strat-
egy. Here the latency minimization is achieved by limiting task assignment to
the area of radio coverage of the vehicular nodes (i.e., in single-hop communi-
cation), beyond which the workload is assigned to the FCNs or the Cloud. The
local optimum solution is obtained for each of the small clusters (i.e., coverage
area). In this case, the global optimum solution is not desirable, keeping in mind
latency-tolerant task execution in close vicinity and infinite computing capacity
in the cloud for latency-tolerant requests.

Table 3.3 gives various input arguments used by the solver for solving the
simulation. These parameters have been chosen to get optimum results for a
diverse variety of simulations. For the problem at hand, there is no known/
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reliable source of data available for setting up simulations. Table 3.4 represents
the values of constraints (i.e., lower and upper bounds) used in the multi-variable
constrained optimization model. The bandwidth and distance parameters chosen
are based on the real-world specifications of LTE and DSRC radio (S. Liu et al.,
2018; Z. Xu et al., 2017; Bai & Krishnan, 2006). The number of vehicles and
workload size are chosen empirically. Based on the specifications of problem the
linear constraint matrix for MOO is sparse. Thus, the Interior-point algorithm
chosen, for solving the MOO model is the most suitable, which handles large,
and sparse problems. This algorithm also satisfies lower and upper bounds at all
iterations.

For simulation, the range for workload sizes is from 300 to 1000, the prob-
ability of processing at VFN is from 0.2 to 0.9, and the number of VFN is 4 to
6 for the vehicular fleet size from 20 to 100. In this research work, extensive
simulations were conducted for different values of workload sizes, the number
of vehicles, the probability of processing at VFN, and the rate of request arrival
in VFC to evaluate latency and QoS satisfaction ratio. The simulations are run
on Intel(R) Core (TM) i5-1035G1 laptop with 8 GB RAM.
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Table 3.3 Different input arguments used with ’fmincon’ solver

Parameter name value
Optimization algorithm Interior-point
Linear constraint matrix Sparse matrix
Max number of iterations 5000
Max function evaluations 15000
Tolerance on constraint-violation 1e-06

Table 3.4 Variables and the values of constraints

Variable name Lower bound Upper bound
Vehicle-VFN bandwidth (kbps) 250 3000
VFN-FCN bandwidth (kbps) 500 5000
FCN-CDC bandwidth (kbps) 10000 100000
Distance of VFN (m) 0 300
Distance of FCN (m) 400 5000
Distance of CDC (m) 10000 ∞
Number of vehicles 20 100
Workload size (k bytes) 300 1000
Probability of processing 0.2 0.9
Number of VFN 4 6

To ascertain the statistical validation of the simulation data (i.e. variation
in the dependent variable), simulation data is offered a one-way ANOVA test
(Keselman et al., 1998; Brooks & Johanson, 2011). A summary of one-way
ANOVA results for σ = 0.05 are presented in Table 3.5. The ANOVA results
exhibit F ≥ Fcrit and P − value ≤ σ, thus null hypothesis that the variance
between data groups isn’t due to random chance is rejected with 95 percent
confidence. Hence, this proves the statistical validity of the simulation data.

71



Table 3.5 Summary of one-way ANOVA test on simulation data

Source of
variation

SS df MS F P-value F-crit

Between
Groups

128.36253 14 9.16875 3.71369 0.00125 2.03742

Within
Groups

74.067059 30 2.46890

Total 202.42959 44

3.11 Simulation Results and Analysis

To validate the proposed MOO model, an optimization run was carried out to
compare the proposed system with the generic fog-cloud, and two state-of-the
art techniquesECOS and ETEFN . Fig 3.3 shows latency performance of our
technique in comparison to generic fog-cloud,ECOS, andETEFN for different
workload sizes from 300 to 1000 bytes. The results obtained indicate very high
values of latency (from 72.9926 to 240.6921 seconds) for the generic fog-cloud
system, 0.7082 to 15.9874 seconds for ECOS, 0.5806 to 10.9874 seconds for
ETEFN , as compared to 0.2132 to 0.7083 seconds for the proposed scheme.
The sharp increase in the latency values with size of workload inECOS scheme
is due to the fact that as the size of workload increases more number of the
tasks are processed at cloud layer (because of the scarcity of resources at VFN).
Whereas, in the proposed scheme latency is kept minimum by processing all the
requests at VFN (by pooling excess resources on real-time basis). Similar is the
case with ETEFN scheme, wherein the tasks are offloaded to cloud because of
the nodes going out of RSU range. More tasks are processed at cloud as the
workload size, hence, the processing time increases. Thus much higher latency
inETEFN compared to proposed scheme, wherein dynamic resource provision-
ing is implemented, ensuring all the latency-sensitive tasks being processed at
VFN. There is on average 350 times higher latency using the generic fog-cloud
scheme, as compared to the proposed scheme. Latency values obtained for this
scheme are much lower in comparison to ECOS and ETEFN . There is a lin-
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ear increase in latency with the increase in workload size for all the schemes
as depicted in Fig 3.3, which is attributed to the transmission delay increasing
linearly with the size of the workload.

Figure 3.3 Plot of the latency variation with workload sizes

For many latency-sensitive requests in ITS e.g., safety applications, it is very
important to meet the maximum latency constraint. If the application processing
does not satisfy this constraint, the results of processing may not be of any use
to the application/ user. The QoS satisfaction ratio for latency-sensitive requests
is computed, as per Equations (3.23) and (3.24). Various parameters used for
computing the QoS satisfaction ratio are given in Table 3.6. Typical values of
maximum permissible latency in latency-sensitive applications in VFC range
from 70 to 150 ms (Zadobrischi & Damian, 2021; Yadav et al., 2020)]. In this
simulation maximum permissible latency value of 80 ms is used.

For many latency-sensitive requests in ITS e.g., safety applications, it is very
important to meet the maximum latency constraint. If the application processing
does not satisfy this constraint, the results of processing may not be of any use
to the application/ user. The QoS satisfaction ratio for latency-sensitive requests
is computed, as per Equations(3.23) and (3.24). Various parameters used for
computing the QoS satisfaction ratio are given in Table 3.6. Typical values of
maximum permissible latency in latency-sensitive applications in VFC range
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from 70 to 150 ms (Zadobrischi & Damian, 2021; Yadav et al., 2020). In this
simulation maximum permissible latency value of 80 ms is used.

Table 3.6 Parameter values used for calculating the QoS satisfaction ratio

Parameter Name Value
No of requests 100
Request size (k Bytes) 300-1000
Request arrival rate 0.5 – 5.0
Number of VFNs 4-6
Probability of processing at VFN 0.7
Maximum latency (ms) 80

Fig 3.4 depicts a plot of the QoS satisfaction ratio for latency-sensitive re-
quests, for the proposed VFC system, ECOS, ETEFN , and generic fog-cloud
system concerning arrival rate. The arrival rate at VFN follows Poisson distribu-
tion, is defined in Equation (3.15). The request arrival rate is a random variable
and, is dependent on the number of vehicles W and λai . Arrival rate signifies
workload on the VFC system. For this simulation, a set of 100 latency-sensitive
requests with a request arrival rate of 0.5 to 5.0 were run for the proposed scheme,
ECOS, ETEFN , and generic fog-cloud system.

It is evident that with rise in arrival rate the QoS satisfaction ratio declines
sharply (i.e., latency increases sharply) in the case of the generic fog-cloud sys-
tem. However, the QoS satisfaction ratio forECOS andETEFN schemes drops
from 93 to 83 and 94 to 78 percent, respectively. Whereas, in the case of the
proposed VFC system, the QoS satisfaction ratio remains approximately con-
stant (i.e., from 96 to 93 percent (± 3%)). The improved QoS satisfaction ratio
of the proposed system is because, as the arrival rate and (or) number of vehicles
increase, a greater number of computational nodes (i.e., VFN) are available for
an effective increase in the computational capacity of the VFC. Hence, pre-
sented VFC system is adaptive to dynamic workload in providing an enhanced
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Figure 3.4 Variation of QoS satisfaction ratio with request arrival rate

QoS satisfaction ratio. Whereas, ECOS system uses offloading to cloud (to
minimize energy consumption) with increased workload requests, resulting in
higher latency or reduced QoS satisfaction ratio. Similarly, ETEFN schemes
uses RSU coverage range and remaining processing time as the parameters for
offloading to cloud. As the arrival rate increases, due to increased remaining
processing time at VFN, more number of tasks are offloaded to cloud, increasing
the latency or reducing the QoS satisfaction ratio.

To minimize latency, a request must be processed at VFN rather than FCN or
cloud. The probability of processing a request at VFN as per Equations (3.14) is
dependent on max permissible latency, the size of the request, and the instanta-
neous value of processor load factor at VFN. The proposed scheme variation in
the latency with the probability of processing at VFN for three different vehicle
fleet sizes of 20, 50, and 100 is depicted in Fig 3.5 (number of VFN = 4) and
Fig 3.6 (number of VFN = 6), respectively. Results indicate, with the vehicular
fleet size becoming large, there is an increase in total workload at VFN as per
Equation (3.15). Minimum latency is obtained at 0.45, 0.65, and 0.80 (for the
number of VFN = 4) and at 0.60, 0.65, and 0.70 (for the number of VFN = 6)
values of probability of workload processing at VFN, for 100, 50, and 20 vehicle
fleet sizes, respectively. With the increased workload due to the larger vehicle
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Figure 3.5 Variation in latency with the probability of processing a request at
VFN for different fleet sizes (number of VFN = 4)

fleet size, the processor loading factor of VFN increases, and it eventually results
in increased overall latency. For an increased number of vehicles, the latency
increases exponentially, with early saturation of resources at VFN for a higher
fleet size of 100, 50, and 20, respectively. Results prove that increasing vehicular
fleet size, makes a proportionate increase in the offloading of requests to FCN is
necessitated, despite the increase in the computational capacity of VFC (by an
increase in the number of VFN from 4 to 6). The flattening (i.e., delayed rise)
of the curve in Fig 3.6 as compared to Fig 3.5 proves the merit of the dynamic
capacity increase of the proposed system. As the number of VFNs increases
from 4 to 6, QoS satisfaction ratio is enhanced by approximately 15 percent, as
measured by the increased flatness of the latency curve in Fig 3.6.
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Figure 3.6 Variation in latency with the probability of processing a request at
VFN for different fleet sizes (number of VFN = 6)

3.12 Summary

Minimizing latency and ensuring QoS compliance for latency-sensitive, real-
time requests in ITS is the most important concern for ensuring the safety of
vehicles and road users. Utilizing VFNs for the processing of latency-sensitive
requests generated by vehicular nodes is a promising area for researchers aiming
at achieving goal of minimizing the latency thereby ensuring QoS satisfaction in
vehicular networks. In this chapter of the research work, the two most important
characteristics of optimal VFN (i.e., high computational capability and, high
bandwidth communication interfaces) have been identified based on a detailed
research investigation. The mathematical modeling of VFC in the form of a
MOO has been presented and solved using a well-known optimization tool. An
extensive simulation was conducted using real-world values of decision variables
to examine the optimum values of various decision variables for minimizing the
overall latency and maximizing QoS satisfaction for latency-sensitive requests.
Simulation proves superiority of the presented solution, as compared to fog-
cloud, ECOS, and ETEFN . Latency is much lower for presented solution in
comparison to the generic fog cloud, ECOS, and ETEFN . QoS satisfaction
ratio of the proposed technique is maintained from 96 to 93 percent (within ±
3%), as compared to lower values and much wider variations in comparable
schemes. The analysis of simulation results in this chapter proves suitability
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of the presented technique for the selection of vehicular fog nodes in a VFC
environment, where workload generation is dynamic and the conventional fog-
cloud technique is not able to satisfy latency and QoS requirements, due to fixed
computational capacity.
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Chapter 4

A Lightweight Energy-efficient
Technique for QoS Enhancement in

Urban VFC for Intelligent
Transportation System

4.1 Introduction

This chapter of the thesis presents the novel technique for enhancing the QoS
established in this doctoral research. A heuristics based Lightweight Energy-
efficient Algorithm for optimal fog node selection for processing of the latency-
sensitive tasks has been presented. The major contributions of this chapter are as
follows. Firstly, a heuristics based LEAQoS algorithm for selection of optimal
VFN. Secondly, an adaptive capacity tuning algorithm (ACTDW) for real-time
processing capacity adaptation of the VFC system. Finally, a concept of compute
offloading using pub-sub model so as to minimize the resource consumption.
Rest of the chapter is organized as follows. Section 4.2 covers the background
and important motivation to undertake this doctoral research work. Section 4.3
presents system model architecture. Section 4.4 describes the proposed novel
techniques overview, the LEAQoS and ACTDW algorithms. Section 4.5 ex-
plains important contributions of the algorithm(s), and Section 4.6 summarizes
the chapter.
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The VFC has a significant role in ITS implementation. In recent years re-
searchers have introduced several new uses of VFC. Some of them are smart
parking reservation system (Y. Zhang et al., 2019; Tiwari et al., 2019; Khan et
al., 2018; Haj Qasem et al., 2020), crowd sourcing of road and traffic conditions
(C. Zhu et al., 2018), smart real-time traffic management system (Z. Wang et
al., 2018), and emergency message delivery system (Hou et al., 2016; B. Liu
et al., 2021). The applications in connected vehicles are classified into latency-
sensitive and latency-tolerant, based on value of maximum permissible latency
limits. A latency-sensitive request requires processing on a real-time basis and
generally has safety implications associated with it. If the results of processing
/query to a latency-sensitive request are not available within well-defined time
limits, they may not be useful, anymore. A large number of applications in ITS
are latency-sensitive (Tang et al., 2020). A detailed list of existing and potential
latency-sensitive applications in the connected vehicle domain is depicted in
Table 4.1.

Cloud computing offers enormous computing power. It has essential draw-
back of offering high delays due to large commuting distances involved (Shrestha,
Bajracharya, & Nam, 2018; Tiwari, Mittal, Garg, & Kumar, 2022). The idea of
fog was presented (Bonomi et al., 2012) to decrease the delays in processing by
fetching processing resources nearer to the end-user. In ITS fog micro servers
are installed at RSU, base stations, routers, and switches (Consortium & Work-
ing, 2017). Static fog nodes (FCN) are infrastructure-based, have fixed capacity,
and involve operating costs. Hence, FCN is not a cost-effective, and scalable
solution for vehicular applications.

Table 4.1 List of latency-sensitive applications in the connected vehicle domain

Application Description
Autonomous driving Self-driving /driverless connected vehicles
Assisted driving The ability for a car to sense, anticipate, and alert

about potential dangers long before the driver
senses it
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Accident detection
and reporting

Automatic accident detecting and reporting sys-
tem

Accident prediction
and analysis

Sensors on board vehicles and on-road contribute
data continuously towards analysis. These re-
sults are used to predict and prevent accidents

Smart emergency re-
sponse system

Automatic quick road emergency response sys-
tem

Smart /adaptive traf-
fic light

Adaptive traffic light system to intelligently route
vehicular traffic

Leasing of excess re-
sources to neighbor-
ing vehicles

Co-operative computing environment, wherein,
underutilized resources of vehicles are leased to
neighboring vehicles on-demand basis

Task offloading from
fog/edge networks to
vehicular fog net-
work

Compute resources at the edge or fog network
can be supplemented by offloading tasks to
nearby VFC network

Task offloading from
cellular network
/Mobile Edge Com-
puting (MEC) to
VFC

Offloading of tasks from nearby infrastructure
networks to VFC network utilizing V2I commu-
nication

Detecting and bridg-
ing mobile broad-
band coverage gaps

Augmenting internet connectivity for end-users /
sensors, by detecting and bridging mobile broad-
band (i.e., Wi-Fi/ 3G/ 4G/ 5G) coverage holes

In (Datta, Da Costa, Harri, & Bonnet, 2016), the authors brought out that the
integration of connected vehicles to the transportation system along with the IoT
can unleash an efficient and sustainable ITS environment. The authors brought
out the challenge of finding a replacement to the cloud for latency-sensitive ap-
plications. With the continuous increase in latency-sensitive applications, the
requirement for an alternative computing platform suitable for such applications
is inevitable.
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Advent of the VFC bring about the challenges in its implementation e.g., QoS
improvement, security and privacy, and efficient resource management have been
highlighted by the authors, in (Menon & Prathap, 2017). The VFC, as a new
computing model, poses problems that are to be solved for its implementation.
In (C. Huang, Lu, & Choo, 2017), the authors brought out the capabilities of the
VFC to address drawbacks of static fog. The authors also proposed the three-tier
architecture of the VFC supported by application use-case for smart vehicles.
The VFC model has the potential to solve the latency and other related issues of
real-time applications faced by vehicular networks.

One vital feature of vehicular networks is dynamic workload generation.
Because of certain unpredictable conditions on the road e.g., accidents, road
conditions, weather conditions, certain events in the locality, traffic jams, etc.,
the traffic mobility pattern, and accordingly, the application demand by vehic-
ular nodes may spurt suddenly. A prominent example of this is the morning
and evening traffic conditions in urban areas during peak traffic hours. TThe
restriction of FCN is, due to unpredictable road conditions or peak traffic hours,
the processing power needed may not be available, because of surge in demand.
To alleviate this situation, if we choose to deploy extra servers (taking into ac-
count full load), it results in underutilization of expensive resources most of
the time (Hou et al., 2016; M. Hussain et al., 2020). In VFC, need to install
extra hardware is countered by employing the excess hardware capability of the
vehicle’s OBU, on-demand (Tiwari & Kumar, 2015; X. Xiao et al., 2019; Tiwari
& Kumar, 2016). Therefore, there is no added cost incurred in employing VFN.

4.2 Motivation to Undertake Research Work

Fluctuating demand and supply of processing power are two important charac-
teristics of vehicular networks (Hou et al., 2016; Z. Zhou et al., 2020). Issue
of minimizing delay, QoS improvement, and energy consumption in VFC has
been researched actively for the last few years (K. Zhang et al., 2020; Alharbi
et al., 2020; Mekki et al., 2020; Mahmud et al., 2020; Zadobrischi & Damian,
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2021). With the smart city concept being implemented in modern cities, the re-
quirement of efficient ITS infrastructure, and scheduling algorithms to solve the
challenges of latency, and energy efficiency are inevitable. Publisher-subscriber
(pub-sub) model is an asynchronous, lightweight, and event-driven message
communication system (B. Liu et al., 2021) that is most suitable for near real-
time scenarios (e.g. vehicular networks) where dedicated communication is not
guaranteed. The advent of 5G cellular networks has enabled higher through-
put and V2X communication links; thus, the challenge of optimum scheduling
of computational resources to process latency-sensitive tasks, in vehicular net-
works becomes more pertinent (Alvi et al., 2022; Rahman et al., 2022). The
following are the important motivating points for undertaking this research work.

• Connected vehicle domain research promises, the solution to many of the
challenges in the future smart cities with millions of connected vehicles.

• Advent of self-driving cars and high bandwidth communication systems,
need for latency-sensitive services is growing. Thus, efficient resource
scheduling and utilization, is of paramount importance, to match the ever-
growing demand with limited computational resources in VFC.

• The QoS implementation for real-time, latency-sensitive vehicular appli-
cations is an open research challenge.

• Reducing energy consumption is an especially important research chal-
lenge in to march towards the green computing paradigm.

• The pub-sub communication model, an asynchronous, lightweight ap-
proach, can be utilized in conjunction with distributed VFC implementa-
tion to enhance QoS for real-time vehicular applications.

4.3 System Model Architecture

This work uses a three-layer system architecture consisting of the cloud, static
fog, and vehicular fog layers as depicted in Fig 4.1. There is seamless connectiv-
ity in single or multiple hops among each of the vehicular nodes and VFC layer
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Figure 4.1 Three-tier VFC system architecture highlighting Pub-Sub model
implementation

and static fog layer by radio links and between static fog and cloud layer using
wired OFC-based connectivity. Pub-sub model is an event-driven distributed
message dissemination system that works asynchronously and does not require
direct/dedicated connectivity. There are three basic building blocks of this model
namely: Publisher, Subscriber, and Message Broker as shown in Fig 4.1.

4.3.1 MOO Problem Formulation

The problem of selecting an optimal processing node (i.e., fog node) for a
latency-sensitive request can be expressed as MOO model, aimed at minimizing
overall energy while satisfying the maximum permissible latency for individual
requests. Following is a mathematical expression for the proposed optimization
problem formulation.

MinimizeE =
∑
i

∑
j

E(wij).Yij,∀i ∈ v, j ∈ f (4.1)

Subject to constraints:
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ψi.α ≤ (1− θ).Qi,∀i ∈ f (4.2)

δij ≤ δmax, ∀i ∈ v, j ∈ f (4.3)

Yij =

{
1 , if the pair Wij used for processing

0 , otherwise
(4.4)

0 ≤ θ ≤ 1 (4.5)

Equation (4.1) represents the objective function and equations (4.2) to (4.5)
represent the associated constraints for the proposed model. Specifically, (4.2)
represents the computational capacity conservation for the fog node, and (4.3)
represents the maximum latency constraint for the request. In (4.4), Yij is a
binary variable that represents whether a particular VFN-VN pair is being used
for processing a request or not. Equation (4.5) represents a scaling variableθ,
normalized processor occupancy factor. Q is total processing power of the node.
Thus, ,(1− θ).Q is the computational power that is available for utilization as a
fog node.

4.4 Proposed Solution Technique for Optimal VFN
Selection

The set of mathematical equations model energy efficiency as an optimal objec-
tive to select an optimal fog node f out of the pool of candidate fog nodes for
any request r generated by vehicular node v. The energy efficiency optimization
is subject to meeting the constraint of the QoS. Solving the given optimization
problem using the conventional method is very time consuming, therefore unsuit-
able for providing a practical, and acceptable solution for scheduling real-time
applications. Thus, an suitable technique design with reduced-complexity is
needed. Driven by the above facts we present the LEAQoS algorithm following
a heuristic approach.
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4.4.1 Heuristics-based Algorithm for Solving the Mathemat-
ical Model

The Pareto technique used for multi-objective optimization has its limitations,
particularly in that it can suffer from issues of slow convergence to the optimal
front and inferior performance on problems with many objectives (M. Li, Yang,
& Liu, 2016). Therefore, in this research work, we use the non-Pareto method
(i.e., meta-heuristics) to receive optimal results for proposed multi-objective
model. The LEAQoS algorithm proposed in this work uses meta- heuristic to
achieve optimal results for two objectives of minimizing energy consumption
and latency under the given constraints. The number of function calculations to
denote the Pareto front can be huge and time-consuming, therefore non domi-
nated sorting technique (M. Li et al., 2016) is employed in this research work.

The OBU of different vehicular nodes in VFC has different hardware config-
urations. Every vehicular node may have a different set of intrinsic applications
running on them, based on the make and configuration of the vehicle. Based on
the hardware configuration and set of intrinsic applications running on it, dif-
ferent vehicular nodes will have different residual computational capacities, that
can be utilized for vehicular fog computing. The complete research flow process
is divided into three phases. First phase shortlists a small set of candidates VFN
(CVFN) from a pool of all vehicular nodes, based on the available processor
capability (measured as normalized processor load factor). In the second phase,
the mapping of a request to the most suitable CVFN is performed. In the third
phase of proposed solution strategy, total processing power of VFN system is
adjusted according to instantaneous workload, by increasing or decreasing the
number of CVFNs.

Table 4.2 Symbols used in Algorithms 1-3 and their description

Symbol Description
n Number of VN
N Number of CVFN
VN[ ] VN vector
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Figure 4.2 Flowchart of the proposed solution strategy indicating the role of
each algorithm and their interdependence

θ Normalized processor occupancy factor
CVFN[ ] CVFN vector
δ Latency
E Energy
B Network BW
δmax Maximum permissible latency
Fvr Optimal VFN for processing of request r

Fig 4.2 depicts the complete solution approach proposed in this research
work with the help of a flowchart for Algorithms 1, 2 and 3. Complete flowchart
comprises of three algorithms as depicted in the flowchart. Table 4.2 gives
symbols used in Algorithms 1 to 3 along with their description. The solution
strategy for the selection of optimal fog node for a given latency-sensitive re-
quest is divided into three phases. Each phase is implemented as an algorithm,
as depicted clearly in Fig 4.2.

The first phase (i.e., CVFN selection) involves shortlisting the available
VNs based on the available processing capability. The publisher maintains and
publishes the updated information database (i.e., position, direction, speed, com-
munication interfaces, available processing capacity, etc.) about each VN in the
network. Algorithm 1 starts by taking all the input arguments that are pushed
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by the publisher to subscribers via the message broker in the proposed pub-sub
model (N is assigned an initial value of 4). The VNs are arranged in the ascend-
ing order of normalized processor occupancy factor. At the end of Algorithm
1, N number of VNs with the lowest normalized processor occupancy factor are
selected as CVFN. The CVFN vector from the output of Algorithm 1 is used as
the input to Algorithm 2, along with the request to be processed.

In the second phase, Algorithm 2 is executed each time a new application
request is received for processing. Whenever Algorithm 2 executes, it computes
the expected values of the energy consumption, bandwidth consumption, and
latency for the presented application request, from each of the CVFNs as per
the MOO mathematical model. From this step of Algorithm 2 the values of
latency in respect of each CVFN are passed onto Algorithm 3 as depicted in
Fig 4.2. From earlier step output value, optimal fog node is the CVFN with a
minimum value of total resource (energy + bandwidth) consumption, subject to
the satisfaction of the maximum latency limit for the application request.
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In the third phase, Algorithm 3 executes to adaptively regulate the processing
capacity of the VFC system so that the latency and resource consumption are
optimized. The execution of Algorithm 3 is triggered as a follow-up action after
the execution of Algorithm 2(end of the second step). If number of CVFNs
satisfying the maximum latency constraint (for the current application request
being processed) is within 25 to 75 percent, no action is needed to adjust the
capacity of the VFC system. Conversely, if number of the CVFN satisfying
maximum latency constraint is less than 25 percent or more than 75 percent,
number of CVFN (i.e., capacity of VFC) is to be increased or decreased by one,
respectively. In this work, the values of 75 percent and 25 percent, represent the
probability of processing the request at VFN and are chosen empirically. Al-
gorithm 3 estimates the processing capacity of the VFC system for forthcoming
application requests. Thus, ensuring that the optimal capacity of the VFC is al-
ways maintained, resulting in maximum latency satisfaction for latency-sensitive
requests and, minimum resource consumption. The latest value of the number
of CVFN from the output of Algorithm 3 is taken as input by Algorithm 1. In
the flowchart, in Fig 4.2, Algorithm 2 execution is triggered by an incoming
application request. Algorithm 3 is triggered by the output of the second step
of Algorithm 2. Algorithm 1 is executed at the end of Algorithm 3 or at a
predetermined interval (defined as 10 ms in the simulation), whichever is earlier.
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Algorithm-1 selects the required number of the CVFN out of the available
VNs, based on the availability of surplus computational power with the VN
at the current instance. In this research work, an urban scenario is assumed,
where all the VNs have adequate wireless communication coverage for V2V
and V2I communication. Different VNs have different hardware configurations
and different sets of intrinsic applications running on them. Besides, some of
the VNs may have already been selected as VFNs, and currently processing a
latency-sensitive request. Above mentioned factors decide the current processor
occupancy factor for the VN. The inverse of the normalized processor occupancy
factor is the measure of the surplus computational capacity available with the
VN. In VFC the nodes with surplus computational capacity are selected as VFNs
for processing latency-sensitive requests. Therefore, the normalized processor
occupancy factor for the VN is taken as a reference for selecting the CVFN.

Phase two of the proposed solution uses a heuristics approach to select opti-
mal fog nodes out of the pool of CVFNs. Pseudo-code of proposed lightweight
energy-efficient algorithm for QoS implementation (LEAQoS) is represented in
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Algorithm 2 in Fig 4.2 and detailed steps are provided in Annexure II. Algo-
rithm 2 takes the candidate VFN vector (CVFN [ ]) from Algorithm 1, and the
request vector [r] as inputs (steps 1 and 2) and returns the optimal fog node (Fvr)

for processing the request (step 3). Steps 6 to 9 of the algorithm compute the
values of network bandwidth consumption, energy consumption, and latency for
processing the request at each of the CVFNs. Step 10 computes the cumulative
value of resource consumption T for each of the requests to be processed. The
resultant resource consumption vector T [ ] is arranged in ascending order in
step 12. In steps 13 to 17, the assignment decision for the request is made, to
satisfy the maximum permissible latency value for the request.

Algorithm 2 is very lightweight in computational resources since the com-
putational load is only limited to computing very few latency, network BW, and
energy consumption values (typically in the range of 3 to 6) for each latency-
sensitive request. LEAQoS assigns the request to optimal VFN for processing,
considering QoS (given by latency, energy consumption, and network band-
width) satisfaction for the request.

To satisfy QoS for dynamic workload, the resource availability in VFC must
adapt dynamically to the workload. In phase three of this research work, the
computational capacity of VFC (i.e., size of the pool of candidate vehicular fog
nodes) is dynamically adjusted as per instantaneous workload.

The Pseudo code for ACT-DW in VFC is depicted in Algorithm 3 in Fig
4.2 and detailed steps are provided in Annexure III. This algorithm takes in-
puts as latency vectors for all current requests being processed in VFN, the
current value of the number of CVFN (i.e., N), and the current request vector
[r], from Algorithm-2 and, returns a new value of the number of CVFN. In
steps 5 through 10, the algorithm computes the processing factor (k) at VFN for
current requests by a cumulative count of several instances wherein, the achieved
latency is less than or equal to the maximum permissible latency for a request.
The algorithm estimates the instantaneous availability of resources at VFN for
the processing of the next request. If the probability of processing at VFN is
more than 75%, it indicates that surplus VFN resources are available. Accord-
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ingly, the number of CVFNs is reduced by one. Conversely, if the probability
of processing at VFN is less than 25%, it indicates a shortage of VFN resources
for meeting QoS. Hence, the number of CVFNs is increased by one. In case
the probability of processing at VFN is between 25% and 75%, no change in
VFN capacity is made (steps 11 through 16). Thus, the algorithm adaptively
adjusts the availability of VFN resources by increasing or reducing number of
CVFNs, as per current workload and processing power availability. Output of
Algorithm-3 is used by Algorithm-1, recursively for selecting the pool of CVFN.

4.5 Important Contributions

This research work proposes an energy-efficient technique, to address the is-
sue of allocating dynamically generated requests, to dynamically available VFN
resources. Specifically, our proposed algorithm(s) solves the problem of opti-
mization of energy efficiency for vehicular networks, while meeting the QoS
demand of individual application requests. Additionally, this research work pro-
poses a novel concept of computing offloading by using a publisher-subscriber
(pub-sub) based approach, to dynamically select the VFN out of available ve-
hicular nodes (VN). In computing offloading the computational workload (i.e.,
control plane processing) for the selection of optimal VFN for a given request,
is offloaded to the static fog node instead of processing it at VFN. This unique
approach is nature-inspired. Nature has abundant systems wherein, the tasks are
equitably distributed for better management and efficiency, e.g., the functioning
of the human body under the control of the human brain. This ensures that
the presented technique uses minimum computing resources. Solution strategy
proposed is a heuristics-based algorithm to assign the dynamically generated,
latency-sensitive request to the optimal fog node. Finally, this work proposes an
algorithm for adaptively adjusting the VFC resources as per the instantaneous
workload, so that excess VFN resources are not active at any given time, to
minimize the latency, and cost to the fog service provider. Important outcomes
of this research work are enumerated below.

• A novel algorithm is presented for resource optimization in VFC while sat-
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isfying the maximum permissible latency parameter for real-time, latency-
sensitive requests.

• Mathematical modeling of the proposed technique as a MOO model and
a heuristic-based LEAQoS.

• An adaptive capacity tuning algorithm for the dynamic workload (ACTDW)
is presented, to adaptively adjust the real-time availability of VFC re-
sources, based on the instantaneous workload, thus, minimizing the la-
tency, and cost to the VFC service provider.

• A unique, nature-inspired pub-sub model is proposed for computing of-
floading, with algorithm processing at FCN, which ensures minimum com-
pute overhead at VFN. Thus, minimizing network bandwidth consump-
tion, and maximum processing power of VFNs is available for processing
latency-sensitive requests, ensuring maximum QoS satisfaction.

4.6 Summary

Further to the VFC system design and mathematical model presented in Chap-
ter 3, in this chapter the novel implementation of the well-known publisher-
subscriber communication architecture is presented. The MOO model is estab-
lished to minimize energy consumption, with condition of fulfilling maximum
permissible latency for the latency-sensitive request. The problem of solving
the MOO model is proposed in the form of heuristic-based approach. Solution
consists of three algorithms. Complete solution technique to the problem of
selecting the optimal fog node for processing a real-time request is proposed.
The solution presented also takes care of dynamically generated workload along
with dynamic resource availability by presenting the ACT-DW algorithm. Pre-
sented methodology is an iterative process that repeats with every incoming
latency-sensitive application request.
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Chapter 5

Performance Evaluation

5.1 Introduction

This chapter presents the details of the simulation performance evaluation for
the proposed research work. The Section 5.2 elaborates the simulation setup.
Section 5.3 presents the detailed results of simulation and discussion on the
results analysis. Finally, Section 5.4 presents the summary of the chapter.

Every VN is heterogeneous in terms of its resource capability, instantaneous
communication capability, and workload request generation profile. The work-
load requests generated by VN are mutually exclusive. More than one request can
be generated by a VN simultaneously and, they may be processed at different fog
nodes. It is assumed that 65% of total requests generated are latency-sensitive
and the highest value of 250 ms is the threshold that defines the request as a
latency-sensitive request (Mahmud et al., 2018). realistic vehicular traffic data
generated from Chandigarh city; India is used for simulation. As depicted in the
simulation setup in Fig 5.1, SUMO (Behrisch et al., n.d.), is used for generating
this traffic dataset. Input to SUMO is a map (3.5 x 3.0 km) of Chandigarh city,
India, from the OSM, as depicted in Fig 5.2. The output FCD (floating car data)
file (Behrisch et al., n.d.) contains location and speed, vehicle angle, position,
lane information, etc. at every predefined time period. OMNET++ (Sommer
et al., 2019) has been used for simulating V2X communication, and iFogsim2
(Mahmud, Pallewatta, Goudarzi, & Buyya, 2021) is used for simulating the
application processing in a fog environment. TraCI (Traffic Control interface)
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Figure 5.1 Performance evaluation setup and flow of simulations

provides interaction between SUMO, and OMNET++, iFogSim2. Using the
‘traceExporter.py’ python utility the SUMO FCD file is filtered to create differ-
ent trace file formats for use as input to OMNET++ and iFogSim2 for simulation
and analysis.

The proposed optimal VFN selection technique for the latency-sensitive re-
quests is evaluated for different decision variables e.g., number of vehicles,
request generation rate, maximum permissible latency, and request sizes. Sim-
ulation run are compared to (Alvi et al., 2022; Yadav et al., 2020; Hameed et
al., 2021) (under urban road conditions) to study the relative quantitative QoS
advantage of the proposed technique.

5.2 Simulation Environment

A well-known tool, SUMO (simulation of urban mobility) (Behrisch et al., n.d.),
is used for generating realistic vehicle parameters. However, the application
request parameters are generated synthetically, as no real-world data/ simulators
are currently available for generating such application requests. A normalized
processor occupancy factor value (percentage) in the range of 25 - 60 is used.
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Figure 5.2 Snapshot of the SUMO while running the simulation setup

The specific values of the simulation parameter in a given range are computed
by the Pseudorandom number generator function in Python (i.e., randint() func-
tion). The SUMO takes the map of Chandigarh city, India, from the open street
map (using OSM web wizard tool in SUMO)(Behrisch et al., n.d.), with an area
of 3.5 x 3.0 km as input for generating realistic urban traffic. The floating car
data (FCD) file (Behrisch et al., n.d.), obtained from SUMO is used to generate
vehicular node vectors containing different vehicle parameters. A snapshot of
the SUMO running the simulation using the Chandigarh city map (obtained from
the open street map) is depicted in Fig 5.2. FCD is an output trace file from
SUMO that contains location, speed, vehicle angle, position, and lane along with
other data about each vehicle in the network, at each time step. A snapshot of
the FCD data export (*.xml) from SUMO is presented in Fig 5.3.

Python code is used for implementing Algorithm-1. Inputs to Algorithm-1
are the output of the SUMO FCD file, normalized processor occupancy factor
vector, and initialized values of several VN and numbers of CVFN. Algorithm 1
generates the CVFN vector. For simulating Algorithm-2, a well-known fog sim-
ulation tool iFogSim2 (Mahmud et al., 2021), which is an extension of iFogSim
(Gupta, Vahid Dastjerdi, Ghosh, & Buyya, 2017), and built upon the CloudSim
(Calheiros, Ranjan, Beloglazov, De Rose, & Buyya, 2011) platform is used.
iFogSim is a widely used simulation platform for simulating different fog com-
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Figure 5.3 Snapshot of the FCD export file from SUMO during the simulation
run

Figure 5.4 Snapshot of the simulation setup in iFogSim2
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puting paradigms. Fig 5.4 depicts a snapshot of the simulation topology running
in iFogSim2. Values of various simulation parameters used are given in Table
5.1 and values of various parameters of request vector are given in Table 5.2 are
adopted from (Mahmud et al., 2018; Yadav et al., 2020; Hameed et al., 2021;
Mahmud et al., 2021; Z. Wang, Zheng, Ge, & Li, 2020). Table 5.3 represents
different problem configurations used during the simulation. Algorithm-3 is im-
plemented using Python script. The inputs are the current value of the number
of CVFN, the current request vector, and the corresponding probability of pro-
cessing at VFN. This algorithm estimates the number of VFNs required as per
instantaneous workload and processing resources. Algorithm 3 tunes the VFN
resources dynamically so that not more than current resource requirements are
held up, simultaneously scarcity of computing power is also met. This algorithm
could be very useful for optimizing billing /pricing, based on the usage of VFN
resources and implementing service level agreements (SLA) (Binwal & Kapoor,
2022), to implement a pay-per-use model in VFC.

Table 5.1 Values of various simulation parameters

Parameter Name Values
The area of the road considered 3.5 x 3.0 km
Uplink bandwidth (VN to VFN) 10 Mbps
Uplink bandwidth (VFN to FCN) 10 Mbps
Uplink bandwidth (FCN to Cloud) 100 Mbps
Number of VN (i.e., vehicles) 20 - 100
Power consumption VFN (busy/idle) 87 / 82 J
Power consumption FCN (busy/idle) 107 / 83 J
Power consumption Cloud (busy/idle) 1648 / 1328 J
Number of VFNs 3 - 6
Vehicle speed 0 - 40 kmph
Max communication radius of VNs 300 meters
Simulation duration 250 sec
Uplink latency (VN to VFN) 2 ms
Uplink latency (VFN to FCN) 74 ms
Uplink latency (FCN to Cloud) 100 ms
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For performance evaluation, five different problem configurations have been
chosen, and a comparative study of present technique with (Alvi et al., 2022;
Yadav et al., 2020), and (Hameed et al., 2021) (under urban road conditions)
is presented. Table 5.3 depicts the different problem configurations used for
performance evaluation and comparison. Varying number of VNs means corre-
sponding variation in request arrival rate, thus the result parameters also vary.
The number of vehicles indicated against each simulation configuration is the
maximum number of VNs active in the simulation. Results have been plotted
by averaging the results of five simulation runs by choosing random values from
requests per second ranges in Table 5.3. Tables 5.4, 5.5, and 5.6 present the
standard deviation of obtained values for each configuration simulation run, for
latency, energy consumption, and network usage, respectively. A state-based
energy consumption model was used during the simulation. The power con-
sumption values are off power : 0 mW, idle power: 2 mW, receiver busy power:
5 mW, receiver receiving power: 10 mW, sleep power: 1 mW, transmitter trans-
mitting power: 100 mW.

Table 5.2 Values of various parameters of request vector

Parameter Name Value
Size of request 100 – 300 Kbytes
Latency-sensitive request percentage 65 % of total requests
Max permissible latency 50 - 700 ms
Latency threshold for latency-sensitive request 250 ms
Request generation rate 100 - 500 per second

Table 5.3 Different problem configurations
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Parameter
Name

Config 1 Config 2 Config 3 Config 4 Config 5

Number of ve-
hicles

20 40 60 80 100

Requests per
second

100 - 500 100 - 500 100 - 500 100 - 500 100 - 500

Table 5.4 Standard deviation of the obtained latency values

Parameter
Name

This work (Alvi et al.,
2022)

(Yadav et
al., 2020)

(Hameed
et al.,
2021)

Config 1 2.65430589 1.51995587 11.2232531 10.5909786
Config 2 1.3040544 3.31435265 16.9072412 25.7978003
Config 3 3.97123004 5.87752374 19.2917467 37.7000619
Config 4 4.26275534 9.25701405 69.4280101 61.9156538
Config 5 4.26275534 9.25701405 69.4280101 61.9156538

Table 5.5 Standard deviation of the obtained energy consumption values

Parameter
Name

This work (Alvi et al.,
2022)

(Yadav et
al., 2020)

(Hameed
et al.,
2021)

Config 1 6.119692934 9.578401473 19.53532151 12.92356262
Config 2 17.85449569 15.67213275 20.61775632 14.908081
Config 3 16.93895136 6.52370949 7.699065426 10.16688639
Config 4 29.43610576 21.68488736 22.33821391 13.59828248
Config 5 19.25530403 6.592201836 21.6399781 14.91832039
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Table 5.6 Standard deviation of the obtained network usage values

Parameter
Name

This work (Alvi et al.,
2022)

(Yadav et
al., 2020)

(Hameed
et al.,
2021)

Config 1 32.4356406 19.3085085 22.1238309 23.4507258
Config 2 14.3379327 24.8237463 21.2567852 19.9205019
Config 3 19.9884787 25.7841984 25.9896675 30.8361319
Config 4 21.3399261 25.8708617 21.2780686 22.9147577
Config 5 24.774552 21.4576645 24.3309415 33.1313029

5.3 Result and discussion

To ascertain the suitability and practical applicability of the proposed technique
for real-time latency-sensitive VFC applications, the results of simulation studies
carried out on realistic vehicular data obtained via SUMO are presented and
analyzed as follows. Each of the results depicted in the plots is an average of the
5 simulation runs for each simulation configuration.

5.3.1 Effect on Latency

The plot in Fig 5.5 depicts the latency values obtained for considered 5 config-
urations (an average of the five simulation runs for each configuration). For the
proposed scheme the latency values obtained are within 10 percent from config
1 to config 5. The standard deviation values of the results obtained under each
configuration for latency are presented in Table 5.4. On the contrary, for the
ETEFN scheme presented in (Alvi et al., 2022), the latency remains fairly close
to the proposed scheme from config 1 to 4, and it increases sharply from config
4 to 5 (approximately 40 percent). For ECOS in (Yadav et al., 2020), the latency
increases very sharply from config 3 to config 5 (approximately 237 percent),
and for (Hameed et al., 2021), latency increases linearly from config 1 to con-
fig 4, and after that increases very sharply (approximately 302 percent). This
research work assumes 65 percent of the total requests to be latency-sensitive
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Figure 5.5 Latency values comparison of the proposed technique with previous
competing works

and a 75 percent probability of processing at VFN. The latency graph of Fig
5.5 depicts that because of dynamic resource provisioning in the proposed tech-
nique (i.e., ACT-DW with a 75 percent probability of processing at VFN), all
the latency-sensitive requests are being processed at VFN. Whereas, in the case
of the other three schemes there is no dynamic resource provisioning. Thus, as
the workload rises with number of vehicles rising from config 1 to config 5, a
higher percentage of requests are offloaded to the cloud, resulting in the latency
increasing very sharply due to the saturation of resources at VFN.

Fig 5.6 depicts the adaptive adjustment in the number of VFNs with the
change in the number of VNs, and thus workload. As the workload increases,
the number of VFNs in the proposed work also changes from 3 to 4, 5, and 6 for
the number of VNs 20, 40, 60, 80, and 100, respectively, and vice-versa, based
on ACT-DW. The novel concept of dynamic resource adaptation as per ACT-DW
is responsible for the majority of latency-sensitive requests being processed at
fog instead of offloading to the cloud.

5.3.2 Effect on Energy consumption

Total energy consumption is depicted in Fig 5.7 for different problem configu-
rations. Energy consumed in proposed technique shows a linear increase with
an increase in workload (i.e., from config 1 to 5). Analysis of the results il-
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Figure 5.6 Variation in the number of VFNs selected by ACT-DW (dynamic
resource adaptation based on the instantaneous workload demand)

lustrates that the proposed scheme has on average 7, 22, and, 28 percent less
energy consumption as compared to (Alvi et al., 2022; Yadav et al., 2020), and
(Hameed et al., 2021) respectively. The reduction in energy consumption in the
proposed technique is because all the latency-sensitive requests are being pro-
cessed at VFN, at all workloads because of the dynamic resource provisioning by
ACT-DW. Total energy consumption consists of transmission energy and com-
putational energy. VFN is connected at single-hop communication and has the
least computational energy consumption among VFN, FCN, and cloud servers.
However, in the case of the other three schemes, some requests are dispatched
to cloud at varying workloads from config 1 to 5, resulting in higher energy
consumption due to transmission and computational energy elements.

5.3.3 Effect on Network Bandwidth Consumption

Figure 5.8 depicts plot of the network bandwidth consumption for the proposed
research work and the three competing works. Average network usage for the the
proposed technique is 10, 19, and 48 percent lower as compared to (Alvi et al.,
2022; Yadav et al., 2020), and (Hameed et al., 2021) respectively. In the proposed
work, because of the novel concept of the pub-sub model (with very small
size, event-triggered messages) being utilized for scheduling, minimum network
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Figure 5.7 Energy consumption comparison

bandwidth is consumed for overhead message transmission during scheduling
and management. Further, all the latency-sensitive requests (i.e., 65 percent of
the total) are processed at VFN because of dynamic resource provisioning due to
ACT-DW. This ensures that in proposed system network bandwidth consumption
in the transmission of requests /replies from source to destination and vice-versa,
are much lower than other three schemes wherein, a fraction of requests are
processed in the cloud.

5.3.4 Effect on Maximum Latency Satisfaction

For real-time, latency-sensitive requests, it is most important that the maximum
permissible latency limit is satisfied, otherwise, it may result in accidents or
safety hazards on the road. To illustrate the practical applicability of this re-
search work for real-time, latency-sensitive applications in VFC, the percentage
of total requests satisfying the maximum permissible latency limits is studied un-
der different problem configurations. Fig 5.9 depicts the percentage of requests
satisfying the maximum latency limit for the proposed work is between 96 and
94, and for (Alvi et al., 2022) it is between 93 and 80. However, for (Yadav et al.,
2020) and (Hameed et al., 2021) the percentage of requests satisfying maximum
latency constraint drops rapidly, as the number of VNs increases more than 40
(i.e. config 3 to 5). In the proposed research work, all the latency-sensitive
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Figure 5.8 Network bandwidth consumption comparison

requests are processed at VFN (having the least latency among VFN, FCN, and
cloud), because of the dynamic resource provisioning provided by ACT-DW.
Whereas, in the other three schemes, a part of requests are dispatched to cloud
for processing, with an increase in the workload. Hence, the QoS satisfaction
ratio of the proposed technique is consistently high and the best among the com-
pared schemes.

5.3.5 Statistical Validation of the Simulation Results

Levene’s test is suitable for testing if the multiple data samples have equal vari-
ances. It is powerful, robust, and less sensitive to the sample’s departure from
normality for checking the homogeneity of variances in a group of three or more
(O’Neill & Mathews, 2000; Vohra et al., 2011). In the proposed research work
Levene’s test has been conducted independently for each of the three parameters
under study. The test has been conducted considering the simulation result for
all the configurations (config 1-5) for each of the compared research works (i.e.,
four groups with 25 samples each) as a unique data set. Tables 5.7 to 5.12 present
the summary and statistics of the Levene’s test carried out for four competing
pieces of research for three parameters namely latency, energy consumption,
and network usage , respectively. The df (degree of freedom) between groups

105



Figure 5.9 Maximum latency constraint satisfaction ratio

is obtained by calculating the number of groups minus one (i.e., 4-1 =3), and
the degree of freedom within groups is total cases minus the number of groups
(i.e., 100-4 = 96). SS indicates squared sums and MS indicates mean squared
sums of the samples. The computed p-value indicates the believability of the
case that Null hypothesis is correct given the sample data. F (critical value) is
obtained from F-table based on the values of DF1 and DF2 at the significance
level (σ = 0.05)(Tiku, 1967). The decision on Levene’s test results is taken as
follows. If value of test statistic falls in rejection region i.e., F(observed) ≥ F
(critical) or if p-value ≤ σ then reject H0 ; otherwise, fail to reject H0.

Table 5.7 Levene’s test summary for latency results

Groups Count Sum Average Variance
This work 25 2817.524 112.7009 88.83651
(Alvi et al.,
2022)

25 3600.005 144.0002 1639.406

(Yadav et al.,
2020)

25 7168.593 286.7437 24967.09
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(Hameed et al.,
2021)

25 9991.53 399.6612 48252.9

Table 5.8 Levene’s test statistics for latency results (σ = 0.05)

Source of
Variation

SS df MS F (obs) P-value F crit

Between
Groups

1325658.1 3 441886 23.58353 1.61E-
11

2.699393

Within
Groups

1798757.6 96 18737.06

Total 3124415.7 99

Table 5.9 Levene’s test summary for energy consumption results

Groups Count Sum Average Variance
This work 25 4215.813 168.6325 1725.061
(Alvi et al.,
2022)

25 4441.761 177.6704 1545.917

(Yadav et al.,
2020)

25 5786.683 231.4673 813.8509

(Hameed et
al., 2021)

25 5797.213 231.8885 1231.829

Table 5.10 Levene’s test statistics for energy consumption results (σ = 0.05)

Source of
Variation

SS df MS F (obs) P-value F (crit)
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Between
Groups

86656.87 3 28885.62 21.73217 7.98E-
11

2.699393

Within
Groups

127599.8 96 1329.164

Total 214256.6 99

Table 5.11 Levene’s test summary for network usage results

Groups Count Sum Average Variance
This work 25 21237.19 849.4877 28413.94
(Alvi et al.,
2022)

25 24709.1 988.3639 34262.54

(Yadav et al.,
2020)

25 29643.79 1185.752 21002.57

(Hameed et al.,
2021)

25 36107.51 1306.623 19381.69

Table 5.12 Levene’s test statistics for network usage results (σ = 0.05)

Source of
Variation

SS df MS F (obs) P-value F (crit)

Between
Groups

6402995 3 2134332 75.31383 3.96E-
25

2.699393

Within
Groups

2720561 96 28339.17

Total 9123556 99

The null hypothesis is H0: the variances of all four groups are the same, and
the alternate hypothesis is Ha: the variances of at least one group are signifi-
cantly different than the other three groups. Confidence interval of 95 percent
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is chosen empirically for all three sets of statistical validation simulations. In
Table 5.8, for latency, the p-value obtained 1.61E-11 is lower than σ, and F
observed (23.58353) > F critical(2.699393), , indicating that there is enough
evidence to reject the null hypothesis with 95% confidence. In Table 5.10, for
energy consumption the p-value obtained 7.98E − 11 is lower than σ, and for
network bandwidth consumption (21.73217) > F critical (2.699393), indicating
that there is enough evidence to reject the null hypothesis with 95 confidence.
In Table 5.12, for network usage, the p-value obtained 3.96E − 25 is lower than
σ, and F observed (75.31383) > F critical (2.699393),, indicating that there is
enough evidence to reject the null hypothesis with 95% confidence. Therefore,
for all the three parameters under study in this research work, Levene’s test
successfully validates the rejection of the homogeneity of variance. From the
plots in Fig 5.5 - 5.9 and the statistical validation test it is confirmed that the
proposed technique is quantitatively better than the other three researches under
all simulation configurations (config 1-5) for latency, energy consumption, and
network usage parameters.

5.4 Summary

VFC is an important research area that promises a solution to many of the
open research problems in ITS. One prominent problem being researched is
reducing latency while optimizing resource utilization in VFC. In this chapter,
the proposed technique for optimal vehicular fog node selection for processing
latency-sensitive application request is validated using simulation. Proposed
technique is compared with competing research works. Analysis of results
proves that present technique performs better, on latency, resource consumption,
and overall QoS implementation for latency-sensitive requests. The statistical
validation test of results also reaffirm the quantitative advantages of the proposed
technique.
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Chapter 6

Conclusion and Future Research
Suggestions

6.1 Introduction

This chapter of the thesis summarizes the complete research work, and presents
the future research scope related to this research work. The Section 6.2 provides
summary of the research findings. Section 6.3 highlights important contribu-
tions of this research work. Section 6.4 presents the limitations of this research
work and provides the directions for furthering the research in the same domain
based on the contributions of this work.

In past decade, unprecedented rate of development in the fields of ICT led to
development of smart, connected vehicles. This further led to the evolution of
the concept of autonomous driving and the need for ubiquitous computing ser-
vices, including those in moving vehicles. Accordingly, the demand for vehicular
services and applications is growing very fast. Vehicular applications are pri-
marily of two types namely, latency-sensitive (e.g., safety-critical applications)
and latency-tolerant (e.g., all other applications like entertainment, advertising,
route planning, etc.). With the growing demand for safety-critical applications,
the issue of meeting latency and QoS requirements for latency-sensitive appli-
cations becomes very pertinent to ensure safety on the road. In last few years,
VFC evolved as crucial research area in addressing this critical issue. Moti-
vated by this important socio-technological challenge of future smart cities, this
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doctoral research work has contributed significantly to addressing the issue of
optimizing latency and energy for latency-sensitive vehicular applications in ITS.

6.2 Summary of Research Findings

Summary of research finding of this doctoral research work is as follows:-

In this research work, we started with survey of existing research work in
this domain. From the analysis of the published research work important char-
acteristics of the optimal vehicular fog node for processing a latency-sensitive
request were identified. primary goal of this research work is to choose the opti-
mal VFN for processing latency-sensitive requests. Accordingly, a MOO model
for the three-tier VFC architecture was developed. The validation of the MOO
model was conducted using the MATLAB toolbox, ‘fmincon’ by taking latency
as a decision parameter. We have used a one-way ANOVA test for statistical
validation of the simulation data in this simulation setup.

Based on the MOO model developed, the algorithms (i.e., LEAQoS, and
ACT-DW) for optimal VFN selection were developed. The LEAQoS algorithm
helps select the most optimum fog node available for processing the current
latency-sensitive request. The ACT-DW algorithm adaptively adjusts the total
available computational resource pool at VFC, as per the instantaneous demand
of computational resources. Hence both these proposed algorithms facilitate
chose optimal fog nodes in VFC to reduce energy consumed and maximum
permissible latency constraint. The simulation setup uses realistic vehicular
traffic data (obtained through the SUMO tool) from Chandigarh City, India, and
synthetically generated application request data for validation of the proposed
technique. Simulation confirms efficacy of presented technique. The compar-
ative study proves that the proposed technique outperforms competing works
concerning latency and energy consumption. The maximum latency satisfaction
ratio for the proposed technique is between 94-96 percent as compared to 80-93
percent for the nearest competing work. Levene’s F-test (one-tailed) with a 95
percent confidence interval is executed for validation of results.
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6.3 Contributions of the Research Work

Important outcomes of this doctoral research work are as follows:-

• Research investigation is conducted on characteristics of optimal Vehicular
Fog Nodes for identifying the mandatory constrained parameters.

• A mathematical model is designed to represent these characteristics in a
multivariate constrained non-linear multi-objective optimization (MOO)
problem.

• The multi-variable, multi-constraint model is solved using the Interior-
point optimization algorithm for achieving the goal of optimum latency
under mutually conflicting constraints of controlled parameters like radio
bandwidth, coverage range of a node, number of vehicles, and discreet
workload sizes.

• Evaluation and comparison of the latency and QoS satisfaction ratio of the
generic fog-cloud model,ECOS, andETEFN techniques to the proposed
VFC model for different workload sizes, vehicle fleet sizes, and request
arrival rate of VFN by applying thresholds to constrained variables, for
demonstrating quantitative QoS enhancement of VFC model over fog-
cloud and other state-of-the-art schemes.

• A novel technique (i.e., heuristic-based LEAQoS algorithm) is proposed
for resource optimization in VFC while satisfying the maximum permis-
sible latency parameter for real-time, latency-sensitive requests.

• An adaptive capacity tuning algorithm for the dynamic workload (ACTDW)
is presented, to adaptively adjust the real-time availability of VFC re-
sources, based on the instantaneous workload, thus, minimizing the la-
tency, and cost to the VFC service provider.

• A unique, nature-inspired pub-sub model is proposed for computing of-
floading, with algorithm processing at FCN, which ensures minimum com-
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pute overhead at VFN. Thus, minimizing network bandwidth consump-
tion, and maximum processing power of VFNs is available for processing
latency-sensitive requests, ensuring maximum QoS satisfaction.

• A comparative analysis of the proposed LEAQoS technique with peer-
competing techniques proves the suitability of the proposed technique for
real-time, latency-sensitive requests in VFC.

6.4 Limitations and Future Research

There are a few assumptions made during the simulation in this research as
brought out in relevant chapters. Most important of are assumption of seamless
connectivity between the nodes in a radio communication scenario. Accordingly,
to limit the scope of the study and focus on the relevant issue under discussed in
this research work, the packet drop in wireless communication scenario had not
been studied as part of this research work.

6.4.1 Limitations of the Sample Data used during Simulation

The vehicular traffic data for the simulation has been obtained using the SUMO
tool from the OSM map, and the vehicular application data is synthetically gen-
erated. The results presented are from extensive simulation runs under different
test conditions defined in the research work. However, to ensure the practical
applicability of the proposed technique it would be essential to run the practical
experiments with real-world vehicular traffic and application data.

6.4.2 Evolution of Research

Firstly, the presented technique for a dynamic vehicular fog nod selection from the
pool of all vehicular nodes in a VFC scenario has been proven to be quantitatively
better as compared to the previously presented research concerning latency and
energy consumption based on the simulation results. However, practical experi-
mentation with real-world data would be necessary before putting the presented
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technique into action in connected cars. Secondly, exponential rise in number of
connected cars, the criticality and complexity of the optimal VFN selection for
processing latency-sensitive, safety-critical application requests are increasing.
With the proven benefits of ML techniques for complex problem solving, it is
proposed that the use of ML algorithms be explored in future research works for
achieving the most optimum solutions for VFN selection in vehicular networks.
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