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SECTION A
(5Qx2M=10Marks)
S. No. Marks cO
Q1 ‘Ms Asha is fond of social media and likes to post her latest pictures on
social media websites daily. She updated her vacations, shopping and
weekend pictures on regular basis. One day she received a collage of all
of her pictures from one unknown sender on her email.’
2 CO4
Is the facts eligible for filing the case in the cyber cell? Justify your
answer.
Q2 Mr Ram and Mr Rahul knows the tricks of ‘Cracking Passwords’. One CO4
day they visited the ‘Tonic Tea Café¢’ and got access to their Wifi
Password. After sometime they changed the Wifi password of the café as
a result the owner as well as other customers could not use the internet. 9
Is the act punishable? Justify your answer.
Q3 What is Routine Activity Theory? 9 COos3
Q4 Mention the importance of Chapter X of the Information Technology Cco1
Act, 2000. 2
Q5 Define the term ‘addressee’ of the Information Technology Act, 2000 Cco1
(2008). 5

SECTION B
(4Qx5M= 20 Marks)




Q6

A class teacher was teaching in class on dated 21.2.2022 and suddenly
fire alarm warned everyone to leave the building. In the process of
running out of classes, Mr Jatin hit Mr Raj by mistake and as a result
laptop of Mr Raj got broken. Which remedy is available with Mr Raj, if
any?

CO4

Q7

What is the relevance of ‘Drift Theory’ in cyber criminology?

Co1

Q8

With the help of relevant examples, explain the cybercrimes named
‘Cyber Stalking’. Is it punishable under the Information Technology
Act, 2000 as amended in 2008?

CO2

Q9

Highlight the relevance of Avnish Bajaj vs. NCT of Delhi (2008) case
along with its decision.

CO4

SECTION-C
(2Qx10M=20 Marks)

Q 10

‘The field of cyber criminology crystallizes for many Social scientists an
area of research at the interface between Computer Science, Internet
Science and Criminology. Cyber criminology is the study of causation of
crimes that occur in the cyberspace.”

In the light of this statement explain the relevance of ‘Space Transition
Theory’ theory.

OR

Highlight the validity of Digital Evidences with the landmark cases on
Digital Evidence in India.

10

Co1l

Q11

“India has come a long way in terms of safeguarding its socio-
economical factors in cyberspace. India faces a multitude of challenges
externally and internally in the form of security threats, external
aggression, internal security, money laundering, corruption, the
safeguard of public interest, etc.”

Name Indian Law Enforcement Agencies in the regulation of

cybercrimes in India and elaborate the challenges in front of them.

OR

10

CO4




Analyse the powers and functions of Adjudication Officer as mentioned

in the Information Technology Act.

SECTION-D
(2Qx25M=50 Marks)

Q12

“For conducting cyber-crime investigation, certain special skills and
scientific tools are required without which the investigation is not
possible. Due to the Information Technology Act, 2000 (“IT Act”),
certain provisions of Criminal Procedure Code and the Evidence Act,
have been amended. Along with this, certain new regulations had been
enforced by the Indian legal system to meet with the need of cyber-crime

investigation.”

In the light of these facts describe the Role of Police in Cybercrime
Investigation as mentioned in the Criminal Procedure Code, 1973 and the
Information Technology Act, 2000 as amended in 2008.

25

CO3

Q13

“Jurisdiction is the concept where by in any legal system, the power to
hear or determine a case is vested with the appropriate court. The main
problem of cyber law jurisdiction is the presence of multiple parties in
various parts of the world who have only virtual nexus with each other.
Then the problem of place is raised that where the party wants to sue and
what remedy is available to him?”

In the light of abovementioned context answer the following questions:
1. What is the meaning of ‘Jurisdiction’?
2. Explain the Theories of Jurisdiction.

25

CO3






