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Section-A 

Instructions- 

1.Attempt all questions 

2. Each Question will carry 5 Marks 

S. No. Answer in 50-80 words. CO 

Q 1 Ms Nandini was working as voice support at a well-known BPO and was very friendly with her 

colleagues. Mr Akash, one of her colleagues, was interested in her. But Nandini’s proximity to Lokesh 

(another colleague) irritated Mr Akash who decided to take revenge on her. Mr Akash visited the 

profile of Ms Nandini on social networking sites and downloaded her photographs. He also 

downloaded a free morphing tool and created a fake obscene picture with her face. Using the morphed 

obscene photographs, Mr Akash created a fake profile over social networking website and uploaded 

and sent friend requests. Ms Nandini’s friends called over the phone and expressed their unhappiness 

after seeing her profile. Nandini was shocked after looking at the fake profile and complained it to the 

police.  

 

Advise Nandini. 

CO 3 

Q2 Which authority regulates Certifying Authorities? Explain the role of that authority with the relevant 

sections. 
CO 2 

Q3 The term ‘Computer’ is defined under Section 2 (1) (i) “computer” means any electronic, magnetic, 

optical or other high-speed data processing device or system which performs logical, arithmetic, and 

memory functions by manipulations of electronic, magnetic or optical impulses, and includes all input, 

output, processing, storage, computer software or communication facilities which are connected or 

related to the computer in a computer system or computer network”. 

 

Keeping in view this definition, whether Smart Phone is a computer or not? 

 

CO 2 

Q4 

 
Identify the image depicted above. Whether Digital evidence is admissible in the court of law? 

CO 3 

Q5 What are principles of UNCITRAL Model Law 1996? Explain one principle. CO 1 

Q6 During COVID-19 and Lockdown all around the world, many skilled persons had to lose their jobs. 

Mr. Ankit, a computer and cybersecurity expert also lost his job. Out of his frustration and financial 

depression he started sending malware links to multiple mobile numbers. For getting Mobile numbers 

his friend helped him. The moment receiver of the link clicks on the link, the device lost it’s control 

and it was controlled by Mr Ankit. 

 

 Is it a punishable offence? Justify your answer. 

CO 1 



                                                                          SECTION B 

Instruction- 

1. Each question will carry 10 marks  

2. Write short/brief notes 

3. Attempt all questions 

  

Q 7 “The role of information technology is remarkable. It has extended efficiency, cost-effectiveness and 

accelerated networking as well as relationships at an individual as well as the business level. People 

communicate within their social circles through blogs and social networking sites such as Facebook, 

Orkut, Twitter and Instagram. However, numerous crimes have also emerged using online platforms.”  

 

Keeping in view the statement, mention the major 5 (five) cybercrimes and their regulation under the 

Information Technology Act, 2000. 

 

CO 3 

Q 8 What are the two prominent types of e-Commerce? Give examples. CO 1 

Q 9  

 

 
 

What is the difference between Browse-Wrap Contracts and Click-Wrap Contracts? Explain with the 

landmark case laws.  

CO 2 

Q 10 “E-Governance is one of the most relevant aspects of the vision of ‘Digital India’. Several e-

governance initiatives are being adopted by the Indian Government, including, computerization of 

public offices and government departments and launch of e-procurement & complaint process across 

various sectors whereby government tenders and requisition for goods and services takes place online.” 

Do you agree with this statement? Justify your answer.  

CO 3 

Q 11  

 
 

Is Netflix intermediary? Name “intermediary” as defined in the law. What are the relevant provisions 

dealing with the liability of ‘Intermediary’ under the Information technology Act, 2000 as amended 

in 2008? 

CO3 

                                                                                        SECTION C 

 

1. Compulsory Question. It carries 20 Marks. 

2. Instruction: Write a long answer. 

Q12 What is the need for the ‘Authentication of the Electronic Records’? Explain the techniques for the 

authentication of electronic records by the Information Technology Act, 2000 as amended in 2008. 

The answer must include: 

(i) Relevant definitions 

(ii) Sections 

(iii) Explanation with the diagrams is mandatory 

CO 2 


